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I Executive Summary

Researchers have reported a vulnerability class, dubbed 'GitLost," in which an unauthenticated external
attacker can post a malicious Issue to a public GitHub repository and trigger agentic workflow execution
that accesses private repositories within the same organization, requiring no credentials. The finding,
reported by Dark Reading and supported by an academic preprint, is technically coherent but corroborated
by a single trade source; GitHub has not issued a security advisory, and no CVE or NVD record exists as
of this report. If confirmed at scale, the attack pattern signals a structural risk in how Al-driven agentic
systems inherit and propagate trust boundaries, with implications extending well beyond GitHub to any
platform that deploys agentic workflows against mixed-visibility data estates.

I Technical Analysis

The 'GitLost' attack class, as described in a Dark Reading report and an accompanying arXiv preprint, exploits a
trust boundary flaw in GitHub's agentic workflow infrastructure, currently in technical preview. The attack chain
begins with an unauthenticated actor posting a crafted Issue to any public repository belonging to the target
organization. When an agentic workflow processes that Issue, for example, to triage, summarize, or route it, the
workflow's execution context reportedly inherits cross-repository permissions scoped to the organization, not the
individual repository. An attacker can embed adversarial instructions (a prompt injection payload) inside the
Issue body. The agentic system, treating the Issue content as trusted input, executes the injected instructions
and can exfiltrate data from private repositories the workflow is authorized to access.
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The assigned CWEs map cleanly to the described mechanism: CWE-284 (Improper Access Control) and
CWE-285 (Improper Authorization) reflect the failure to constrain workflow permissions to the originating public
repository; CWE-269 (Improper Privilege Management) captures the over-permissioned execution context;
CWE-441 (Unintended Proxy or Intermediary) describes the workflow itself being weaponized as a data bridge.
The MITRE ATT&CK alignment reflects the attack chain: T1190 (Exploit Public-Facing Application) describes
the initial Issue submission vector; T1078 and T1078.004 (Valid Accounts) capture the workflow's inherited
organizational credentials via GITHUB_TOKEN; T1530 (Data from Cloud Storage) reflects exfiltration from
private repositories; T1195 (Supply Chain Compromise) describes the risk to downstream systems if workflow
outputs are consumed by CI/CD pipelines; T1566 (Phishing) maps to the social engineering aspect of crafting a
plausible Issue to trigger workflow execution.

The arXiv preprint frames this within the broader ‘agentic workflow injection’ threat class, which the research
community has documented as a systemic risk in systems where large language model agents consume
untrusted external input and act on it with elevated privileges. The GitHub community discussion confirms that
agentic workflows are in active technical preview, meaning the attack surface is live and expanding.

Confidence in the core claim is medium-to-high. The primary narrative source is a single T2 trade publication
(Dark Reading), but the technical coherence of the attack chain, alignment with documented agentic workflow
injection patterns, and corroboration by academic research elevate the threat rating to high. No GitHub PSIRT
advisory, CISA KEV entry, or NVD record has been identified. The CVSS base score of 7.5 cited in the raw data
has not been confirmed by NVD or GitHub. Security teams should treat this as a credible, technically coherent
threat requiring monitoring and proactive configuration review, not yet as a confirmed, actively exploited
vulnerability.

I Action Checklist

1. Step 1: Assess exposure, determine whether your organization has GitHub repositories configured with
agentic workflows (currently in technical preview); inventory which workflows have access to private
repository data and whether any are triggered by public-facing inputs such as Issues, pull request
comments, or discussion posts.

2. Step 2: Review workflow permission scopes, audit GITHUB_TOKEN and any personal access tokens or
GitHub Apps used by agentic workflows; apply least-privilege scoping (NIST AC-6) so that no workflow
processing public-repository input holds read access to private repositories unless explicitly required and
approved.

3. Step 3: Implement input validation controls, treat any externally supplied content (Issue bodies, PR
descriptions, comments) as untrusted input within agentic workflow logic; enforce content sanitization and
constrain the action space available to the workflow agent to prevent prompt injection from escalating to
data access (aligns with CWE-285 remediation and NIST AC-4 information flow enforcement).

4. Step 4: Enable audit logging for workflow execution, ensure GitHub Actions and agentic workflow
events are captured in your audit log pipeline (NIST AU-2, AU-12; CIS 8.2); specifically log which
repositories a workflow accessed, what external content triggered execution, and any data read or
exfiltrated during the run.

5. Step 5: Update threat model, add the agentic workflow injection pattern to your threat register against
the relevant MITRE ATT&CK techniques (T1190, T1530, T1195); assign ownership for monitoring
GitHub's security advisory channel, NVD, and CISA KEV for any formal disclosure specific to this issue.
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6. Step 6: Brief security leadership, communicate that this is a credible but single-sourced finding requiring
proactive posture review; frame the risk in terms of private source code, secrets, and intellectual property

potentially accessible via a zero-credential public-facing attack vector.

7. Step 7: Monitor for GitHub's official response, track GitHub PSIRT, the GitHub community discussion
thread, and the arXiv preprint for updates; a formal advisory or patch would elevate this to immediate

remediation priority.

I IR / Forensic Enrichment

Triage Priority

Escalation Criteria

Recovery Notes

Forensic Artifacts

Per-Action IR Details

URGENT

Escalate immediately to active incident response if: (1) GitHub PSIRT issues a formal security
advisory for agentic workflow cross-repository access, (2) Step 4 audit log analysis reveals
workflow runs triggered by external unauthenticated actors that accessed more than one
repository within a single run, or (3) any private repository containing secrets, PII, or regulated
data (HIPAA, PCI-DSS, SOX) is identified as accessible to a public-trigger agentic workflow
— the last condition triggers breach notification assessment regardless of confirmed
exploitation.

Post-containment, verify that all agentic workflow YAMLs have been committed with explicit
‘permissions: contents: none” blocks and that no GITHUB_TOKEN or PAT in use by a
public-trigger workflow retains cross-repository read scope; confirm via “gh api
Ireposl//actions/permissions’ for each affected repository. Monitor the GitHub organization
audit log daily for 30 days following containment for any workflow runs where a non-member
actor triggered execution, treating any such event as a potential exploitation attempt requiring
full incident declaration. If GitHub releases a formal patch or configuration guidance,
re-assess all agentic workflow configurations against the official remediation specification and
re-run the Step 1 inventory to confirm no new workflows were added during the monitoring
window.

GitHub organization audit log JSONL export — contains timestamped records of
‘workflow_run.completed” events including the triggering actor identity, actor membership
status, and repositories accessed; primary artifact for determining whether an unauthenticated
external actor triggered cross-repository agentic workflow execution | GitHub Actions workflow
run logs — stored per-run at “/repos///actions/runs//logs’; contain the raw agentic agent
prompt input derived from the malicious Issue body and any repository content returned to the
workflow context, directly evidencing prompt injection payload delivery | GitHub Issues event
payloads — the raw webhook payload for “issues.opened’ or “issue_comment.created’
events contains the attacker-controlled body text used as the injection vector; retrieve via “gh
api /repos//lissues/” and preserve the full JISON including “body’, "user.login’, "user.type’, and
‘user.site_admin’ fields | GitHub Apps and PAT access logs — retrieve via "gh api
/orgs//audit-log?phrase=action:oauth_access" to identify any token-based repository read
events correlated with the agentic workflow run timestamps, evidencing whether private
repository data was accessed using the workflow's credential context | Agentic workflow
YAML snapshots — point-in-time copies of ".github/workflows/*.yml" files from the “on: issues’
or “on: pull_request_target” triggered workflows, preserving the pre-remediation permission
configuration (‘permissions:’, ‘secrets: inherit’, and cross-repository "uses:" references) as
evidence of the attack surface that existed at time of potential exploitation
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Step 1: Assess exposure — determine whether your organization has GitHub repositories configured with
agentic workflows (currently in technical preview); inventory which workflows have access to private
repository data and whether any are triggered by public-facing inputs such as Issues, pull request comments,
or discussion posts.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: establishing IR capability through asset inventory and attack surface
awareness before an incident occurs

Controls: NIST AC-2 (Account Management) — enumerate all GitHub Apps, PATs, and GITHUB_TOKEN grants
associated with agentic workflow identities, CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) —
extend asset inventory to include GitHub repositories, workflow configuration files, and their cross-repository
permission scopes, CIS 2.1 (Establish and Maintain a Software Inventory) — inventory agentic workflow definitions
(.github/workflows/*.yml) as software assets with their declared permission boundaries

Compensating: Run “gh repo list --json name,visibility --limit 1000 | jq ".[] | select(.visibility=="public")" to enumerate
public repositories, then “gh api /repos///contents/.github/workflows™ for each to identify agentic workflow YAMLs. Grep
workflow files for “on: issues’, “on: issue_comment’, “on: pull_request_target’, and “permissions: contents: read” or
“secrets: inherit” to flag high-risk configurations. A two-person team can automate this with a single bash script iterating
the org's repo list via the GitHub REST API using a read-only PAT.

Evidence: This is a pre-incident inventory step that does not alter live state; no volatile capture is required. Preserve
workflow YAML snapshots (".github/workflows/*.ymI*) and GitHub Actions permission audit exports as baseline
evidence of pre-incident configuration for later comparison if an incident is declared.

Step 2: Review workflow permission scopes — audit GITHUB_TOKEN and any personal access tokens or
GitHub Apps used by agentic workflows; apply least-privilege scoping (NIST AC-6) so that no workflow
processing public-repository input holds read access to private repositories unless explicitly required and
approved.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: hardening controls and reducing attack surface before exploitation
occurs

Controls: NIST AC-6 (Least Privilege) — restrict GITHUB_TOKEN and PAT scopes so agentic workflows triggered by
public Issue or PR events cannot read private repository contents, NIST AC-3 (Access Enforcement) — enforce
approved authorization boundaries between public-facing workflow triggers and private repository resource access,
CIS 6.1 (Establish an Access Granting Process) — require documented approval before any agentic workflow identity
is granted cross-repository read access

Compensating: Use “gh api /orgs//installations™ and “gh api /repos///actions/secrets’ to enumerate GitHub App
installation scopes and secrets accessible to each workflow. For each workflow triggered by “issues” or
“pull_request_target’, confirm “permissions.contents’ is not set to ‘read” or “write" at the org level. Manually edit
workflow YAMLs to add explicit “permissions: contents: none’ blocks for any workflow that processes Issue or PR body
content, committing the change via a protected branch requiring two reviewers.

Evidence: Before modifying any GITHUB_TOKEN scope or revoking PAT access, export the current GitHub
organization audit log via “gh api /orgs//audit-log?per_page=100&include=all" and save the full JSON. This captures
pre-change token usage baselines; token revocation immediately destroys active session context that may evidence
prior exfiltration attempts.

Step 3: Implement input validation controls — treat any externally supplied content (Issue bodies, PR
descriptions, comments) as untrusted input within agentic workflow logic; enforce content sanitization and
constrain the action space available to the workflow agent to prevent prompt injection from escalating to data
access (aligns with CWE-285 remediation and NIST AC-4 information flow enforcement).

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: implementing controls that limit the blast radius of a known
attack vector without requiring full eradication
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Controls: NIST AC-4 (Information Flow Enforcement) — enforce workflow-level information flow policy so that data
read from private repositories cannot be returned to outputs accessible to the Issue/PR trigger context, NIST AC-3
(Access Enforcement) — enforce authorization boundaries within the agentic workflow runtime so that externally
supplied Issue or PR content cannot escalate to private repository read operations

Compensating: Add a workflow input-gate step using a GitHub Actions "if* conditional that checks
“github.event.issue.user.association™ and blocks execution unless the actor is ‘'OWNER", "MEMBER", or
"COLLABORATOR™ — this prevents unauthenticated external actors from triggering agentic logic that touches private
repositories. For prompt-injection containment, insert a sanitization step using a simple Python script that strips
markdown code blocks and URL patterns from Issue body content before passing it to the agentic LLM call. Document
the allowlist of permitted agent actions in the workflow YAML as an explicit constraint.

Evidence: This step alters live workflow execution behavior (containment action). Before deploying input validation
changes, capture: (1) GitHub Actions workflow run logs for all agentic workflows for the preceding 30 days via “gh api
/reposl///actions/runs™ — these show which external actors triggered execution; (2) the raw Issue and PR event
payloads stored in workflow run artifacts, which contain the attacker-controlled input content that would be passed to
the agent.

Step 4: Enable audit logging for workflow execution — ensure GitHub Actions and agentic workflow events
are captured in your audit log pipeline (NIST AU-2, AU-12; CIS 8.2); specifically log which repositories a
workflow accessed, what external content triggered execution, and any data read or exfiltrated during the run.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: establishing log sources and detection capability to identify
exploitation of the GitLost agentic workflow injection pattern

Controls: NIST AU-2 (Event Logging) — configure GitHub organization audit log to capture “workflows.completed”,
‘repos.access’, and “org.audit_log_export” event types specific to agentic workflow execution, NIST AU-12 (Audit
Record Generation) — ensure GitHub Actions runner and agentic workflow steps emit structured logs capturing the
triggering event source, external input content hash, and repository access list per run, CIS 8.2 (Collect Audit Logs) —
ingest GitHub organization audit log stream into centralized log storage; ensure retention covers the window between
GitLost disclosure and remediation completion

Compensating: Poll the GitHub organization audit log APl on a 15-minute cron schedule: “gh api
'forgs//audit-log?phrase=action:workflows&per_page=100' >> /var/log/github_audit.jsonl’. Parse with “jq" to extract
records where “action” contains “workflow_run™ and “@timestamp’ is within the past 30 days. Flag any workflow run
where the triggering actor “type’ is "User” with no org membership and the workflow accessed more than one
repository. Store raw JSONL to an append-only location (immutable S3 bucket or write-once NFS mount) to preserve
evidence integrity.

Evidence: This step establishes logging infrastructure and does not directly alter live state; no volatile capture
prerequisite applies. However, before enabling new audit log forwarding rules, snapshot the current GitHub audit log
retention window ("gh api /orgs//audit-log --paginate > audit_baseline_$(date +%Y%m%d).jsonl’) to establish a
pre-detection baseline that can be compared against post-detection findings if an incident is later declared.

Step 5: Update threat model — add the agentic workflow injection pattern to your threat register against the
relevant MITRE ATT&CK techniques (T1190, T1530, T1195); assign ownership for monitoring GitHub's
security advisory channel, NVD, and CISA KEV for any formal disclosure specific to this issue.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: lessons learned and threat model updates that improve future
detection and response posture

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting) — assign a named owner to periodically review
GitHub audit logs for the agentic workflow injection pattern and report findings to security leadership

Compensating: Create a GitHub-native RSS/webhook monitor: subscribe to “https://github.com/security-advisories®
via Atom feed and route alerts to a team Slack channel using a free webhook integration. For NVD monitoring, set a
saved search at “https://nvd.nist.gov/vuln/search’ for vendor “GitHub™ and product "Actions™ with email alert enabled.
Document the threat scenario in a markdown threat register entry in a private security repository with ownership
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assigned by name and a 30-day review cadence.

Evidence: This is a threat model update step that does not alter live system state; no volatile evidence capture is
required. Preserve the academic preprint (arXiv) and Dark Reading article as dated evidence of the GitLost disclosure,
stored in the threat register entry, to establish the organization's awareness timeline for regulatory or insurance
purposes.

Step 6: Brief security leadership — communicate that this is a credible but single-sourced finding requiring
proactive posture review; frame the risk in terms of private source code, secrets, and intellectual property
potentially accessible via a zero-credential public-facing attack vector.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: communication and organizational awareness updates
following identification of a credible threat requiring posture review

Compensating: Prepare a one-page brief using the organization's existing risk register template. Quantify exposure
concretely: list the count of public repositories with agentic workflows (from Step 1 inventory), the number of private
repositories accessible to those workflows, and the categories of data held in those private repositories (source code,
CI/CD secrets, configuration). Frame severity as CVSS 7.5 unauthenticated network-accessible vector with no required
privileges. Note that GitHub has not issued a formal advisory and no CVE has been assigned, which means automated
patch scanners will not detect this gap.

Evidence: No live system state is altered by this step; no volatile capture is required. Attach the Step 1 repository
inventory output and Step 4 audit log baseline as supporting evidence to the leadership brief, demonstrating that the
organization has already taken concrete investigative action.

Step 7: Monitor for GitHub's official response — track GitHub PSIRT, the GitHub community discussion
thread, and the arXiv preprint for updates; a formal advisory or patch would elevate this to immediate
remediation priority.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: continuous monitoring for disclosure updates that would trigger
escalation from proactive posture review to active incident response

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting) — schedule recurring review of GitHub PSIRT
and NVD for formal GitLost advisory issuance and report findings to the assigned threat register owner

Compensating: Configure a free ChangeDetection.io instance (self-hosted or cloud free tier) to monitor
“https://github.com/security-advisories™ and the specific arXiv preprint URL for page changes, with email alerts to the
security team. Set a weekly calendar reminder to manually check the GitHub community security discussion thread.
Define a written escalation trigger: if GitHub PSIRT issues an advisory or a CVE is assigned, immediately invoke the
containment steps from Steps 2 and 3 as emergency changes without the normal change management window.

Evidence: This is a monitoring and escalation-readiness step that does not alter live system state; no volatile capture
is required. Maintain a dated monitoring log (simple spreadsheet or wiki page) recording each weekly check, the
source reviewed, and the finding — this creates an auditable record of due diligence between initial disclosure and
formal remediation if an incident is later declared.

I Detection Guidance

No verified I0C values (hashes, IPs, domains, payload signatures) were present in the source material. Security
teams should focus on behavioral detection rather than indicator matching.

Log sources to enable and monitor:

- GitHub audit log: filter for agentic workflow execution events triggered by Issue creation or comment events on
public repositories; flag any workflow run that subsequently accesses private repository resources.
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- GitHub Actions workflow run logs: review for anomalous repository access patterns, particularly
cross-repository reads not consistent with the workflow's declared purpose.

- Secret scanning and GITHUB_TOKEN usage logs: alert on tokens or Apps accessing private repositories
during a workflow run initiated from a public-repository trigger.

Behavioral hunting hypotheses (aligned with MITRE ATT&CK):

- T1190 / T1566: Unusual Issue or PR comment submissions from accounts with no prior contribution history to
the repository, particularly those containing structured text, markdown code blocks, or instruction-like language
inconsistent with legitimate bug reports.

- T1530: Agentic workflow executions that read files from private repositories during or immediately following
processing of an externally submitted Issue, especially if the workflow has no documented reason to access
those repositories.

- T1195 / CWE-441: Workflow acting as an unintended intermediary, data from private repositories appearing in
workflow outputs, logs, Issue comments, or external API calls made during the run.

Policy gap audit:

- Review GITHUB_TOKEN default permissions in repository and organization settings; default should be
read-only with explicit write grants (NIST AC-6; NIST AC-3).

- Confirm that no agentic workflow processing public input holds org-wide private repository read scope (NIST
AC-17; CIS 6.1).

- Assess whether workflow-level separation of duties is enforced: workflows that handle public input should not
share permission contexts with workflows that access sensitive private data (NIST AC-5).

D3FEND countermeasures applicable: D3-UAP (User Account Permissions, restrict workflow token scopes),
D3-LAM (Local Account Monitoring, monitor workflow execution accounts for anomalous access), D3-SFA
(System File Analysis, monitor repository access logs for unauthorized reads).

I Framework Mappings

MITRE-ATTACK

* T1212 — Exploitation for Credential Access
* T1078 — Valid Accounts

e T1078.004 — Cloud Accounts

e T1190 — Exploit Public-Facing Application
e T1566 — Phishing

e T1530 — Data from Cloud Storage

e T1195 — Supply Chain Compromise

NIST-800-53R5

* AC-2 — Account Management
e AC-6 — Least Privilege
e |A-2 — Identification and Authentication (Organizational Users)

¢ |IA-5 — Authenticator Management

Generated by TJS Security Command Center | 2026-07-08 07:04 UTC SCC-STY-2026-0333 Page 7



SECURITY COMMAND CENTER SCC- STY-2026- 0333
Tech Jacks Solutions TLP:CLEAR

e CA-8 — Penetration Testing

* RA-5— Vulnerability Monitoring and Scanning
e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
e AT-2 — Literacy Training and Awareness

e CA-7 — Continuous Monitoring

e SI-3 — Malicious Code Protection

e Sl|-4 — System Monitoring

¢ SI-8 — Spam Protection

¢ SA-9 — External System Services

¢ SR-2 — Supply Chain Risk Management Plan
¢ SR-3 — Supply Chain Controls and Processes

* AC-3 — Access Enforcement
OWASP-TOP10-2021

* AO01:2021 — Broken Access Control
CIS-Vv8

e 6.1 — Establish an Access Granting Process

e 6.2 — Establish an Access Revoking Process

e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts
e 6.8 — Define and Maintain Role-Based Access Control

¢ 6.3 — Require MFA for Externally-Exposed Applications
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e CC7.4 — Responds to identified security incidents
HIPAA-SECURITY

e 164.312(a)(1) — Access Control
e 164.312(d) — Person or Entity Authentication
e 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

* A.5.34 — Privacy and protection of personal information

I MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic
T1212 Exploitation for Credential Access Credential-Access
T1078 Valid Accounts Defense-Evasion
T1078. 004 Cloud Accounts Defense-Evasion
T1190 Exploit Public-Facing Application Initial-Access
T1566 Phishing Initial-Access
T1530 Data from Cloud Storage Collection
T1195 Supply Chain Compromise Initial-Access
Sources
Source URL Tier
Security News https://www.darkreading.com/cyber-risk/gitlost-leaks-private-data-g...
GitHub Agentic https://github.com/orgs/community/discussions/186451 T3
Workflows now in
Technical Preview
Demystifying and https://arxiv.org/html/2605.07135v1 T3
Detecting Agentic
Workflow Injection ...
Threat Detection | https://github.github.com/gh-aw/reference/threat-detection/ T3
GitHub Agentic
Workflows
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