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DeepSeek LLM Independently Generates
Functional Browser-Native Ransomware via
Chromium File System Access API

SECURITY ANALYSIS | | CVSS 7.5

SCC Item ID SCC-STY-2026-0315

Type Security Analysis

CVE ID CVE-2023-4863

Severity HIGH

CVSS Base Score 7.5

Affected Products Chromium-based browsers (Google Chrome, Microsoft Edge, and others), Windows, macOS,

Linux, Android, ChromeOS, via Chromium File System Access API abuse; Discord (targeted
for credential/token theft via generated malware)

Published 2026-07-01T08:59:19

Discovery Source Rss

I Executive Summary

Check Point Research has demonstrated that DeepSeek, a large language model, independently discovered
and produced a functional proof-of-concept for browser-native ransomware that abuses Chromium'’s File
System Access API, a legitimate browser feature, to encrypt local files without requiring maware
installation, administrative privileges, or exploitation of any software vulnerability. The resulting artifact,
identified as InfernoGrabber v9.0, combines file encryption with Discord credential theft and operates
entirely within a browser session after a single user permission grant. The strategic signal is not the
specific tool but the precedent: Al systems are now capable of independently traversing the gap from
theoretical attack surface to working exploit, compressing a timeline that previously required specialized
adversary knowledge.

I Technical Analysis

Check Point Research's findings center on a novel abuse path rather than a traditional vulnerability. The
Chromium File System Access API, present in all Chromium-based browsers including Google Chrome and
Microsoft Edge, grants web applications persistent read and write access to local file system directories when a
user explicitly grants permission through a browser dialog. That permission model was designed for productivity
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applications; it was not designed to prevent an in-browser script from iterating over permitted directories and
encrypting their contents.

DeepSeek, when prompted appropriately, reportedly generated InfernoGrabber v9.0: a Python-based hybrid
artifact that chains infostealing and ransomware functionality. The ransomware component leverages the File
System Access API to perform in-browser file encryption. The infostealing component targets Discord
authentication tokens (MITRE T1539, T1555.3). The delivery path suggested by the MITRE technique set
includes spearphishing links (T1566.002) and browser session hijacking (T1185), with command-and-control
exfiltration (T1041) and data encrypted for impact (T1486).

This attack path does not exploit a software vulnerability and therefore cannot be scored under CVSS. The
applicable weakness characterizations are CWE-276 (incorrect default permissions) and CWE-862 (missing
authorization), reflecting that the browser's permission grant is broad, persistent, and not scoped to prevent
malicious use by a page that obtained it legitimately.

According to Check Point Research's findings (as reported by security news outlets), the proof-of-concept is
functional. No in-the-wild exploitation of this specific technique has been confirmed as of the reporting date,
according to the source material.

The defensive gap this exposes is structural: browser permission dialogs are designed for usability, not
adversarial modeling. Users routinely grant file system access to web-based editors and productivity tools
without understanding the persistence and scope of that grant. Enterprise browser management policies, where
they exist, rarely enumerate File System Access API permissions as a controlled surface. EDR and endpoint
controls that scan for file encryption activity triggered by native OS processes may not have visibility into
encryption operations initiated by a browser renderer process operating within its normal execution context.

The broader implication, which Check Point frames explicitly, is the Al-assisted discovery dynamic. The attack
path was reportedly not fed to DeepSeek, DeepSeek identified it independently. That represents a qualitative
shift from Al as a coding assistant to Al as an autonomous attack-surface researcher, with consequences for
how defenders estimate the time between theoretical vulnerability research and weaponized artifact production.

I Action Checklist

1. Step 1: Assess exposure, inventory which enterprise applications, internal tools, or authorized SaaS
platforms request File System Access API permissions in Chromium-based browsers; determine whether
browser management policies (via Google Workspace Admin, Microsoft Edge for Business, or equivalent
MDM) currently restrict or audit those permission grants

2. Step 2: Review controls, verify EDR and endpoint monitoring coverage for file encryption events
initiated by browser renderer processes (not just native OS binaries); check whether NIST SlI-4 (system
monitoring) coverage extends to browser-process file 1/0 at the volume or pattern level consistent with
ransomware behavior; confirm CIS 8.2 (collect audit logs) is capturing browser process activity on
managed endpoints

3. Step 3: Harden browser permission posture, use enterprise browser policy to restrict or require IT
approval for File System Access API grants (D3-UAP: user account permissions / scope restriction); audit
existing grants on managed devices and revoke permissions not tied to approved applications; apply CIS
4.6 (securely manage enterprise assets and software) to browser configuration baselines

4. Step 4: Address Discord token theft exposure, evaluate whether Discord is an authorized enterprise
communication tool on managed endpoints; if so, enforce application allow-listing and token storage
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hardening; reference D3-CRO (credential rotation) and D3-CH (credential hardening) for token and
session credential controls; map to NIST AC-3 (access enforcement) for session credential scope

5. Step 5: Update threat model, add Al-assisted independent attack-path discovery as an explicit threat
scenario in your threat register; incorporate detection engineering for Python execution (T1059.006), file
encryption activity (T1486), and credential theft (T1539, T1555.3) into your detection priorities; the relevant
shift is not the specific artifact but the reduced timeline between theoretical research and functional
weaponization

6. Step 6: Brief leadership, frame this for the CISO and board as a signal event: the barrier to novel attack
development has dropped, and defenses calibrated to known-adversary TTPs need to be supplemented
by API-surface and permission-model review; avoid framing this as a patching problem, there is no patch;
the control is policy and monitoring

7. Step 7: Monitor developments, track Check Point Research for release of full indicators and technical
details; watch for in-the-wild exploitation reports via CISA advisories and threat intelligence feeds; monitor
for browser vendor responses regarding File System Access API permission scoping or enterprise policy
controls

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to incident commander if Sysmon EventID 11 shows >50 FileRename
events within 60 seconds from a Chrome or Edge renderer process on any managed
endpoint, if the Discord LevelDB token store path is accessed by a non-Discord process, or if
any endpoint's File System Access API permission registry key shows an origin not present in
the approved application inventory — any of these conditions indicates active or completed
InfernoGrabber v9.0 execution requiring containment.

Recovery Notes After containment, verify file integrity on affected endpoints by comparing file extension
distributions and metadata timestamps against known-good backups — InfernoGrabber v9.0
encrypts via the browser renderer, so encrypted files will show unexpected extension changes
and uniform modification timestamps in a short window. Restore affected files only from offline
or immutable backups verified prior to the encryption event timestamp, as cloud sync
(OneDrive, Google Drive) connected at the time of encryption may have propagated
ciphertext. Monitor browser permission registries and Sysmon FileRename telemetry for a
minimum of 30 days post-recovery, as the attack requires no persistence mechanism and
could be re-triggered by a user revisiting a malicious site.
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Forensic Artifacts Sysmon EventID 11 (FileCreate/FileRename) log export from affected endpoints — look for
high-volume sequences of file renames with unexpected extensions (consistent with
encryption) where the Image field contains 'chrome.exe' or 'msedge.exe' with a
'--type=renderer' argument, timestamped within the suspected compromise window |
Chromium File System Access API permission registry keys — export
"HKCU:\Software\Google\Chrome\ContentSettings\exceptions\file-system-write-guard™ and
equivalent Edge path to identify which origins were granted write access and when, as
InfernoGrabber v9.0 requires an active permission grant to initiate encryption | Discord
LevelDB token store at “%AppData%)\discord\Local Storage\leveldb™ — preserve the full
directory as-is (LevelDB files are not plaintext) and parse with a tool such as “leveldb-dump®
or “discord-token-grabber” forensic utilities to determine whether the token was read or
exfiltrated by a non-Discord process | Sysmon EventID 3 (NetworkConnect) logs filtered to
‘chrome.exe” and ‘msedge.exe’ renderer processes — look for outbound connections to
non-Google/non-Microsoft IP ranges occurring within minutes of the high-volume FileRename
sequence, as InfernoGrabber v9.0 combines encryption with credential exfiltration in a single
browser-executed payload | Browser renderer process memory image (if host is still live at
time of discovery) — acquire using a tool such as ProcDump targeting the “‘chrome.exe’
renderer PID(s) active at the time of the event, as the encryption key material and any staged
exfiltration payload may still reside in renderer heap memory before the tab is closed or the
process exits

Per-Action IR Details

Step 1: Assess exposure — inventory which enterprise applications, internal tools, or authorized SaaS
platforms request File System Access API permissions in Chromium-based browsers; determine whether
browser management policies (via Google Workspace Admin, Microsoft Edge for Business, or equivalent
MDM) currently restrict or audit those permission grants

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Establishing IR capability through asset awareness and policy readiness
before an incident occurs

Controls: CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a
Software Inventory), NIST AC-20 (Use Of External Systems)

Compensating: On managed Windows endpoints, run: “Get-ltemProperty
'HKCU:\Software\Google\Chrome\ContentSettings\exceptions\file-system-write-guard” and the equivalent Edge path
"HKCU:\Software\Microsoft\Edge\ContentSettings\exceptions\file-system-write-guard” to enumerate per-origin File
System Access API grants without an MDM. Cross-reference outputs against your approved Saas$ list manually.
Two-person team can script this across endpoints via PSRemoting and export to CSV for review.

Evidence: This is a pre-incident inventory step that does not alter live state. No volatile capture is required before
executing it. Preserve the registry export output as a baseline artifact for later comparison if an incident occurs.

Step 2: Review controls — verify EDR and endpoint monitoring coverage for file encryption events initiated by
browser renderer processes (not just native OS binaries); check whether NIST SI-4 (system monitoring)
coverage extends to browser-process file I/O at the volume or pattern level consistent with ransomware
behavior; confirm CIS 8.2 (collect audit logs) is capturing browser process activity on managed endpoints

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Validating monitoring infrastructure and detection coverage gaps before
an incident is declared

Controls: CIS 8.2 (Collect Audit Logs), NIST AU-2 (Event Logging), NIST AU-12 (Audit Record Generation)

Compensating: Deploy Sysmon with a configuration that includes FileCreate and FileRename events (EventID 11)
filtered to high-volume sequences where the Image field matches “‘chrome.exe’, ‘msedge.exe’, or their renderer
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subprocesses (‘chrome.exe™ with “--type=renderer’). A Sigma rule targeting Sysmon EventID 11 with Image containing
‘renderer' and a count threshold (e.g., >50 file write/rename events within 60 seconds) provides a no-cost
ransomware-pattern detection layer specific to browser-initiated File System Access API abuse.

Evidence: This is a coverage-review step and does not alter live state. No volatile capture is required before executing
it. Document current Sysmon or EDR rule sets as a baseline to establish what was and was not detectable at the time
of any future incident.

Step 3: Harden browser permission posture — use enterprise browser policy to restrict or require IT approval
for File System Access API grants (D3-UAP: user account permissions / scope restriction); audit existing
grants on managed devices and revoke permissions not tied to approved applications; apply CIS 4.6 (securely
manage enterprise assets and software) to browser configuration baselines

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: Reducing attack surface by restricting the permission mechanism
exploited by InfernoGrabber v9.0 before or during an active threat

Controls: CIS 4.6 (Securely Manage Enterprise Assets and Software), NIST AC-3 (Access Enforcement), NIST AC-6
(Least Privilege)

Compensating: Without MDM, push a Chrome ADMX/ADML Group Policy Object setting
‘DefaultFileSystemWriteGuardSetting” to "2" (block all) and "DefaultFileSystemReadGuardSetting™ to 2" via Group
Policy on Windows domain-joined endpoints. For Edge, use the equivalent “DefaultFileSystemWriteGuardSetting
policy under "Microsoft Edge” GPO node. For non-domain endpoints, deploy a ‘managed_policies.json" file to
“%ProgramFiles%\Google\Chrome\Application\chrome.exe™ policy directory. Validate with “chrome://policy” after push.
Evidence: Before revoking existing File System Access API permission grants, capture the current per-origin
permission state from the registry paths
"HKCU:\Software\Google\Chrome\ContentSettings\exceptions\file-system-write-guard™ and
"HKCU:\Software\Microsoft\Edge\ContentSettings\exceptions\file-system-write-guard™ on each managed endpoint. If
any endpoint shows unexpected origins with write access already granted, treat that host as potentially compromised
and acquire a RAM image and Sysmon FileCreate/FileRename log export (EventID 11) before revoking permissions,
to preserve evidence of any encryption activity that may have already occurred.

Step 4: Address Discord token theft exposure — evaluate whether Discord is an authorized enterprise
communication tool on managed endpoints; if so, enforce application allow-listing and token storage
hardening; reference D3-CRO (credential rotation) and D3-CH (credential hardening) for token and session
credential controls; map to NIST AC-3 (access enforcement) for session credential scope

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: Restricting the secondary credential-theft vector (Discord token
exfiltration) documented in InfernoGrabber v9.0 to limit lateral movement potential

Controls: NIST AC-3 (Access Enforcement), NIST AC-12 (Session Termination), CIS 5.4 (Restrict Administrator
Privileges to Dedicated Administrator Accounts)

Compensating: Without a CASB or application control platform, use Windows AppLocker or Software Restriction
Policies to restrict execution of the Discord desktop client to approved user groups only. For token hardening without
enterprise tooling, deploy an osquery query targeting the Discord LevelDB token store path
(C%AppData%\discord\Local Storage\leveldb®) and alert on unexpected read access by processes other than
“Discord.exe’. Monitor for exfiltration of the token store via Sysmon EventID 3 (NetworkConnect) from non-Discord
processes accessing that path.

Evidence: Before revoking or rotating Discord session tokens, capture: (1) the contents of “%AppData%\discord\Local
Storage\leveldb™ on affected endpoints as evidence of the token store state; (2) Sysmon EventID 1 (ProcessCreate)
logs showing any browser renderer or script process that accessed the Discord AppData path; (3) Sysmon EventID 3
(NetworkConnect) logs for outbound connections from “chrome.exe™ or ‘'msedge.exe” renderer processes to
non-Discord IP ranges, which would indicate credential exfiltration consistent with InfernoGrabber v9.0 behavior. Token
rotation before capturing these artifacts destroys evidence of whether exfiltration occurred.
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Step 5: Update threat model — add Al-assisted independent attack-path discovery as an explicit threat
scenario in your threat register; the relevant shift is not the specific artifact but the reduced timeline between
theoretical research and functional weaponization; incorporate T1587.001 (develop capabilities: malware) and
T1059.006 (Python execution) into detection engineering priorities

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Updating the threat model and detection engineering posture
based on lessons from a signal event, per CSF [GV, ID] functions

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a
Remediation Process)

Compensating: Without a formal threat intelligence platform, maintain a threat register in a shared spreadsheet or
wiki. Add a row for 'Al-assisted browser-native ransomware via File System Access API' with scenario description,
affected surfaces (Chromium-based browsers, File System Access API, Discord token store), and linked detection
engineering tasks. For detection engineering without SIEM, write Sigma rules targeting: (1) high-frequency Sysmon
FileRename events (EventID 11) from browser renderer processes — indicative of encryption renaming; (2) browser
process network connections to known paste/exfil endpoints immediately following bulk file 1/0O. Publish rules to the
team's shared detection repository.

Evidence: This is a threat model update step and does not alter live system state. No volatile capture is required.
Preserve the Check Point Research report and any IOCs released alongside InfernoGrabber v9.0 as reference
artifacts in the threat register entry, with the acquisition date noted, to establish the timeline between public disclosure
and your organization's detection posture update.

Step 6: Brief leadership — frame this for the CISO and board as a signal event: the barrier to novel attack
development has dropped, and defenses calibrated to known-adversary TTPs need to be supplemented by
APIl-surface and permission-model review; avoid framing this as a patching problem — there is no patch; the
control is policy and monitoring

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Communicating findings and risk posture changes to
leadership as part of the lessons-learned and governance improvement cycle

Controls: NIST AC-1 (Policy And Procedures)

Compensating: Without a dedicated communications team, prepare a one-page brief using the following structure: (1)
What happened — DeepSeek independently generated functional browser-native ransomware exploiting Chromium's
File System Access API with no vulnerability or installation required; (2) Why it matters — no patch exists; the attack
surface is a legitimate browser API; (3) What we control — browser permission policy, process-level monitoring, and
Discord token hardening; (4) What we are doing — reference Steps 1-5 above. Keep technical depth proportional to
the audience; CISO brief can include control gap details, board brief should focus on risk posture shift and resource
implications.

Evidence: This step does not alter live system state. No volatile capture is required. Attach the Check Point Research
publication reference and your completed Steps 1-3 audit outputs (permission inventory, Sysmon coverage gap
analysis) as supporting evidence for the leadership brief to ground risk framing in current organizational state rather
than hypothetical exposure.

Step 7: Monitor developments — track Check Point Research for release of full indicators and technical
details; watch for in-the-wild exploitation reports via CISA advisories and threat intelligence feeds; monitor for
browser vendor responses regarding File System Access APl permission scoping or enterprise policy
controls

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Integrating emerging threat intelligence to sustain and improve
detection posture following a signal event, per CSF [GV, ID] functions

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), NIST AU-6 (Audit Record Review,
Analysis, And Reporting)
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Compensating: Without a commercial Tl platform, subscribe to CISA's free Known Exploited Vulnerabilities catalog
RSS feed and Check Point Research's blog RSS. Set a Google Alert for 'File System Access API ransomware' and
'InfernoGrabber'. For browser vendor tracking, monitor the Chromium bug tracker (crbug.com) for issues tagged with
the FileSystemAccess component and the Chrome Enterprise release notes feed for new permission policy controls.
Assign one team member a 15-minute weekly review cadence to check these sources and update the threat register
entry created in Step 5.

Evidence: This is an ongoing monitoring step and does not alter live system state. No volatile capture is required.
When new IOCs are released by Check Point Research (file hashes, C2 patterns, exfiltration endpoint characteristics
for InfernoGrabber v9.0), immediately translate them into Sysmon or YARA rules and run retrospective queries against
existing Sysmon FileCreate/FileRename and NetworkConnect logs to determine whether any historical activity
matches prior to this monitoring being established.

I Detection Guidance

This attack path has not been confirmed in active exploitation as of the reporting date. Detection guidance below
is based on the described attack mechanics and should be used to hunt for similar patterns, not to search for the
specific InfernoGrabber artifact.

No confirmed IOC values (hashes, C2 domains, URLS) are present in the provided source material. Check Point
Research published the original findings, consult their report for any released payload hashes or infrastructure
indicators.

Behavioral detection priorities based on the described attack path:

File System Access API abuse: Monitor for browser renderer processes (chrome.exe, msedge.exe renderer
child processes) generating high-volume sequential file read/write operations against user-accessible
directories, particularly Documents, Desktop, and Downloads. This pattern is consistent with encryption
enumeration (T1486) and is distinct from normal browser file I/0. NIST AU-2 (event logging) and AU-6 (audit
record review and analysis) should be configured to capture this process-level file activity.

Discord token theft: Hunt for browser renderer processes or Python interpreter processes (python.exe,
pythonw.exe) accessing Discord's local storage paths, typically %APPDATA%\discord\Local Storage\leveldb\
on Windows. This maps to T1555.3 (credentials from web browsers) and T1539 (steal web session cookie).
D3-LAM (local account monitoring) and D3-SFA (system file analysis) are applicable countermeasures.

Python execution chains: Detect execution of Python scripts (T1059.006) spawned from or associated with
browser sessions, particularly those accessing file system paths outside expected application directories.
Correlate with network connections to non-standard destinations consistent with C2 exfiltration (T1041).

Permission grant auditing: On managed endpoints using Google Workspace Admin or Microsoft Intune/Edge for
Business, audit the browser permission store for existing File System Access API grants. Unexplained grants to
unknown or low-reputation origins are an indicator worth investigating.

Exfiltration signals: Monitor for outbound data transfers from Python processes or browser sessions to external
destinations not on an approved list, particularly following file system enumeration activity (T1041).

Log sources to prioritize: Endpoint process creation logs (Sysmon Event ID 1 or equivalent), file system audit
logs for high-frequency sequential access, browser enterprise policy compliance logs, and network proxy or
DNS logs for Python-process-initiated connections.

I Framework Mappings
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MIT

RE-ATTACK

T1587.001 — Malware

T1203 — Exploitation for Client Execution
T1056.001 — Keylogging

T1539 — Steal Web Session Cookie
T1059.006 — Python

T1566.002 — Spearphishing Link

T1185 — Browser Session Hijacking
T1041 — Exfiltration Over C2 Channel
T1486 — Data Encrypted for Impact

T1555 — Credentials from Password Stores

NIST-800-53R5

ow

CIS

SC-7 — Boundary Protection

SI-2 — Flaw Remediation

SI-3 — Malicious Code Protection

Sl-4 — System Monitoring

AT-2 — Literacy Training and Awareness
SI-8 — Spam Protection

CA-7 — Continuous Monitoring

CP-9 — System Backup

CP-10 — System Recovery and Reconstitution
AC-3 — Access Enforcement

IR-4 — Incident Handling

SC-13 — Cryptographic Protection

AC-6 — Least Privilege

ASP-TOP10-2021

A01:2021 — Broken Access Control

-V8

6.1 — Establish an Access Granting Process

7.3 — Perform Automated Operating System Patch Management

7.4 — Perform Automated Application Patch Management

NIST-CSF-2

RS.MI-01 — Incidents are contained

DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

HIPAA-SECURITY
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e 164.312(e)(1) — Transmission Security

ISO-27001-2022

* A.5.29 — Information security during disruption

* A.8.8 — Management of technical vulnerabilities

e A.8.24 — Use of cryptography

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1587. 001 Malware Resource-Development
T1203 Exploitation for Client Execution Execution
T1056. 001 Keylogging Collection
T1539 Steal Web Session Cookie Credential-Access
T1059. 006 Python Execution
T1566. 002 Spearphishing Link Initial-Access
T1185 Browser Session Hijacking Collection
T1041 Exfiltration Over C2 Channel Exfiltration
T1486 Data Encrypted for Impact Impact
T1555 Credentials from Password Stores Credential-Access
I Sources
Source URL Tier
Security News https://thehackernews.com/2026/07/ai-generated-browser-ransomware-a...
CVE-2023-4863 Detail - https://nvd.nist.gov/vuln/detail/cve-2023-4863 T1
NVD
CVE-2023-4863 - Red https://access.redhat.com/security/cve/cve-2023-4863 T1
Hat Customer Portal
CVE-2023-4863 and https://www.wiz.io/blog/cve-2023-4863-and-cve-2023-5217-exploited-i... T1
CVE-2023-5217
Exploited in the Wild |
Wiz Blog
Microsoft Security https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-4863 T1

Advisory
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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