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SCC Item ID SCC-DBR-2026-0211

Type Data Breach

Severity HIGH

Affected Products Aflac Japan (subsidiary of Aflac Incorporated)
Discovery Source Gemini

I Executive Summary

Aflac Japan disclosed a data breach affecting approximately 4.38 million customers and agents following a
hack of a subsidiary system. The breach was reported to the U.S. Securities and Exchange Commission,
indicating material significance under disclosure obligations. The incident poses significant reputational
and regulatory risk to Aflac Incorporated, with potential downstream exposure to affected individuals
whose personal data may have been compromised.

I Technical Analysis

Aflac Japan disclosed a breach of a subsidiary system impacting approximately 4.38 million customers and
agents. As of the latest available disclosure, the initial access vector, specific systems affected, and data types
exposed have not been fully confirmed across independent sources. BleepingComputer and Infosecurity
Magazine corroborate the victim count and breach disclosure, but root cause and technical attribution remain
unconfirmed. No CVE, CWE, or MITRE ATT&CK technique has been associated with this incident in available
source material. The breach was reported to the SEC, suggesting Aflac assessed it as material under current
disclosure requirements. No patch status or vendor remediation advisory is available; this is a
third-party/subsidiary incident rather than a software vulnerability.

I Action Checklist

1. Step 1: Containment. If your organization has data-sharing relationships, API integrations, or vendor
connections with Aflac Japan or its subsidiaries, audit those connections and request breach scope
confirmation from Aflac to determine whether your shared data was affected.

2. Step 2: Detection. Review your third-party vendor inventory for Aflac Japan relationships. If a
connection exists, examine access logs for anomalous data transfers or API calls to Aflac subsidiary
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systems. No specific IOCs or event IDs are available from current source material.

3. Step 3: Eradication. No patch or specific remediation action is applicable to third parties. Organizations
that shared data with Aflac Japan should request written confirmation from Aflac that the affected
subsidiary system has been isolated and remediated before restoring integrations.

4. Step 4: Recovery. Validate data-sharing agreements and re-confirm contractual breach notification
obligations with Aflac Japan. Monitor Aflac's official disclosures and SEC filings for updated root cause
information before resuming normal data exchange operations.

5. Step 5: Post-Incident. Assess your third-party risk management program against this incident. Per NIST
SP 800-61 Rev. 3 (Computer Security Incident Handling Guide), review your incident response plan to
confirm it addresses subsidiary and vendor breach scenarios. Map your vendor inventory against CIS 1.1
to ensure all third-party data-sharing relationships are documented and subject to periodic review.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal, privacy counsel, and executive leadership if internal review
confirms your organization shared personally identifiable information (PIl) with Aflac Japan or
its subsidiaries, or if logs reveal bulk data transfers to Aflac Japan endpoints in the 90 days
preceding this disclosure, as these conditions may trigger breach notification obligations
under GDPR, CCPA, or applicable state insurance data security laws.

Recovery Notes Do not restore any data-sharing integration with Aflac Japan systems until Aflac publishes a
root cause analysis confirming the access vector and the specific subsidiary system involved,
and until your organization has independently validated that shared data categories are not
within the disclosed breach scope. Continue monitoring Aflac's SEC EDGAR filings (Form 6-K
for foreign private issuer updates) and official press releases for a minimum of 90 days
post-disclosure, as breach scope in large insurance-sector incidents frequently expands after
initial disclosure. Reassess your third-party risk tier for Aflac Japan and any related Aflac
subsidiaries based on findings from this incident before the next scheduled vendor review
cycle.

Forensic Artifacts API gateway access logs for all calls to Aflac Japan subsidiary endpoints, specifically request
timestamps, authenticated service account identifiers, HTTP method (GET/POST), endpoint
URI paths associated with policyholder or agent data resources, and response payload byte
counts — relevant because bulk exfiltration of 4.38 million records produces anomalous
payload volume patterns | Firewall and proxy egress logs showing outbound data volume to
Aflac Japan IP ranges and domains (aflac.co.jp and subsidiary hostnames) over the 90-day
window preceding disclosure — large sequential transfers or off-hours activity are indicators
consistent with the exfiltration scale reported | Your organization's data processing agreement
and data flow documentation with Aflac Japan, which establishes the legal record of what data
categories were shared, in what direction, and under what security obligations — critical for
regulatory notification decisions and liability scoping | Internal application logs for any system
that consumed Aflac Japan data feeds (e.g., policy management, agent credentialing, or
customer identity systems), specifically the last successful sync timestamps and record
counts, to determine whether your organization's data was upstream or downstream of the
compromised subsidiary system | SEC EDGAR filing record for Aflac Incorporated Form 8-K
filed in connection with this breach — the 8-K establishes the official disclosed breach date,
material impact determination, and any remediation commitments Aflac made to regulators,
which anchors your organization's timeline for contractual notification deadline calculations
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Per-Action IR Details

Step 1: Containment — If your organization has data-sharing relationships, APl integrations, or vendor
connections with Aflac Japan or its subsidiaries, audit and temporarily restrict those connections until Aflac
publishes aroot cause analysis confirming the access vector is contained.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 4.5 (Implement
and Manage a Firewall on End-User Devices)

Compensating: Use firewall ACLs or host-based iptables/Windows Firewall rules to block outbound connections to
Aflac Japan subsidiary IP ranges and API endpoints. Document each blocked connection with a timestamped change
ticket. A two-person team can enumerate active connections using 'netstat -ano' (Windows) or 'ss -tunp' (Linux) and
cross-reference against your vendor IP inventory before blocking.

Evidence: Before restricting any connection, capture active network state: run 'netstat -ano' or 'ss -tunp' to document
all established sessions to Aflac Japan endpoints, export firewall connection logs for the preceding 30 days, and pull
API gateway access logs showing all calls to Aflac subsidiary endpoints including timestamps, source IPs, and payload
sizes. This volatile connection state is destroyed the moment firewall rules are applied.

Step 2: Detection — Review your third-party vendor inventory for Aflac Japan relationships. If a connection
exists, examine access logs for anomalous data transfers or API calls to Aflac subsidiary systems. No
specific IOCs or event IDs are available from current source material.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST SI-4 (System Monitoring), CIS 8.2
(Collect Audit Logs), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory)

Compensating: Without a SIEM, query firewall logs manually using grep or PowerShell: filter on known Aflac Japan
CIDR ranges and APl hostnames (e.g., grep -E ‘aflac.co.jp|aflac-japan’ /var/log/firewall.log). For API gateways, export
access logs and parse for unusually large response payloads or high-frequency calls to customer or policyholder data
endpoints, which are indicators consistent with bulk data exfiltration from an insurance policy management system.
Use Wireshark PCAP analysis on a mirrored port if real-time traffic capture is available.

Evidence: Preserve AP| gateway access logs (request timestamps, authenticated user/service account identifiers,
endpoint URIs, HTTP response codes, and payload byte counts) and network flow records (NetFlow or sFlow) showing
data volume transferred to and from Aflac Japan systems. For internal systems that consumed Aflac Japan data feeds,
collect application logs showing the last successful data synchronization event and the volume of records received.
These logs must be exported and write-protected before any connection restriction is applied.

Step 3: Eradication — No patch or specific remediation action is applicable to third parties. Organizations that
shared data with Aflac Japan should request written confirmation from Aflac that the affected subsidiary
system has been isolated and remediated before restoring integrations.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication and Recovery
Controls: NIST IR-4 (Incident Handling), NIST IR-6 (Incident Reporting)

Compensating: Draft a formal written inquiry to Aflac Japan's security or legal contact using your organization's
vendor breach notification template, requesting: (1) confirmation the affected subsidiary system has been isolated, (2)
identification of which data categories and record types were exposed, (3) whether your organization's data was within
scope of the breach, and (4) the timeline of the incident. Log receipt of the response with a hash of the document for
evidentiary integrity. A two-person team can manage this via tracked email with read-receipt and a shared incident log.

Evidence: Before any determination to restore integrations, retain copies of all written communications with Aflac
Japan, your organization's vendor contract and data processing agreement with Aflac, and a snapshot of the data
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inventory showing what categories of data your organization shared with or received from Aflac Japan. This paper trail
supports both regulatory notification decisions and potential downstream liability assessment if your customers' data
was co-mingled with the 4.38 million affected Aflac Japan records.

Step 4: Recovery — Validate data-sharing agreements and re-confirm contractual breach notification
obligations with Aflac Japan. Monitor Aflac's official disclosures and SEC filings for updated root cause
information before resuming normal data exchange operations.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-8 (Incident Response Plan), NIST IR-5 (Incident Monitoring), CIS 3.2 (Establish and Maintain a
Data Inventory)

Compensating: Subscribe to Aflac Incorporated's SEC EDGAR filing feed (https://www.sec.gov/cgi-bin/browse-edgar
— search ticker AFL) for 8-K and 6-K filings that may disclose updated breach scope or remediation status. Set a
Google Alert for 'Aflac Japan data breach' and 'Aflac SEC filing' to monitor public disclosures without requiring
dedicated threat intelligence tooling. Document each monitoring check with a date-stamped entry in your incident log
until the root cause analysis is published and reviewed.

Evidence: Before resuming data exchange with Aflac Japan systems, obtain and retain: (1) Aflac's written root cause
analysis or equivalent remediation attestation, (2) any updated SEC 8-K or 6-K filings disclosing breach scope, and (3)
a re-validated copy of the current data processing agreement confirming breach notification timelines and liability
terms. These documents establish the legal and operational basis for the resumed integration and are necessary
evidence if your organization's regulators later inquire about due diligence.

Step 5: Post-Incident — Assess your third-party risk management program against this incident. Per NIST
IR-8, review your incident response plan to confirm it addresses subsidiary and vendor breach scenarios.
Map your vendor inventory against CIS 1.1 to ensure all third-party data-sharing relationships are
documented and subject to periodic review.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-8 (Incident Response Plan), NIST IR-2 (Incident Response Training), CIS 1.1 (Establish and
Maintain Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
Compensating: Conduct a tabletop exercise focused specifically on the third-party breach scenario: a foreign
subsidiary of a major partner is breached, affecting millions of records, with no IOCs shared and no patch available.
Use a shared spreadsheet to audit your complete vendor inventory against three criteria: (1) does a current data
processing agreement exist, (2) is the vendor's breach notification obligation defined and time-bound, and (3) is the
vendor subject to annual security review. Flag every vendor that fails any criterion. This exercise can be completed by
a two-person team in a single working day and requires no tooling.

Evidence: Preserve the post-incident review record including: the lessons-learned document from this Aflac Japan
incident response, the updated vendor inventory with gap findings, and any revised incident response plan sections
that now address subsidiary and vendor breach scenarios. Retain these for a minimum period consistent with your data
retention policy to support future audit or regulatory inquiries. The Aflac Japan breach, which was material enough to
trigger SEC disclosure obligations, establishes a documented precedent for the risk tier assigned to large
insurance-sector vendor relationships.

I Detection Guidance

No IOCs, malware signatures, or specific attack indicators have been published for this incident in available
source material. Detection guidance is limited to third-party risk monitoring. Organizations should: (1) monitor
Aflac Japan's official communications and SEC EDGAR filings for updated technical disclosures; (2) review
internal data-sharing logs for any connections to Aflac Japan subsidiary systems; (3) enable alerts on NIST SI-5
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channels, including CISA advisories and sector-specific ISACs (Financial Services ISAC), for any follow-on
intelligence about this incident. If Aflac Japan is a vendor in your environment, apply NIST AU-6 review
procedures to logs covering that integration. Current source material does not include 10Cs, malware
signatures, or specific attack indicators. Detection efforts should focus on third-party risk monitoring and vendor
communication rather than signature-based detection.

Framework Mappings

HIPAA-SECURITY

e 164.308(a)(6)(ii) — Response and Reporting
SOC2-TSC

* CC7.4 — Responds to identified security incidents
ISO-27001-2022

e A.5.34 — Privacy and protection of personal information
NIST-CSF-2

¢ RS.CO-03 — Recovery activities and progress communicated
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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