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NetScaler Memory Disclosure Vulnerability
Under Active Exploitation Following PoC Release

CVE VULNERABILITY | CRITICAL | CVSS 9.4

SCC Item ID SCC-CVE-2026-0406

Type CVE Vulnerability

Severity CRITICAL

CVSS Base Score 94

Affected Products Citrix NetScaler ADC and Gateway (specific versions not extractable from available source
data)

Published 3 days ago

Discovery Source Serper

I Executive Summary

A memory disclosure vulnerability in Citrix NetScaler ADC and Gateway (CV E-2023-4966, 'CitrixBleed’)
is reported to be under active exploitation following public PoC release, though primary source
verification was limited. Organizations running NetScaler ADC or Gateway as remote access
infrastructure should assume risk of session token theft, which can allow attackers to bypass authentication
and access internal systems without credentials. The business risk is significant: NetScaler products
commonly serve as the primary perimeter gateway for enterprise remote access, making a successful
exploit a potential entry point to the full corporate network.

I Technical Analysis

The vulnerability affects Citrix NetScaler ADC and Gateway and is associated with the 'CitrixBleed' colloquial
name, linked to CVE-2023-4966. CVE-2023-4966 is classified as an out-of-bounds read (CWE-125) with a
CVSS base score of 9.4. The flaw allows an unauthenticated remote attacker to disclose memory contents from
a vulnerable appliance, which in prior exploitation campaigns was used to extract valid session tokens, enabling
authentication bypass without credentials. The primary attack vector aligns with MITRE ATT&CK T1190 (Exploit
Public-Facing Application). Exploitation is reported to be occurring following public release of a proof-of-concept.
Important confidence caveat: the primary source article (Dark Reading) could not be accessed for full content
verification. The CISA guidance URL in the source list explicitly references CVE-2023-4966 and should be
consulted for authoritative version scope and mitigation guidance. Confidence in CVE identity: MODERATE
(based on CISA T1 source alignment). Operators should consult the Citrix PSIRT advisory and CISA
CVE-2023-4966 guidance directly for authoritative version scope.
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I Action Checklist

1. Step 1: Containment, Identify all internet-facing Citrix NetScaler ADC and Gateway appliances in your
environment immediately. Prioritize patching per the Citrix PSIRT advisory. As an interim measure if
patching will be delayed beyond 24 hours, restrict management interface access to trusted IP ranges.
Isolation should be considered only if patching cannot begin within 48 hours and the appliance serves
non-critical remote access paths. Consult the CISA CVE-2023-4966 advisory (cisa.gov) for specific interim
mitigations.

2. Step 2: Detection, Review NetScaler access logs and active session tables for anomalous or
unexpected authenticated sessions, particularly sessions with no corresponding authentication event.
Check for session tokens being reused from unexpected source IPs or geographies. NIST AU-6 (Audit
Record Review, Analysis, and Reporting) and CIS 8.2 (Collect Audit Logs) apply; ensure NetScaler
logging is enabled and forwarded to your SIEM. Apply local account monitoring to flag unexpected
privileged session activity on the appliance.

3. Step 3: Eradication, Consult the CISA CVE-2023-4966 advisory (cisa.gov) for the authoritative list of
affected versions. Apply the Citrix-issued patch per the official Citrix PSIRT advisory (support.citrix.com).
After patching, terminate all active sessions and require re-authentication; session tokens disclosed prior
to patching remain valid until invalidated. NIST AC-12 (Session Termination) applies.

4. Step 4: Recovery, After patching and session invalidation, verify appliance integrity using system file
analysis to confirm no persistent configuration changes were introduced. Re-enable remote access
services and monitor for resumed anomalous session activity for a minimum of 72 hours post-remediation.
Validate that audit logging (NIST AU-2, CIS 8.2) is fully operational and forwarding to your SIEM before
returning the appliance to full production status.

5. Step 5: Post-Incident, Conduct a control gap review against NIST AC-17 (Remote Access) to assess
whether remote access policy requires strengthening, including mandatory MFA enforcement per CIS 6.4
(Require MFA for Remote Network Access) and CIS 6.5 (Require MFA for Administrative Access). Apply
multi-factor authentication to all NetScaler-protected remote access paths. Review your vulnerability
management process (CIS 7.1) to confirm PoC publication triggers an accelerated patch prioritization
workflow.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to senior IR leadership, legal, and compliance immediately if any stolen NetScaler
session token is confirmed to have been used to authenticate to internal systems containing
PlI, PHI, or financial data, as this may trigger breach notification obligations under HIPAA,
GDPR, or applicable state data protection laws, or if evidence of lateral movement or data
exfiltration beyond the NetScaler appliance is identified.
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Recovery Notes After patching CVE-2023-4966 and invalidating all pre-patch session tokens, treat every
credential that authenticated through the affected NetScaler appliance during the exploitation
window as potentially compromised — coordinate with identity teams to force password
resets for those accounts on downstream systems, not just the NetScaler itself. Monitor
NetScaler Gateway VPN logs and backend identity provider (RADIUS/LDAP/SAML IdP)
authentication logs for at least 72 hours for re-entry attempts using harvested credentials
rather than tokens. Confirm via diff of pre- and post-patch running configurations that no
persistent attacker-introduced changes (rogue AAA policies, added admin accounts, modified
responder policies) survived the patch cycle.

Forensic Artifacts NetScaler “/var/nslog/ns.log™: Primary audit trail for CitrixBleed exploitation — look for
oversized HTTP requests to authentication endpoints (e.g.,
“/oauth/idp/.well-known/openid-configuration®) that precede authenticated sessions with no
corresponding AAA login event, which is the signature of token replay using a
memory-disclosed session cookie. | NetScaler active session table ("show vpn session™ /
“show aaa session’ output): Captures all session tokens live at time of collection — tokens
disclosed via CVE-2023-4966 memory leak remain valid and reusable until explicitly
terminated, making this the definitive artifact for identifying which sessions were exposed and
potentially replayed by attackers. | NetScaler “/var/nslog/httperror.log™ and web server access
logs: Records malformed or oversized HTTP requests characteristic of memory disclosure
probing — the CitrixBleed PoC sends a crafted HTTP GET with an inflated Host header to
trigger the out-of-bounds read; these requests appear as 400-series errors or anomalous
request sizes in the HTTP error log. | NetScaler running configuration snapshot ("show
running config’): Reveals any persistent attacker modifications introduced via authenticated
stolen-token sessions prior to patching — specifically, new LDAP authentication servers,
added local admin accounts (‘show system user’), or modified responder/rewrite policies that
could serve as backdoors. | Backend identity provider (Active Directory / RADIUS / LDAP)
authentication logs: Cross-reference logon events from NetScaler source IPs during the
exploitation window against known-legitimate session activity — successful authentications to
AD or RADIUS that originated from suspicious NetScaler sessions indicate credential
harvesting or lateral movement beyond the appliance itself.

Per-Action IR Details

Step 1: Containment — Identify all internet-facing Citrix NetScaler ADC and Gateway appliances in your
environment immediately. Restrict management interface access to trusted IP ranges and, if patching cannot
begin within 24 hours, consider temporarily disabling or isolating appliances serving non-essential remote
access paths. Consult the CISA guidance at cisa.gov (CVE-2023-4966 advisory) for specific interim
mitigations.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-4 (Information Flow Enforcement), NIST AC-17 (Remote Access), CIS 4.4 (Implement and
Manage a Firewall on Servers), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory)

Compensating: Use “shodan.io” (free tier) or ‘masscan -p 443,8443 " to enumerate externally exposed NetScaler
management interfaces. Apply ACLs immediately via the NetScaler CLI: “set ns ip -restrictAccess ENABLED"
combined with host-based firewall rules (Ciptables -1 INPUT -p tcp --dport 443 -s -j ACCEPT; iptables -1 INPUT -p tcp
--dport 443 -] DROP") to restrict access while patch windows are arranged. Document all identified appliances with
firmware versions using ‘show ns version™ output.

Evidence: BEFORE isolating or restricting any appliance, capture volatile state: (1) Full NetScaler session table dump
via ‘show aaa session” and “show vpn session™ CLI commands — CitrixBleed exploits the memory disclosure to leak
in-flight session tokens, and active sessions represent direct evidence of stolen tokens in use. (2) Capture current TCP
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connection state with “netstat -an” or “show connectiontable’ on each appliance. (3) Export the NetScaler
“Ivar/nslog/ns.log™ and “/var/log/httperror.log’ in their current live state before any ACL change truncates or rotates
them. (4) Record source IPs of all currently authenticated sessions for later geolocation and 10C analysis.

Step 2: Detection — Review NetScaler access logs and active session tables for anomalous or unexpected
authenticated sessions, particularly sessions with no corresponding authentication event. Check for session
tokens being reused from unexpected source IPs or geographies. NIST AU-6 (Audit Record Review, Analysis,
and Reporting) and CIS 8.2 (Collect Audit Logs) apply; ensure NetScaler logging is enabled and forwarded to
your SIEM. Apply D3-LAM (Local Account Monitoring) to flag unexpected privileged session activity on the
appliance.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2 (Event Logging), NIST AU-3
(Content Of Audit Records), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, use grep against NetScaler syslog exports: “grep -E 'SSLVPN TCPCONNREQ)|Login
succeeded' /var/nslog/ns.log | awk {print $NF}' | sort | uniq -c | sort -rn” to surface repeated session establishments. To
detect CitrixBleed-specific token replay — authenticated sessions without a preceding AAA login event — run: “grep
'SSLVPN HTTPREQUEST' ns.log | grep -v 'Login” and cross-reference source IPs against known corporate egress
ranges. Use “geoiplookup’ (free MaxMind GeolLite2) to flag sessions originating from unexpected countries. For the
management plane, review “/var/log/auth.log” for privilege escalation events.

Evidence: This step is analytical and does not alter live state, so no pre-action volatile capture is mandatory. However,
preserve current log files before analysis modifies access timestamps: “cp -p /var/nslog/ns.log /evidence/ns.log.$(date
+%Y%m%d%H%M%S) . Key CitrixBleed-specific artifacts to analyze: (1) HTTP/HTTPS requests to
“/oauth/idp/.well-known/openid-configuration™ or “/nf/auth/doAuthentication.do” with oversized Host headers (the
memory disclosure trigger pattern). (2) AAA session records (‘show aaa session’) showing authenticated users with no
corresponding RADIUS/LDAP authentication log entry in the same timeframe — this is the hallmark of a replayed
stolen token. (3) NetScaler Gateway VPN logs in “/var/log/ns.log" for session source IP changes mid-session (token
reuse from attacker infrastructure).

Step 3: Eradication — Apply the Citrix-issued patch for CVE-2023-4966 per the official Citrix PSIRT advisory
(consult support.citrix.com directly for the current authoritative patch version and upgrade path, as specific
version numbers were not verifiable from available source data). After patching, terminate all active sessions
and require re-authentication — session tokens disclosed prior to patching remain valid until invalidated.
NIST AC-12 (Session Termination) applies.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST AC-12 (Session Termination), NIST SI-2 (Flaw Remediation), CIS 7.3 (Perform Automated Operating
System Patch Management), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: For teams managing patching manually: download the NetScaler firmware upgrade package from
support.citrix.com, verify the SHA-256 hash published in the Citrix PSIRT advisory before deploying, and perform the
upgrade via the NetScaler GUI (System > Upgrade) or CLI (Cinstall build °). To bulk-terminate all active sessions after
patching without a commercial tool, run “kill aaa session -all” and “kill vpn session -all” from the NetScaler CLI, then
confirm with “show aaa session” returning zero active entries. Document the exact timestamp of session termination for
the incident timeline.

Evidence: BEFORE applying the patch or killing sessions — both alter live state — capture: (1) Full session table
export: “show vpn session > /evidence/vpn_sessions_prepatch.txt™ and “show aaa session >
/evidence/aaa_sessions_prepatch.txt™ — these are the only record of which session tokens were live and potentially
stolen at time of remediation. (2) Current NetScaler running configuration: “show running config >
/evidence/ns_running_config_prepatch.txt” — to detect any persistent backdoor configuration (e.g., added responder
policies, custom AAA profiles, or rogue LDAP servers) introduced via authenticated attacker sessions before patching.
(3) Memory dump if forensic capability exists — CitrixBleed is a memory disclosure vulnerability and a full appliance
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memory capture may contain plaintext session token material for forensic reconstruction of what was disclosed.

Step 4: Recovery — After patching and session invalidation, verify appliance integrity using D3-SFA (System
File Analysis) to confirm no persistent configuration changes were introduced. Re-enable remote access
services and monitor for resumed anomalous session activity for a minimum of 72 hours post-remediation.
Validate that audit logging (NIST AU-2, CIS 8.2) is fully operational and forwarding to your SIEM before
returning the appliance to full production status.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-2 (Event Logging), NIST AU-9 (Protection Of Audit Information), NIST AC-17 (Remote Access),
CIS 8.2 (Collect Audit Logs), CIS 4.6 (Securely Manage Enterprise Assets and Software)

Compensating: Without commercial integrity tooling, perform a manual configuration baseline diff: export the
post-patch running config ("show running config > /evidence/ns_running_config_postpatch.txt’) and diff against the
pre-patch capture using "diff ns_running_config_prepatch.txt ns_running_config_postpatch.txt” — any unexpected
additions (new responder policies, LDAP servers, admin accounts) indicate attacker persistence introduced via stolen
session tokens before patching. Verify NetScaler syslog forwarding is active with “show audit syslogAction™ and
confirm remote syslog server is receiving events. Use “tail -f /var/nslog/ns.log" during the 72-hour monitoring window to
watch for authentication anomalies in real time.

Evidence: This step does not precede destructive action, but monitor for evidence of attacker re-entry using
pre-established stolen credentials (not stolen tokens — those were killed): (1) Review “/var/log/auth.log” and
“Ivar/nslog/ns.log” for any new authentication attempts using credentials that were previously associated with
suspicious sessions identified in Step 2. (2) Watch LDAP/RADIUS authentication logs on backend identity providers for
logon attempts from internal NetScaler source IPs at unusual hours — a post-patch attacker pivoting from harvested
credentials rather than tokens. (3) Monitor for new SSLVPN tunnel establishments from the same source IPs flagged
as anomalous in the detection phase.

Step 5: Post-Incident — Conduct a control gap review against NIST AC-17 (Remote Access) to assess whether
remote access policy requires strengthening, including mandatory MFA enforcement per CIS 6.4 (Require
MFA for Remote Network Access) and CIS 6.5 (Require MFA for Administrative Access). Apply D3-MFA
(Multi-factor Authentication) to all NetScaler-protected remote access paths. Review your vulnerability
management process (CIS 7.1) to confirm PoC publication triggers an accelerated patch prioritization
workflow.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST AC-17 (Remote Access), NIST AU-6 (Audit Record Review, Analysis, And Reporting), CIS 6.3
(Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network Access), CIS 6.5
(Require MFA for Administrative Access), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS
7.2 (Establish and Maintain a Remediation Process)

Compensating: For MFA enforcement on NetScaler without a commercial identity provider: configure NetScaler
nFactor authentication to chain LDAP with a TOTP-based second factor using the free NetScaler-native TOTP feature
(available in NetScaler 12.1+). For the vulnerability management process gap: create a standing CISA KEV (Known
Exploited Vulnerabilities) RSS alert
(https://lwww.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json’) parsed by a cron job that emails
the security team when a new Citrix product is added — this operationalizes PoC-triggered escalation without a
commercial VM platform.

Evidence: No live volatile evidence is at risk in this phase. Gather post-incident documentation artifacts: (1) Timeline
reconstruction from “/var/nslog/ns.log™ and SIEM records covering the window from PoC public release to patch
application — this establishes exposure duration for breach notification assessment. (2) Export a final list of all user
accounts and session tokens that were active during the exploitation window (from pre-patch session table captures in
Step 3) — these identities are candidates for credential rotation and should be cross-referenced against downstream
systems they accessed during the suspicious session period. (3) Retain all log exports and configuration snapshots
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collected during Steps 1-4 per your evidence retention policy (NIST AU-11) for potential regulatory and legal review.

I Detection Guidance

Focus detection on session-layer anomalies rather than network signatures alone, as memory disclosure of
session tokens leaves no traditional network-level artifact or malware signature. Key indicators: (1)
Authenticated sessions in NetScaler logs with no corresponding authentication event in your identity provider or
RADIUS logs; a session that appears without a login is a strong indicator of token replay. (2) Sessions
originating from unexpected source IPs or countries for accounts with established baseline geographies. (3)
Repeated HTTP requests to the NetScaler management or VPN endpoint with oversized or malformed headers,
which is consistent with memory disclosure probing. Review NetScaler ns.log and httperror.log for anomalous
request patterns around the time of reported PoC publication. Forward these logs to your SIEM and apply
correlation rules for session anomalies. NIST AU-6 (Audit Record Review, Analysis, and Reporting) and AU-12
(Audit Record Generation) should be confirmed active. Local account monitoring applies for post-authentication
session abuse detection.

I Framework Mappings

MITRE-ATTACK
* T1190 — Exploit Public-Facing Application
NIST-800-53R5

e CA-8 — Penetration Testing

¢ RA-5 — Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
e SI-16 — Memory Protection

¢ |IR-5 — Incident Monitoring
CIS-V8

e 16.10 — Apply Secure Design Principles in Application Architectures
ISO-27001-2022

* A.8.8 — Management of technical vulnerabilities
NIST-CSF-2

« DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

I MITRE ATT&CK Mapping
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Technique ID Techniqgue Name Tactic
T1190 Exploit Public-Facing Application Initial-Access

Sources
Source URL Tier
Dark Reading https://www.darkreading.com/vulnerabilities-threats/citrixbleed-ing...
CitrixBleed-ing Again? https://diligenze.ai/risk-radar/citrixbleed-ing-again-netscaler-vul... T3

NetScaler Vulnerability
Under Attack

Guidance for https://www.cisa.gov/guidance-addressing-citrix-netscaler-adc-and-g... T1
Addressing Citrix
NetScaler ADC and ...

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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