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Unpatched Google Cloud Config Connector
Vulnerability Enables Account Takeover

SECURITY ANALYSIS | CRITICAL | CVSS 8.8

SCC Item ID SCC-STY-2026-0243

Type Security Analysis

Severity CRITICAL

CVSS Base Score 8.8

Affected Products Google Cloud Config Connector (Kubernetes add-on for GCP resource management; specific

version range not confirmed in available sources)
Published 2026-06-20

Discovery Source Gemini

I Executive Summary

A critical, unpatched vulnerability in Google Cloud Config Connector, a Kubernetes add-on used to
manage GCP resources, allows an attacker to take full control of cloud accounts and the resources they
govern. Researcher Justin O'Leary disclosed the flaw to Google, which acknowledged it but declined to
award abug bounty and has not issued a patch as of June 18, 2026. The incident signals a growing tension
between vendor bug bounty programs and responsible disclosure, and raises important questions about the
security of infrastructure-as-code tooling that carries elevated cloud |IAM permissions.

I Technical Analysis

Google Cloud Config Connector bridges Kubernetes and Google Cloud Platform, allowing platform engineers to
define and manage GCP resources, IAM bindings, storage buckets, compute instances, and more, through
Kubernetes manifests. That architectural position is precisely what makes this vulnerability consequential.
Because Config Connector operates with service account credentials that often hold broad GCP permissions,
any flaw that allows an attacker to subvert its control plane translates directly into cloud account takeover.

Researcher Justin O'Leary identified the flaw and reported it through Google's Vulnerability Reward Program.
According to The Register's June 18, 2026 reporting, Google initially responded positively ('Nice catch!"), which
typically signals the finding will enter the remediation and reward pipeline. Google subsequently reversed
course, denied the bounty, and, critically, has not patched the vulnerability. No CVE identifier has been assigned
in available sources, and the exact technical mechanism (privilege escalation, authentication bypass, or IAM
misconfiguration exploitation) is not confirmed in available source material; those details require direct review of
O'Leary's disclosure.
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The MITRE ATT&CK techniques associated with this finding, T1548 (Abuse Elevation Control Mechanism) and
T1078.004 (Valid Accounts: Cloud Accounts), suggest the attack path likely involves manipulating permission
boundaries or leveraging legitimately provisioned cloud credentials in unintended ways. CWE-284 (Improper
Access Control) and CWE-269 (Improper Privilege Management) support that framing.

The defensive gap this exposes is structural. Config Connector deployments routinely operate under
over-privileged service accounts because least-privilege scoping requires per-resource IAM tuning that most
teams skip. An attacker who can influence Config Connector's behavior, whether through a misconfigured
admission controller, a compromised Kubernetes node, or the vulnerability itself, inherits whatever GCP
permissions that service account holds. The unpatched status elevates urgency: there is no vendor-supplied fix,
so mitigation depends entirely on compensating controls and exposure reduction.

The bounty dispute is a secondary but significant story. When a vendor acknowledges a critical finding and then
denies the reward without patching the underlying flaw, it creates a perverse incentive structure. Researchers
facing this outcome have fewer reasons to engage formal disclosure channels and more reasons to publish or
sell findings elsewhere.

I Action Checklist

1. Step 1: Assess exposure, inventory all Kubernetes clusters (GKE and self-managed on GCP) to
determine whether Google Cloud Config Connector is installed; check for the config-connector or
cnrm-system namespace as an indicator of deployment

2. Step 2: Audit Config Connector service account permissions, review the GCP service account bound to
Config Connector and apply least-privilege scoping per NIST AC-6 (Least Privilege); remove any roles
broader than what active manifests require, particularly Owner, Editor, or broad IAM Admin bindings

3. Step 3: Restrict Config Connector's Kubernetes RBAC surface, limit which namespaces, users, and
service accounts can create or modify Config Connector resource manifests; enforce admission controls
(OPA/Gatekeeper or Kyverno) to prevent unauthorized manifest submission, supporting NIST AC-3
(Access Enforcement)

4. Step 4: Enable and review audit logging, confirm GCP Cloud Audit Logs capture 1AM policy changes
and resource mutations attributed to the Config Connector service account; route these to your SIEM and
alert on unexpected resource creation or IAM binding changes, per NIST AU-2 (Event Logging) and AU-6
(Audit Record Review, Analysis, and Reporting)

5. Step 5: Update threat model, add Config Connector and other infrastructure-as-code Kubernetes
operators to your cloud attack surface register under T1548 and T1078.004; document that the
vulnerability is unpatched and compensating controls are the only current mitigation

6. Step 6: Brief leadership with specific risk context, frame exposure in terms of the GCP resources Config
Connector manages in your environment (data stores, IAM, compute); avoid generic cloud risk language

7. Step 7: Monitor for patch release and researcher disclosure, track Google's Config Connector GitHub
repository (googlecloudplatform/k8s-config-connector) and O'Leary's public disclosures for technical
details or an official fix; subscribe to Google Cloud security bulletins

I IR / Forensic Enrichment

Triage Priority URGENT
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Escalation Criteria Escalate to immediate priority and engage senior leadership if GCP Cloud Audit Logs reveal
“SetlamPolicy™ or "CreateServiceAccountKey™ events attributed to the Config Connector
service account that do not correspond to approved Config Connector manifests, indicating
active exploitation; additionally escalate if Config Connector manages GCP resources storing
PlI, PHI, or PCI data, as unauthorized IAM binding changes may trigger breach notification
obligations.

Recovery Notes Recovery cannot include eradication of the root vulnerability because no vendor patch exists
as of June 18, 2026; recovery is therefore defined as restoring verified-clean IAM state. After
containment controls are applied, audit all GCP I1AM bindings modified within the window of
Config Connector deployment to confirm no unauthorized principals were granted persistent
access, and revoke any bindings that cannot be traced to an approved Config Connector
manifest. Maintain continuous alerting on “SetlamPolicy" events by the Config Connector
service account for a minimum of 30 days post-containment, and re-evaluate the entire control
set immediately upon release of a vendor patch or publication of technical exploit details by
O'Leary.

Forensic Artifacts GCP Admin Activity audit logs (‘cloudaudit.googleapis.com/activity") filtered on
“protoPayload.authenticationinfo.principalEmail” matching the Config Connector GCP service
account — specifically “SetlamPolicy’, "CreateServiceAccountKey’, and any “*.create’
method calls in projects beyond the intended Config Connector management scope |
Kubernetes API server audit logs for the “cnrm-system’ namespace filtered on “resource’
group “cnrm.cloud.google.com™ with verbs “create’, "update’, or "patch” — these logs reveal
which Kubernetes principal submitted the malicious Config Connector resource manifest that
initiated the GCP privilege escalation | GCP IAM policy export snapshot (‘gcloud projects
get-iam-policy --format=json’) for all projects Config Connector is authorized to manage,
compared against a known-good baseline to identify unexpected IAM bindings added via
Config Connector's GCP service account | Config Connector controller logs from the
‘cnrm-system” namespace (“kubectl logs -n cnrm-system -
cnrm.cloud.google.com/component=cnrm-controller-manager --timestamps’) showing GCP
API calls made by the controller in response to submitted resource manifests — these will
reflect the specific GCP resource mutations triggered by any exploit attempt | GCP Data
Access audit logs for “iam.googleapis.com’ capturing ‘DATA_WRITE" events, which record
the actual IAM binding changes made by the Config Connector service account and are
required to reconstruct the full scope of any account takeover if exploitation occurred before
compensating controls were applied

Per-Action IR Details

Step 1: Assess exposure — inventory all Kubernetes clusters (GKE and self-managed on GCP) to determine
whether Google Cloud Config Connector is installed; check for the config-connector or cnrm-system
namespace as an indicator of deployment

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: establishing IR capability through asset awareness and attack surface
identification

Controls: CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a
Software Inventory)

Compensating: Run “kubectl get namespaces --all-namespaces | grep -E 'config-connector|cnrm-system' across
every cluster context in your kubeconfig. Use “kubectl get pods -n cnrm-system’ to confirm active deployment. For
GKE clusters, enumerate add-on state via “gcloud container clusters describe --zone --format="value(addonsConfig)".
A two-person team can script this across all project clusters using “gcloud projects list™ piped into a loop.

Generated by TJS Security Command Center | 2026-06-22 06:23 UTC SCC-STY-2026-0243 Page 3



SECURITY COMMAND CENTER SCC- STY-2026- 0243
Tech Jacks Solutions TLP:CLEAR

Evidence: This is an inventory step that does not alter live state; no volatile capture precedes it. Document cluster
names, project IDs, Config Connector version strings (from “kubectl get deployment -n cnrm-system
cnrm-controller-manager -o jsonpath='{.spec.template.spec.containers[*].image}"), and the identity of the bound GCP
service account before any remediation action is taken — these establish your pre-remediation baseline.

Step 2: Audit Config Connector service account permissions — review the GCP service account bound to
Config Connector and apply least-privilege scoping per NIST AC-6 (Least Privilege); remove any roles broader
than what active manifests require, particularly Owner, Editor, or broad IAM Admin bindings

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: reducing the blast radius of an unpatched vulnerability by restricting
the GCP service account's effective privilege before exploitation can occur or expand

Controls: NIST AC-6 (Least Privilege), NIST AC-2 (Account Management), CIS 5.4 (Restrict Administrator Privileges
to Dedicated Administrator Accounts)

Compensating: Export the current IAM policy for the Config Connector service account: “gcloud projects
get-iam-policy --flatten="bindings[].members' --format="table(bindings.role,bindings.members)' | grep . Identify any
“roles/owner’, “roles/editor’, or “roles/iam.admin’ bindings. Remove over-permissive roles: “gcloud projects
remove-iam-policy-binding --member='serviceAccount:' --role="roles/owner". Cross-reference active Config Connector
CRDs (‘kubectl get gcp -A") to determine minimum required roles before removal.

Evidence: Before revoking or modifying any IAM role binding on the Config Connector service account, capture the full
current IAM policy snapshot (‘gcloud projects get-iam-policy --format=json > iam_policy_baseline.json") and export
GCP Cloud Audit Logs for “SetlamPolicy" events attributed to the Config Connector service account for the prior 30
days. This establishes whether the service account has already been leveraged for unauthorized IAM manipulation —
a key indicator that exploitation has occurred prior to containment.

Step 3: Restrict Config Connector's Kubernetes RBAC surface — limit which namespaces, users, and service
accounts can create or modify Config Connector resource manifests; enforce admission controls
(OPA/Gatekeeper or Kyverno) to prevent unauthorized manifest submission, supporting NIST AC-3 (Access
Enforcement)

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: limiting the attack vector by constraining which Kubernetes identities
can submit Config Connector resource manifests that trigger GCP resource mutations

Controls: NIST AC-3 (Access Enforcement), NIST AC-6 (Least Privilege), CIS 3.3 (Configure Data Access Control
Lists)

Compensating: Enumerate current ClusterRoleBindings and RoleBindings that grant write access to Config
Connector CRD groups (‘cnrm.cloud.google.com’): “kubectl get clusterrolebindings,rolebindings -A -o json | jq ".items][]
| select(.roleRef.apiGroup=="rbac.authorization.k8s.io") | select(.subjects[].name != null)"". For admission control
without a SIEM budget, deploy OPA/Gatekeeper (free, CNCF project) with a ConstraintTemplate that restricts Config
Connector CR creation to a named allowlist of service accounts. Alternatively, use Kyverno ClusterPolicy with
“rules[].match.resources.kinds’ scoped to Config Connector GVKs.

Evidence: Before modifying RBAC bindings or deploying admission policies, capture “kubectl get
clusterrolebindings,rolebindings -A -0 yaml > rbac_baseline.yaml™ and the Kubernetes API server audit logs filtering on
“resource’ values matching Config Connector CRD group “cnrm.cloud.google.com™ and “verb values of “create’,
‘update’, or “patch’. These logs reveal whether any unexpected principal has already submitted Config Connector
manifests — the exploit mechanism by which GCP account takeover is initiated.

Step 4: Enable and review audit logging — confirm GCP Cloud Audit Logs capture IAM policy changes and
resource mutations attributed to the Config Connector service account; route these to your SIEM and alert on
unexpected resource creation or IAM binding changes, per NIST AU-2 (Event Logging) and AU-6 (Audit
Record Review, Analysis, and Reporting)

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlating GCP Cloud Audit Log entries for IAM mutations
and resource creation events attributed to the Config Connector service account to identify signs of active exploitation
Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-3
(Content Of Audit Records), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, query GCP Cloud Audit Logs directly via “gcloud logging read
‘protoPayload.authenticationinfo.principalEmail="" AND (protoPayload.methodName="SetlamPolicy" OR
protoPayload.methodName=~"google.cloud.*\.create")' --format=json --project= --freshness=7d >
cc_audit_events.json". Review for unexpected “SetlamPolicy" calls, new IAM bindings, or resource creation in projects
Config Connector does not legitimately manage. Also enable Data Access audit logs for IAM if not already active:
“gcloud projects get-iam-policy * and verify “auditLogConfigs’ includes 'DATA_READ" and "DATA_WRITE" for
“ilam.googleapis.com’.

Evidence: This step is detection-focused and does not alter live state. Key artifacts to review: GCP Admin Activity
audit logs (‘cloudaudit.googleapis.com/activity™) for “SetlamPolicy” and "CreateServiceAccountKey" events by the
Config Connector SA; GCP Data Access logs for unexpected API calls to resource management services; Kubernetes
API server audit logs for Config Connector CRD writes (‘cnrm.cloud.google.com’ group). Retention gaps in these logs
(i.e., Data Access logging disabled) are themselves an indicator that exploitation may have gone undetected.

Step 5: Update threat model — add Config Connector and other infrastructure-as-code Kubernetes operators
to your cloud attack surface register under T1548 and T1078.004; document that the vulnerability is
unpatched and compensating controls are the only current mitigation

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: updating organizational threat models and attack surface
documentation based on newly disclosed vulnerability affecting Kubernetes-to-GCP privilege escalation pathways
Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a
Remediation Process)

Compensating: Maintain a plaintext or Markdown-formatted cloud attack surface register. Add an entry for Config
Connector documenting: affected component (‘cnrm-system’™ namespace), vulnerability status (unpatched as of June
18, 2026), the specific privilege escalation pathway (Kubernetes manifest submission — GCP |IAM mutation via Config
Connector SA), compensating controls applied (RBAC restrictions, admission policy, SA permission reduction), and the
tracking reference (Google Config Connector GitHub issue or O'Leary disclosure). Set a calendar reminder to review
this entry weekly until a patch is confirmed.

Evidence: No live-state alteration occurs in this step; no volatile capture is required. Reference the IAM policy baseline
(Ciam_policy_baseline.json") and RBAC snapshot (‘rbac_baseline.yaml’) captured during containment as the
documented pre-remediation state. These artifacts anchor the threat model entry with evidence of actual exposure
scope at time of discovery.

Step 6: Brief leadership with specific risk context — frame exposure in terms of the GCP resources Config
Connector manages in your environment (data stores, IAM, compute); avoid generic cloud risk language

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: communicating incident findings and residual risk to leadership
with environment-specific impact framing, including unpatched status and compensating control reliance
Compensating: Produce a one-page risk brief using output from Step 1 (cluster inventory), Step 2 (IAM role audit),
and Step 4 (audit log review). List the specific GCP resource types managed by Config Connector CRDs in your
environment ("kubectl get gcp -A --no-headers | awk ‘{print $1}' | sort | uniq’). Translate each resource type into
business impact: e.g., ‘SQLInstance” CRDs mean the Config Connector SA can create or delete Cloud SQL
databases; "IAMPolicyMember” CRDs mean it can grant arbitrary GCP IAM bindings. Frame residual risk as: no
vendor patch available, compensating controls reduce but do not eliminate exposure.

Evidence: No live-state alteration occurs in this step; no volatile capture is required. The brief should attach or
reference the IAM policy baseline and audit log exports from prior steps as supporting evidence for the stated exposure
level.
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Step 7: Monitor for patch release and researcher disclosure — track Google's Config Connector GitHub
repository (googlecloudplatform/k8s-config-connector) and O'Leary's public disclosures for technical details
or an official fix; subscribe to Google Cloud security bulletins

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: sustaining monitoring for vendor patch availability and
researcher technical disclosure that could change the exploitability profile of this unpatched vulnerability

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 2.2 (Ensure Authorized Software
is Currently Supported)

Compensating: Configure a GitHub repository watch on “googlecloudplatform/k8s-config-connector™ (Watch -
Custom - Releases and Security advisories). Subscribe to Google Cloud Security Bulletins at
https://cloud.google.com/support/bulletins via RSS. Set a recurring weekly task to search for O'Leary's public
disclosure posts. Because the vulnerability has no CVE assigned as of June 18, 2026, standard CVE feed monitoring
will not catch a patch — GitHub release notes and the security bulletin feed are the authoritative signal sources. When
a patch release is detected, immediately re-triage this item and promote from post-incident monitoring to eradication
planning.

Evidence: No live-state alteration occurs in this step; no volatile capture is required. Maintain a dated log of monitoring
checks (date, source checked, result) as evidence of due diligence for any future regulatory inquiry into the
organization's response to this unpatched critical vulnerability.

I Detection Guidance

Focus detection efforts on GCP Cloud Audit Logs for the service account identity assigned to Config Connector.
Key behavioral signals include: unexpected IAM policy bindings (SetlamPolicy events) not traceable to a known
Terraform or Config Connector manifest commit; creation of new GCP service accounts or service account keys
by the Config Connector identity; resource creation in projects or regions outside normal operational scope; and
any kubectl activity targeting the cnrm-system namespace from identities other than the Config Connector
controller or designated platform engineers.

On the Kubernetes side, audit logs should capture API server requests that create or modify Config Connector
custom resources (IAMPolicyMember, StorageBucket, SQLInstance, etc.) outside of normal CI/CD pipeline
identities. Anomalous manifest submissions, particularly those binding IAM roles to external or unfamiliar
principals, are a priority hunt target.

Relevant NIST controls: AU-2 (Event Logging) requires that IAM and resource provisioning events are captured,
AU-6 (Audit Record Review, Analysis, and Reporting) requires periodic review of those logs for anomalous
patterns. CIS 8.2 (Collect Audit Logs) establishes the baseline logging posture.

D3FEND countermeasures applicable here include D3-UAP (User Account Permissions) to restrict the blast
radius of the Config Connector service account, D3-LAM (Local Account Monitoring) extended to cloud service
account activity, and D3-CRO (Credential Rotation) applied to the Config Connector GCP service account key if
key-based authentication is in use (Workload Identity Federation is preferred).

Because the technical mechanism of the vulnerability is not confirmed in available sources, teams should treat
any unexpected IAM change attributed to the Config Connector service account as a high-priority investigation
trigger until a patch is available.

I Indicators of Compromise
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Type Value Context Confidence
URL Pending —refer to Justin Technical details of the exploit LOW
O Leary's public mechanism and any associated
disclosure and The indicators have not been published in

Regi ster article

(theregi ster.com June 18,
2026) for any published
techni cal indicators

available source material; the
researcher's full disclosure may contain
additional specifics

I Framework Mappings

MITRE-ATTACK
e T1548 — Abuse Elevation Control Mechanism
e T1078.004 — Cloud Accounts
NIST-800-53R5
¢ AC-6 — Least Privilege
¢ CM-6 — Configuration Settings
e AC-3 — Access Enforcement
¢ |A-2 — Identification and Authentication (Organizational Users)
OWASP-TOP10-2021
e A01:2021 — Broken Access Control
CIS-v8

e 6.1 — Establish an Access Granting Process

e 6.2 — Establish an Access Revoking Process

e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts
e 6.8 — Define and Maintain Role-Based Access Control

* 6.3 — Require MFA for Externally-Exposed Applications

e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e (CC6.3 — Authorizes, modifies, or removes access
HIPAA-SECURITY

e 164.312(a)(1) — Access Control
e 164.312(d) — Person or Entity Authentication

ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities
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¢ A.5.23 — Information security for use of cloud services

MITRE ATT&CK Mapping

Technique ID Technique Name

T1548 Abuse Elevation Control Mechanism Privilege-Escalation

T1078. 004 Cloud Accounts Defense-Evasion
Sources

Source URL Tier

ComputeSecurityPolicy https://docs.cloud.google.com/config-connector/docs/reference/resou... T3

| Config Connector

GCP Config Connector, https://github.com/googlecloudplatform/k8s-config-connector T3
a Kubernetes add-on for
managing ... - GitHub

Security researcher https://www.facebook.com/slashdot/posts/security-researcher-justin-... T3
Justin O'Leary says

Google initially

accepted his ...

Google told researcher https://www.theregister.com/security/2026/06/18/google-told-researc... T3
‘Nice catch!" Then

denied bug bounty for

flaw ...

Navigating Config https://medium.com/@michamarszaek/navigating-config-connector-chall... T3
Connector Challenges:
A Guide to Overcoming

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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