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Executive Summary

CrowdStrike announced Continuous Identity for AI Agents on June 15, 2026, introducing per-action,

real-time authorization for AI agents, service accounts, and cloud workloads built on open standards

including SPIFFE and the OpenID Foundation's Shared Signals Framework. The announcement addresses

a structural gap that has existed since IAM was first designed: traditional identity models authenticate

humans at session boundaries, leaving autonomous AI agents, which may execute thousands of actions

without human review, operating under static, over-privileged roles that security teams cannot

continuously evaluate. For CISOs, this signals that Non-Human Identity governance is moving from a

compliance checkbox into an active control domain, and organizations that have not yet inventoried and

scoped their AI agent identities are carrying materially unquantified privilege risk.

Technical Analysis

The core problem CrowdStrike's announcement targets is not new, but AI-driven automation has made it urgent.

Non-Human Identities, service accounts, API keys, OAuth tokens, and now AI agent identities, have historically

been governed with static role assignments and perimeter-based trust. An agent authenticated once inherits a

role and retains it for the session or indefinitely, regardless of what actions it subsequently takes. In a world

where an AI agent autonomously calls APIs, queries databases, modifies configurations, and invokes

downstream services, that model maps directly onto CWE-250 (Execution with Unnecessary Privileges),

CWE-269 (Improper Privilege Management), CWE-306 (Missing Authentication for Critical Function), and

CWE-732 (Incorrect Permission Assignment for Critical Resource).
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The MITRE ATT&CK techniques at risk are concrete: T1078 (Valid Accounts) and T1078.004 (Cloud Accounts)

describe how adversaries leverage legitimately provisioned identities rather than exploiting vulnerabilities, a

tactic that blends into normal agent activity. T1550 (Use Alternate Authentication Material) and T1550.001

(Application Access Token) describe token theft and reuse, which is structurally trivial when agents hold

long-lived tokens with broad scope. T1548 (Abuse Elevation Control Mechanism) and T1134 (Access Token

Manipulation) describe privilege escalation paths that open when standing privileges are never revoked. T1098

(Account Manipulation) and T1606 (Forge Web Credentials) complete the picture: an attacker who compromises

an AI agent's identity or its credential store gains a foothold that behaves exactly like a trusted, high-activity

system identity, one that existing SIEM and UEBA rules are not calibrated to flag as anomalous.

CrowdStrike's response is architectural rather than reactive. The capability is built on SPIFFE workload identity

standards, which assign cryptographically verifiable identities to workloads independent of network location or IP

address. Every agent action triggers a risk evaluation against real-time context, behavioral signals,

environmental state, downstream sensitivity, before authorization is granted. The OpenID Foundation's Shared

Signals Framework enables that risk context to propagate across the identity ecosystem, so a signal generated

in one system can influence authorization decisions in another without requiring a full re-authentication round

trip.

The practical implication for security teams is that the attack surface for agentic AI systems is not primarily about

the models themselves, it is about the identity and privilege infrastructure those models operate within. An AI

agent running with cloud account permissions capable of reading S3 buckets, invoking Lambda functions, and

modifying IAM policies is a high-value lateral movement vector if its identity is compromised or its authorization

boundary is never enforced. The shift from session-based to per-action authorization is the correct architectural

direction; the gap CrowdStrike is addressing is real and currently unmitigated in most enterprise deployments.

Action Checklist

1. Step 1: Assess NHI exposure, inventory all AI agents, service accounts, API keys, and cloud workload

identities in your environment; flag any operating under static role assignments or long-lived tokens (CIS

1.1: Establish and Maintain Detailed Enterprise Asset Inventory; CIS 5.1: Establish and Maintain an

Inventory of Accounts)

2. Step 2: Audit privilege scope, for each NHI, verify that assigned permissions reflect least privilege;

revoke standing access to sensitive resources not required for specific, documented functions (NIST

AC-6: Least Privilege; NIST AC-3: Access Enforcement; CIS 5.4: Restrict Administrator Privileges to

Dedicated Administrator Accounts)

3. Step 3: Review token lifecycle controls, identify service accounts and AI agents holding long-lived

OAuth tokens, API keys, or application access tokens; enforce rotation schedules and scope limitations

(NIST AC-2: Account Management; D3-CRO: Credential Rotation; D3-CH: Credential Hardening)

4. Step 4: Evaluate your IAM architecture for agentic workloads, determine whether your current identity

platform supports workload identity standards (such as SPIFFE) and per-action authorization; if not,

document the gap and prioritize a roadmap item for NHI governance tooling

5. Step 5: Update detection rules for NHI behavioral anomalies: configure SIEM and UEBA rules to flag

unusual API call volumes, token reuse from unexpected sources, privilege escalation attempts from

service or agent accounts, and cloud account actions inconsistent with baselines (NIST AU-6, SI-4; CIS

8.2)
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6. Step 6: Brief leadership on AI agent identity risk, frame the risk in business terms: autonomous agents

operating with unchecked privileges represent an unmonitored insider threat profile; recommend a formal

NHI governance program if one does not exist

7. Step 7: Monitor CrowdStrike and SPIFFE/SPIRE community developments, track adoption of the

OpenID Shared Signals Framework and SPIFFE workload identity in your vendor stack; evaluate whether

Falcon AIDR or Falcon ZTA capabilities map to your agentic workload environment

IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent if discovery during the Step 1 inventory reveals AI agents or service
accounts with evidence of active token reuse from anomalous source IPs, API call volumes
exceeding established baselines, or any `AttachRolePolicy` / `CreateAccessKey` event
originating from an agent identity — any of these conditions indicates the structural NHI
governance gap described in this advisory may already be under active exploitation.

Recovery Notes After completing token rotation (Step 3) and detection rule deployment (Step 5), verify that all
AI agents and service accounts are authenticating successfully under new credential material
and that no legacy long-lived tokens remain active in AWS IAM credential reports or Falcon
audit logs. Monitor CloudTrail and Falcon AIDR alerts for a minimum of 30 days
post-remediation for residual anomalous API call patterns, unexpected `AssumeRole` chains,
or privilege escalation attempts that may indicate a pre-existing compromise not yet surfaced.
Formally close the remediation cycle only after the Step 4 gap register has been reviewed by
leadership and a roadmap item for SPIFFE/SPIRE or equivalent workload identity adoption
has been formally prioritized.

Forensic Artifacts AWS CloudTrail event history for all service account and AI agent ARNs — specifically
`AssumeRole`, `GetSecretValue`, `AttachRolePolicy`, `CreateAccessKey`, and `InvokeAPI`
events — covering 90 days prior to the assessment, which would reveal anomalous API call
volumes or unexpected cross-account role assumptions consistent with unchecked AI agent
execution | AWS IAM credential report (`aws iam get-credential-report`) capturing
`access_key_last_used_date`, `access_key_last_used_service`, and `password_last_used`
fields for all service accounts and agent identities — documents which long-lived credentials
were actively in use and from which AWS services, directly evidencing the static token
exposure described in this advisory | CrowdStrike Falcon platform audit logs for Falcon AIDR
and Falcon ZTA policy assignments — records authentication events, policy evaluation
decisions, and any agent identity actions processed through Falcon's identity pipeline,
providing the NHI-specific behavioral baseline against which post-remediation activity is
compared | SPIFFE/SPIRE workload attestation logs (if SPIRE is deployed) showing SVID
issuance and renewal events per workload identity — anomalous issuance patterns or SVIDs
issued to unexpected workload selectors would indicate manipulation of the workload
attestation chain | Cloud provider VPC Flow Logs or equivalent network telemetry filtered to
source IPs and ports associated with AI agent compute resources — lateral movement or
data exfiltration by an AI agent operating with excess privilege would manifest as unusual
outbound connection patterns not consistent with the agent's documented function scope

Per-Action IR Details

Step 1: Assess NHI exposure — inventory all AI agents, service accounts, API keys, and cloud workload

identities in your environment; flag any operating under static role assignments or long-lived tokens (CIS 1.1:
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Establish and Maintain Detailed Enterprise Asset Inventory; CIS 5.1: Establish and Maintain an Inventory of

Accounts)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR capability and asset visibility before an incident occurs

Controls: CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 5.1 (Establish and Maintain an

Inventory of Accounts), NIST AC-2 (Account Management)

Compensating: Export service principal and app registration lists via AWS CLI (`aws iam list-roles --query

'Roles[?contains(RoleName, `agent`) || contains(RoleName, `svc`)]'`) and Azure CLI (`az ad sp list --all --query

'[].{displayName:displayName,appId:appId}'`). Cross-reference against osquery's `SELECT * FROM user_ssh_keys;

SELECT * FROM keychain_acls;` to surface credential artifacts on endpoints. A two-person team can complete initial

enumeration in a single sprint using a shared spreadsheet with columns: identity name, type (agent/service

account/API key), token expiry, last-used date, and assigned role.

Evidence: Before modifying any identity assignments, snapshot the current IAM state: export AWS IAM credential

reports (`aws iam generate-credential-report && aws iam get-credential-report`), capture Azure AD service principal

last-sign-in timestamps, and preserve CrowdStrike Falcon platform audit logs showing historical agent authentication

events. These records establish the pre-change baseline and are required for post-incident comparison if an NHI is

later determined to have been abused.

Step 2: Audit privilege scope — for each NHI, verify that assigned permissions reflect least privilege; revoke

standing access to sensitive resources not required for specific, documented functions (NIST AC-6: Least

Privilege; NIST AC-3: Access Enforcement; CIS 5.4: Restrict Administrator Privileges to Dedicated

Administrator Accounts)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Reducing attack surface and establishing defensible IAM posture for

non-human identities prior to exploitation

Controls: NIST AC-6 (Least Privilege), NIST AC-3 (Access Enforcement), CIS 5.4 (Restrict Administrator Privileges to

Dedicated Administrator Accounts)

Compensating: Use AWS IAM Access Analyzer (`aws accessanalyzer list-findings`) to identify overly permissive

policies attached to service roles and AI agent identities. For each flagged identity, run `aws iam

simulate-principal-policy` to enumerate effective permissions and compare against documented function scope.

On-premises service accounts can be audited via PowerShell: `Get-ADServiceAccount -Filter * |

Get-ADServiceAccountAuthorizationGroup` to surface group memberships beyond the documented minimum.

Evidence: Before revoking any permissions, capture a full snapshot of current policy attachments: `aws iam

list-attached-role-policies --role-name ` and `aws iam get-role-policy --role-name --policy-name `. For CrowdStrike

Falcon-managed workload identities, export the current Falcon ZTA policy assignments from the Falcon console.

These exports serve as forensic baseline documentation — if an AI agent was already abusing excess privilege prior to

remediation, the pre-revocation state must be preserved for root cause analysis.

Step 3: Review token lifecycle controls — identify service accounts and AI agents holding long-lived OAuth

tokens, API keys, or application access tokens; enforce rotation schedules and scope limitations (NIST AC-2:

Account Management; D3-CRO: Credential Rotation; D3-CH: Credential Hardening)

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: Limiting ongoing exposure by invalidating and rotating

persistent credentials that represent standing access for non-human identities

Controls: NIST AC-2 (Account Management), NIST AC-12 (Session Termination), CIS 5.2 (Use Unique Passwords)

Compensating: Enumerate long-lived tokens using AWS CLI: `aws iam list-access-keys --user-name ` — flag any key

with `CreateDate` older than 90 days. For OAuth tokens, query your IdP's token store or use `aws sts

get-caller-identity` to confirm active session age. Rotate immediately using `aws iam create-access-key` followed by

`aws iam delete-access-key` for the old key. For SPIFFE-unaware environments, implement a cron job that calls `aws

iam update-access-key --status Inactive` on schedule until full SPIRE adoption.
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Evidence: Before rotating any token or API key, capture active session state: run `aws sts get-caller-identity` and `aws

iam get-access-key-last-used --access-key-id ` for each flagged credential to document last-use timestamp, source IP,

and calling service. For AI agents operating in CrowdStrike Falcon-instrumented environments, preserve Falcon audit

log entries showing the agent's authentication history and API call patterns immediately prior to rotation. This volatile

session data is destroyed upon key revocation and is essential if the credential was already compromised.

Step 4: Evaluate your IAM architecture for agentic workloads — determine whether your current identity

platform supports workload identity standards (such as SPIFFE) and per-action authorization; if not,

document the gap and prioritize a roadmap item for NHI governance tooling

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Translating identified gaps in NHI governance capability into

documented improvements and updated policies informed by this advisory

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a

Remediation Process)

Compensating: Conduct a structured gap assessment using a free SPIFFE/SPIRE proof-of-concept deployment

(https://spiffe.io/docs/latest/try/getting-started-k8s/) in a non-production Kubernetes namespace. Document findings in

a gap register with columns: current identity mechanism, SPIFFE compatibility status, per-action authorization

capability (yes/no), and estimated migration effort. A two-person team can complete an initial gap register for the top 10

highest-privilege AI agents or service accounts within one sprint.

Evidence: No live-state alteration occurs in this step, so order-of-volatility sequencing does not apply. Preserve current

IAM architecture documentation, existing workload identity configuration exports, and any CrowdStrike Falcon ZTA

policy definitions as baseline artifacts. These records serve as the 'before' state in a future gap closure audit and

should be version-controlled.

Step 5: Update detection rules for NHI behavioral anomalies — tune SIEM and UEBA rules to flag unusual API

call volumes, token reuse from unexpected sources, privilege escalation attempts originating from service or

agent accounts, and cloud account actions inconsistent with established baselines (NIST AU-6: Audit Record

Review, Analysis, and Reporting; NIST SI-4 equivalent: no mapped control from provided knowledge base for

SI-4 specifically; CIS 8.2: Collect Audit Logs; D3-LAM: Local Account Monitoring; D3-UAP: User Account

Permissions)

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Instrumenting monitoring to identify anomalous NHI

behavior patterns consistent with AI agent credential abuse, token reuse, or autonomous privilege escalation

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2 (Event Logging), CIS 8.2 (Collect

Audit Logs)

Compensating: Deploy free Sigma rules targeting AWS CloudTrail for NHI anomalies: alert on `AssumeRole` events

where the requesting principal matches a service account pattern (`*svc*`, `*agent*`, `*bot*`) but the source IP falls

outside known compute ranges. Use osquery scheduled queries (`SELECT * FROM process_open_sockets WHERE

remote_port=443 AND name NOT IN ('expected_agent_binary')`) to surface unexpected outbound API calls from

agent processes on endpoints. For teams without SIEM, configure AWS CloudWatch Metric Filters on CloudTrail logs

to alarm on: >50 API calls per minute from a single service role ARN, `GetSecretValue` calls outside business hours,

and any `AttachRolePolicy` or `CreateAccessKey` event originating from an agent identity.

Evidence: Before modifying detection rules, preserve existing SIEM alert configurations and any prior alerts involving

NHI accounts as a historical baseline. Capture current CloudTrail event history for flagged service accounts (`aws

cloudtrail lookup-events --lookup-attributes AttributeKey=Username,AttributeValue= --max-results 50`) covering at

least 90 days. This historical API call pattern is essential for establishing the normal behavioral baseline against which

anomalies will be measured — it is not reconstructable after rule changes alter what is retained.

Step 6: Brief leadership on AI agent identity risk — frame the risk in business terms: autonomous agents

operating with unchecked privileges represent an unmonitored insider threat profile; recommend a formal NHI

governance program if one does not exist
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NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Communicating findings to leadership and translating technical

NHI governance gaps into organizational policy and program investment decisions

Controls: NIST AC-1 (Policy and Procedures), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Structure the leadership brief around three quantifiable data points derived from Step 1 inventory:

number of AI agents and service accounts operating with static long-lived credentials, count of those with permissions

exceeding documented function scope, and number with no last-used activity logged in the past 30 days (orphaned

NHIs). These metrics are extractable from the AWS IAM credential report and Falcon audit logs at no cost and

translate directly into business risk language without requiring enterprise tooling.

Evidence: No live-state alteration occurs in this step; order-of-volatility sequencing does not apply. Attach the Step 1

inventory export, Step 2 privilege audit findings, and Step 3 token age report as supporting documentation. Preserve

these as the evidentiary package that justified the governance recommendation — they may be required if a future

NHI-related incident triggers a regulatory inquiry into whether leadership was appropriately informed.

Step 7: Monitor CrowdStrike and SPIFFE/SPIRE community developments — track adoption of the OpenID

Shared Signals Framework and SPIFFE workload identity in your vendor stack; evaluate whether Falcon AIDR

or Falcon ZTA capabilities map to your agentic workload environment

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Integrating threat intelligence on emerging NHI governance

standards and vendor capability evolution into organizational risk and roadmap decisions

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a

Remediation Process)

Compensating: Subscribe to the CrowdStrike Adversary Intelligence RSS feed and the SPIFFE/SPIRE GitHub

release notifications (free) to track capability updates without a threat intelligence platform. For OpenID Shared Signals

Framework developments, monitor the OpenID Foundation working group mailing list. Assign one team member to

review and summarize updates on a bi-weekly basis, logging relevant changes into the NHI gap register created in

Step 4 to maintain a living roadmap.

Evidence: No live-state alteration occurs in this step; order-of-volatility sequencing does not apply. Document current

Falcon AIDR and Falcon ZTA feature states as of the assessment date — include version numbers and enabled

capability flags — so future capability comparisons have a verified baseline. Preserve vendor release notes and any

Falcon platform configuration exports as durable records supporting the roadmap justification.

Detection Guidance

The primary detection challenge with AI agent identity abuse is that malicious actions are indistinguishable from

normal high-volume agent behavior at the surface level. Detection requires behavioral baselining and anomaly

detection tuned specifically for NHI accounts.

Log sources to prioritize: cloud provider IAM logs (AWS CloudTrail, Azure Activity Log, GCP Audit Logs) filtered

for service account and workload identity activity; OAuth token issuance and refresh logs; API gateway access

logs showing per-endpoint call volumes by identity; SIEM correlation rules targeting T1078.004 (Cloud Account)

and T1550.001 (Application Access Token) technique patterns.

Behavioral anomalies to hunt: service accounts or agent identities accessing resources outside their

documented function scope; token reuse from IP addresses or regions inconsistent with the workload's normal

execution environment; sudden spikes in API call volume from a single agent identity without a corresponding

scheduled task or deployment event; privilege escalation attempts (IAM role assumption, STS AssumeRole

calls) from identities not authorized to perform those actions; dormant service accounts that suddenly become

active (align with CIS 5.3: Disable Dormant Accounts).
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Policy gaps to audit: service accounts with AdministratorAccess or equivalent cloud-level permissions that have

not been scoped to specific resource ARNs or paths; long-lived API keys with no rotation date; OAuth tokens

with offline_access scope issued to automated workflows; AI agent deployments where the identity is shared

across multiple workloads or environments, making individual action attribution impossible.

For organizations using CrowdStrike Falcon, Falcon AIDR's behavioral signal pipeline is the relevant detection

layer for agentic identity anomalies. For organizations not yet on that platform, the above log-based detection

approach is the immediate path forward, supported by NIST AU-2 (Event Logging), AU-6 (Audit Record

Review), and CIS 8.2 (Collect Audit Logs).

Framework Mappings

MITRE-ATTACK

• T1550.001 — Application Access Token

• T1548 — Abuse Elevation Control Mechanism

• T1550 — Use Alternate Authentication Material

• T1078.004 — Cloud Accounts

• T1134 — Access Token Manipulation

• T1098 — Account Manipulation

• T1078 — Valid Accounts

• T1606 — Forge Web Credentials

NIST-800-53R5

• AC-6 — Least Privilege

• CM-6 — Configuration Settings

• AC-2 — Account Management

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• AC-3 — Access Enforcement

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

• A07:2021 — Identification and Authentication Failures

CIS-V8

• 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts

• 6.8 — Define and Maintain Role-Based Access Control

• 3.3 — Configure Data Access Control Lists

• 6.3 — Require MFA for Externally-Exposed Applications

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.21 — Managing information security in the ICT supply chain
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• A.5.23 — Information security for use of cloud services

SOC2-TSC

• CC9.2 — Manages risks associated with vendors and business partners

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1550.001 Application Access Token Defense-Evasion

T1548 Abuse Elevation Control Mechanism Privilege-Escalation

T1550 Use Alternate Authentication Material Defense-Evasion

T1078.004 Cloud Accounts Defense-Evasion

T1134 Access Token Manipulation Defense-Evasion

T1098 Account Manipulation Persistence

T1078 Valid Accounts Defense-Evasion

T1606 Forge Web Credentials Credential-Access
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