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Executive Summary

Phishing attack volume declined roughly 20% in recent measurement periods, but adversaries are not

retreating, they are retooling. AI-assisted tools now enable threat actors to craft highly personalized lures

that bypass traditional volume-based and signature-based email defenses, shifting the threat model from

mass campaigns to precision strikes with higher per-message success rates. For CISOs and boards, this

structural shift means conventional email security metrics and detection thresholds are increasingly

unreliable signals of organizational risk.

Technical Analysis

The 20% drop in phishing volume, reported by Dark Reading, masks a more consequential development: a

quality-over-quantity evolution in phishing tradecraft. Threat actors are deploying AI-assisted content generation

to produce lures that lack the traditional indicators security teams use to flag malicious email, grammatical

errors, generic salutations, bulk-send patterns, and suspicious link structures. The result is a class of phishing

messages that are contextually coherent, personalized to the recipient's role or organization, and structurally

indistinguishable from legitimate correspondence.

The MITRE ATT&CK techniques associated with this shift span the initial access and execution phases: T1566

(Phishing), T1566.001 (Spearphishing Attachment), T1566.002 (Spearphishing Link), T1566.003

(Spearphishing via Service), T1598 (Phishing for Information), T1204.001 (Malicious Link), T1204.002

(Malicious File), and T1534 (Internal Spearphishing). The tradecraft pivot is most visible in T1566 and T1598
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clusters, where AI generation reduces the operational cost of producing high-quality lures at scale, previously a

constraint that limited spearphishing to high-value targets.

The two CWEs cited, CWE-693 (Protection Mechanism Failure) and CWE-1021 (Improper Restriction of

Rendered UI Layers), apply structurally rather than to a discrete software vulnerability. CWE-693 maps to the

failure of legacy email gateway heuristics and volume-threshold detection to function as reliable protection

mechanisms against AI-generated content. CWE-1021 reflects scenarios where rendering manipulation in email

clients or webmail interfaces can obscure malicious content behind visually convincing UI elements, a technique

that AI-assisted lure design can exploit more precisely.

The defensive gap is systemic. Organizations relying on bulk-send pattern detection, link reputation scoring

against known-bad domains, and keyword or grammatical anomaly detection face growing blind spots.

AI-generated content passes these controls because it does not trigger the volume thresholds or linguistic

signatures those controls were built to catch. The threat surface is universal, no sector is excluded, and no

specific product version is scoped, meaning enterprise email environments across all verticals are affected

equally.

Action Checklist

1. Step 1: Assess exposure, audit your email security stack for reliance on volume-based detection

thresholds, bulk-send pattern heuristics, or grammatical anomaly scoring; these controls are structurally

mismatched to AI-generated precision phishing

2. Step 2: Review controls, verify MFA enforcement for all externally-exposed applications (CIS Controls

v8 6.3) and for remote network access (CIS Controls v8 6.4); MFA remains the most reliable control

against credential-harvesting phishing outcomes regardless of lure quality

3. Step 3: Require MFA for administrative access (CIS Controls v8 6.5) specifically, precision

spearphishing disproportionately targets privileged users whose credentials carry higher blast radius if

compromised

4. Step 4: Evaluate behavioral and contextual email analysis capabilities; prioritize solutions that analyze

sender behavior, communication graph anomalies, and link context at render time over legacy

signature-based gateway controls

5. Step 5: Update threat model, formally incorporate the AI-assisted precision phishing pattern (T1566,

T1566.001, T1566.002, T1566.003, T1534, T1598) into your threat register and adjust detection

engineering priorities accordingly

6. Step 6: Conduct targeted user awareness exercises, simulate AI-quality spearphishing lures in phishing

simulation programs; legacy simulation templates with obvious grammatical errors no longer reflect current

adversary capability

7. Step 7: Review audit logging coverage (CIS Controls v8 8.2, NIST AU-2) for email systems, ensure mail

delivery events, link-click telemetry, and attachment execution events are captured and feeding SIEM or

detection pipelines

8. Step 8: Communicate findings, brief leadership that declining phishing volume is not a positive indicator;

reframe the risk narrative around per-message success probability rather than campaign count

IR / Forensic Enrichment
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Triage Priority URGENT

Escalation Criteria Escalate immediately if simulation exercises (Step 6) yield credential submission rates above
10% for privileged users, if MFA coverage gaps are found on externally-exposed applications
or admin accounts (Steps 2–3), or if a delivered phishing message is confirmed to have
resulted in credential entry or session token theft — particularly for accounts with access to
PII, PHI, or financial data triggering breach notification obligations under HIPAA, GDPR, or
state privacy law.

Recovery Notes Following any confirmed AI-precision phishing compromise, revoke all active sessions and
rotate credentials for the affected account before reimaging or remediating the endpoint —
session tokens harvested via precision phishing remain valid regardless of password changes
until explicitly invalidated at the IdP. Monitor the compromised account's mail forwarding rules,
delegate access grants, and OAuth application authorizations for at least 30 days
post-recovery, as AI-assisted phishing actors commonly establish persistent email access via
inbox rules or third-party app consent grants that survive credential rotation. Verify that
post-incident logging coverage confirmed in Step 7 is actively producing alerts for anomalous
mail access patterns (off-hours logins, new device registrations, bulk mail reads) before
declaring the environment recovered.

Forensic Artifacts Microsoft 365 Unified Audit Log (UAL) entries for MailboxLogin, Send, FileDownloaded, and
Set-InboxRule operations — AI-precision phishing actors frequently set inbox forwarding rules
post-compromise; query via Search-UnifiedAuditLog for the 72-hour window following the
suspected lure delivery timestamp | Safe Links click telemetry from Microsoft Defender for
Office 365 or equivalent SEG click-tracking logs — captures the exact URL clicked, click
timestamp, user identity, and client IP, establishing whether a credential-harvesting page was
visited and from which device or network | Email message headers and original HTML source
for delivered suspicious messages — AI-generated lures will show legitimate
SPF/DKIM/DMARC pass results with no grammar anomalies, making header inspection
(specifically Reply-To mismatches, lookalike sending domains, and embedded redirect
chains) the primary static indicator | OAuth application consent grant logs and third-party app
authorization records in the IdP admin console — precision phishing campaigns targeting
M365 or Google Workspace frequently terminate in illicit OAuth consent grants that persist
after password rotation and provide ongoing mailbox access without re-authentication |
Browser history and cached credentials on the endpoint of the targeted user — if the phishing
link was clicked from a managed device, browser forensic artifacts (Chrome Login Data
SQLite DB at %LOCALAPPDATA%\Google\Chrome\User Data\Default\Login Data, or
equivalent Edge path) may contain evidence of credential submission to the harvesting
domain

Per-Action IR Details

Step 1: Assess exposure — audit your email security stack for reliance on volume-based detection

thresholds, bulk-send pattern heuristics, or grammatical anomaly scoring; these controls are structurally

mismatched to AI-generated precision phishing

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Assessing and improving detection capability before incidents occur

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), NIST AU-2 (Event Logging)

Compensating: Export your SEG (Secure Email Gateway) rule configuration to a text file and manually annotate each

rule as volume-dependent, signature-dependent, or behavioral. Flag any rule whose logic relies on send-rate

thresholds or keyword/grammar scoring. Document gaps in a simple risk register spreadsheet. Two-person team can

complete this in a half-day using vendor admin consoles (Proofpoint TAP, Mimecast policy editor, Microsoft Defender
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for Office 365 Explorer) without SIEM access.

Evidence: No live-state alteration occurs in this step. Preserve SEG configuration exports, policy snapshots, and

current detection rule baselines as timestamped artifacts before any tuning begins — these establish the

pre-remediation posture and are required for post-incident review under NIST 800-61r3 §4.

Step 2: Review controls — verify MFA enforcement for all externally-exposed applications (CIS 6.3) and for

remote network access (CIS 6.4); MFA remains the most reliable control against credential-harvesting

phishing outcomes regardless of lure quality

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Hardening authentication posture to reduce phishing blast radius before

compromise occurs

Controls: CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network

Access), NIST AC-7 (Unsuccessful Logon Attempts), NIST AC-17 (Remote Access)

Compensating: Run `Get-MsolUser -All | Where-Object { $_.StrongAuthenticationRequirements.Count -eq 0 }` in

Microsoft 365 PowerShell (MSOnline module) to enumerate accounts without MFA enforced. For non-Microsoft

environments, export IdP user lists and cross-reference against MFA enrollment reports in your identity provider admin

console. Flag service accounts and shared mailboxes separately — these are frequent targets in precision phishing

chains and are often MFA-exempt by default.

Evidence: No live-state alteration in this step. Before making any MFA policy changes, export current Conditional

Access policies (Azure AD: `Get-AzureADMSConditionalAccessPolicy`) and IdP MFA enrollment reports as baseline

snapshots. These document pre-change posture and support change management if a policy adjustment triggers

authentication failures.

Step 3: Require MFA for administrative access (CIS 6.5) specifically — precision spearphishing

disproportionately targets privileged users whose credentials carry higher blast radius if compromised

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Reducing privileged credential exposure as a pre-incident hardening

measure against targeted spearphishing

Controls: CIS 6.5 (Require MFA for Administrative Access), NIST AC-6 (Least Privilege), NIST AC-5 (Separation of

Duties)

Compensating: Enumerate privileged accounts using `net localgroup administrators` on Windows endpoints or

`getent group sudo` on Linux hosts. Cross-reference against your IdP admin role assignments. For Microsoft 365, run

`Get-MsolRoleMember -RoleObjectId ` to list all Global Admin accounts, then verify each has MFA enforced. Maintain

a privileged account inventory in a spreadsheet updated monthly — AI-assisted spearphishing campaigns routinely

conduct LinkedIn and public source OSINT to identify named admins before crafting lures.

Evidence: No live-state alteration in this step. Before enforcing or modifying MFA policies on privileged accounts,

capture current role membership exports and Conditional Access policy states. If a privileged account is later found to

have been phished, these snapshots establish whether MFA was active at time of compromise — a critical forensic

data point for incident scoping.

Step 4: Evaluate behavioral and contextual email analysis capabilities — move beyond signature-based

gateway controls toward solutions that analyze sender behavior, communication graph anomalies, and link

context at render time rather than at send time

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Upgrading detection tooling to match adversary capability shift from

volume-based to AI-precision phishing

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), CIS 7.1 (Establish and Maintain a Vulnerability

Management Process)

Compensating: Deploy Microsoft Defender for Office 365 Safe Links (available in M365 Business Premium and

above) to enable render-time URL detonation rather than send-time URL scanning. For budget-constrained
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environments, configure free URLScan.io API integration with your email gateway to submit all clicked links for

sandbox detonation. Review Microsoft 365 Message Trace logs in the Security & Compliance Center to identify

senders communicating with recipients for the first time — first-contact anomalies are a reliable behavioral indicator for

AI-crafted spearphishing that bypasses grammar-based filters.

Evidence: No live-state alteration in this step. Document current email gateway capabilities and detection coverage

gaps before making architectural changes. Preserve a sample of recent delivered-but-suspicious emails (including full

headers, DKIM/DMARC results, and original HTML source) as baseline examples — these serve as calibration data

when evaluating behavioral analysis tools and as reference artifacts if a prior precision phishing message is later

identified as malicious.

Step 5: Update threat model — formally incorporate the AI-assisted precision phishing pattern (T1566,

T1566.001, T1566.002, T1534, T1598) into your threat register and adjust detection engineering priorities

accordingly

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Updating threat model and detection engineering priorities based on

emerging adversary technique evolution

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a

Remediation Process)

Compensating: Document the MITRE ATT&CK techniques for AI-assisted precision phishing (Spearphishing

Attachment, Spearphishing Link, Internal Spearphishing, Spearphishing via Service) in a free threat register template

(CISA provides a downloadable Risk Register template). Write or adapt Sigma rules targeting behavioral phishing

indicators — the SigmaHQ repository contains community Sigma rules for phishing detection (e.g.,

`win_susp_outlook_child_process.yml`) that can be deployed against Windows Event Logs without a commercial SIEM

using Chainsaw or Hayabusa on collected log files.

Evidence: No live-state alteration in this step. Capture the current state of your threat register and active detection

rules before updating. If a precision phishing incident later occurs, the pre-update threat model documents whether the

technique was a known gap — this is relevant for both post-incident review (NIST 800-61r3 §4) and potential regulatory

reporting contexts.

Step 6: Conduct targeted user awareness exercises — simulate AI-quality spearphishing lures in phishing

simulation programs; legacy simulation templates with obvious grammatical errors no longer reflect current

adversary capability

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Training and simulation exercises calibrated to current adversary

capability

Controls: CIS 5.1 (Establish and Maintain an Inventory of Accounts)

Compensating: Use GoPhish (free, open-source) to build and deliver phishing simulations. Construct lure templates

using contextually accurate content — mimic real vendor invoices, internal IT notifications with correct branding, or

plausible calendar invite links rather than generic 'click here to reset your password' formats. Prioritize simulation

targeting for privileged users and executives identified in Step 3, as AI-assisted adversaries specifically conduct OSINT

on named targets before crafting lures. Track click rates and credential submission rates per department in GoPhish's

built-in reporting to measure awareness gaps.

Evidence: No live-state alteration in this step. Maintain simulation campaign records including template content, target

lists, and click/submission metrics as training program artifacts. These records document your awareness program

maturity and serve as evidence of reasonable security measures in the event of a regulatory inquiry following a

successful phishing compromise.

Step 7: Review audit logging coverage (CIS 8.2, NIST AU-2) for email systems — ensure mail delivery events,

link-click telemetry, and attachment execution events are captured and feeding SIEM or detection pipelines

NIST Phase: Detection Analysis



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-STY-2026-0192
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-06-12 07:03 UTC Page 6SCC-STY-2026-0192

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Ensuring log coverage and telemetry completeness for

email-delivered threats

Controls: CIS 8.2 (Collect Audit Logs), NIST AU-2 (Event Logging), NIST AU-3 (Content of Audit Records), NIST AU-9

(Protection of Audit Information)

Compensating: In Microsoft 365, verify Unified Audit Log (UAL) is enabled via `Get-AdminAuditLogConfig |

Select-Object UnifiedAuditLogIngestionEnabled` in Exchange Online PowerShell. Enable Safe Links click telemetry

and set `TrackClicks = $true` in the Safe Links policy. For on-premises Exchange, confirm transport log retention at

`$ExchangeInstallPath\TransportRoles\Logs\` covers at least 90 days. Export UAL records for the past 30 days filtered

on `MailboxLogin`, `FileDownloaded`, and `Send` operations using `Search-UnifiedAuditLog` to verify email-related

events are being captured before the next incident occurs.

Evidence: No live-state alteration in this step. Document current log coverage gaps before remediation — specifically

note whether Safe Links click telemetry, mail delivery events (including SMTP headers and routing hops), and

attachment open/execution events are present. Gaps in this telemetry are the primary forensic blind spot that makes

AI-precision phishing difficult to reconstruct post-incident: without click telemetry, you cannot determine when a

credential-harvesting link was visited or from which device.

Step 8: Communicate findings — brief leadership that declining phishing volume is not a positive indicator;

reframe the risk narrative around per-message success probability rather than campaign count

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Lessons learned communication and threat model updates

shared with leadership and stakeholders

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting)

Compensating: Prepare a one-page executive brief using publicly available data points: reference the CISA

#StopRansomware advisories and industry reporting on AI-assisted phishing (Proofpoint State of the Phish, APWG

Phishing Activity Trends Report) to anchor the narrative in third-party evidence rather than internal metrics alone.

Present a side-by-side comparison: historical phishing volume trend (declining) versus simulated click rate from Step 6

exercises (likely flat or rising for high-quality lures). This reframe shifts the leadership conversation from 'volume is

down, we are safer' to 'per-message success probability is rising, our controls must evolve.'

Evidence: No live-state alteration in this step. Collect and preserve the supporting data used in leadership briefings —

simulation click-rate data from Step 6, SEG detection gap findings from Step 1, and current MFA coverage metrics

from Steps 2 and 3. These become the documented baseline against which future program maturity is measured, and

they constitute the organizational record of risk awareness communication required under NIST 800-61r3 §4

lessons-learned documentation.

Detection Guidance

Traditional phishing detection logic must be recalibrated for this threat pattern. Volume-based anomaly detection

and bulk-send signature rules will not fire on precision campaigns. Recommended detection focus areas:

1. Behavioral and graph anomalies: Hunt for email from external domains that mimic internal sender naming

conventions, domains registered within the past 30-90 days communicating with high-value users, and

first-contact senders with no prior communication history targeting executives or finance roles (NIST AU-6).

2. Link and attachment telemetry: Monitor for URL clicks that redirect through multiple hops before landing on a

credential-capture page, and for documents that trigger child process creation (T1204.001, T1204.002). Log

review should prioritize endpoint telemetry from email client processes.

3. Internal spearphishing indicators (T1534): Once an account is compromised, adversaries may pivot to internal

spearphishing using the victim's own mailbox. Anomalous send volume from a single internal account, unusual

recipient lists, or messages sent outside normal business hours from a given user are behavioral signals worth

alerting on (NIST AU-6, D3-LAM).
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4. Credential harvesting follow-on: Watch for authentication events from unexpected geographies or devices

immediately following a phishing simulation failure or a reported suspicious email (NIST AC-7, D3-CRO).

5. AI content fingerprinting: Monitor vendor threat intelligence feeds (Proofpoint, Mimecast, Microsoft Defender

for Office 365) for updated signatures targeting AI-generated phishing patterns. Validate against your deployed

email security stack before deploying new detection rules.

6. Audit log gaps: Confirm logging is enabled across all email infrastructure per CIS Controls v8 8.2 and NIST

AU-2. Detection coverage is meaningless if mail delivery and link-click events are not being captured.

Framework Mappings

MITRE-ATTACK

• T1566 — Phishing

• T1204.001 — Malicious Link

• T1204.002 — Malicious File

• T1534 — Internal Spearphishing

• T1566.002 — Spearphishing Link

• T1598 — Phishing for Information

• T1566.001 — Spearphishing Attachment

NIST-800-53R5

• AT-2 — Literacy Training and Awareness

• CA-7 — Continuous Monitoring

• SC-7 — Boundary Protection

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• SI-8 — Spam Protection

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

CIS-V8

• 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

• 8.2 — Collect Audit Logs

HIPAA-SECURITY

• 164.308(a)(5)(i) — Security Awareness and Training

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic

T1566 Phishing Initial-Access

T1204.001 Malicious Link Execution

T1204.002 Malicious File Execution

T1534 Internal Spearphishing Lateral-Movement

T1566.002 Spearphishing Link Initial-Access

T1598 Phishing for Information Reconnaissance

T1566.001 Spearphishing Attachment Initial-Access

Sources

Source URL Tier

Security News https://www.darkreading.com/cybersecurity-analytics/phishing-volume... T3

Amazon Linux Security
Center - CVE List

https://explore.alas.aws.amazon.com/ T3

Known Exploited
Vulnerabilities Catalog -
CISA

https://www.cisa.gov/known-exploited-vulnerabilities-catalog T1

Software vendor refuses
to fix security
vulnerability - what to
do?

https://security.stackexchange.com/questions/264626/software-vendor... T3

CVSS v3.1 Specification
Document

https://www.first.org/cvss/v3.1/specification-document T3
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