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I Executive Summary

Microsoft's VS Code 1.123 introduces a mandatory two-hour delay before third-party extensions
auto-update, closing a silent propagation window that attackers have exploited to push malicious code
directly to developer workstations. This control reflects a maturing industry consensus: npm, pnpm, Yarn,
Bun, and RubyGems have each adopted similar minimum-age mechanisms, signaling that time-based
installation delays are becoming a baseline expectation in developer toolchain security. The shift matters
strategically because developer environments are now a primary entry point for supply chain attacks, as
illustrated by Microsoft's May 2026 disclosure of 33 malicious npm packages designed to profile
developer systems through dependency confusion.

I Technical Analysis

Software supply chain attacks targeting developer tooling have followed a consistent pattern: compromise or
hijack a trusted package or extension, publish a malicious version, and rely on auto-update mechanisms to
silently propagate the payload before defenders can respond. VS Code's extension marketplace has been a
viable attack surface under this model. A threat actor controlling a popular extension, whether through account
compromise, typosquatting, or dependency confusion, could push a backdoored update that lands on thousands
of developer workstations within minutes of publication, with no user interaction required.

VS Code 1.123 disrupts this timing advantage. By enforcing a two-hour minimum delay before extensions
auto-update, Microsoft creates a detection window during which malicious versions can be identified, reported,
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and pulled from the marketplace before reaching the majority of users. This mirrors the minimum-age controls
adopted by npm, pnpm, Yarn, Bun, and RubyGems (documented in community best-practices resources), each
of which introduced similar delays to interrupt the same propagation dynamic.

The MITRE ATT&CK techniques directly relevant here include T1176 (Browser Extensions, applicable by
analogy to IDE extensions), T1195.001 and T1195.002 (Compromise Software Dependencies and Development
Tools, covering both the dependency confusion vector and direct tooling compromise), T1554 (Compromise
Client Software Binary), and T1072 (Software Deployment Tools, covering scenarios where extension or
package managers are weaponized for lateral spread). CWE-494 (Download of Code Without Integrity Check)
and CWE-829 (Inclusion of Functionality from Untrusted Control Sphere) describe the underlying weakness
class this delay partially mitigates.

Microsoft's May 2026 security disclosure documented 33 malicious npm packages that abused dependency
confusion, a technique where an attacker publishes a public package with the same name as an internal private
dependency, exploiting resolution order to substitute a malicious version. Those packages were designed to
profile developer environments, suggesting reconnaissance intent consistent with a staged supply chain
intrusion rather than opportunistic malware distribution.

The industry-wide adoption of delay-based controls represents a pragmatic, low-friction defense. It does not
prevent a compromised package from being published, nor does it verify integrity cryptographically. It buys time.
For that window to be useful, the ecosystem must have active monitoring, abuse reporting pipelines, and
responsive takedown processes, capabilities that vary significantly across registries. Organizations that treat
this delay as a complete solution rather than one layer in a broader DevSecOps posture will remain exposed.

I Action Checklist

1. Step 1: Assess exposure, audit all developer workstations and CI/CD pipelines for VS Code extension
auto-update settings; confirm whether VS Code 1.123 is deployed and whether the two-hour delay is
active across the fleet (NIST CM-6, CIS 2.2)

2. Step 2: Review controls, verify that JavaScript package managers (npm, pnpm, Yarn, Bun) and Ruby's
Bundler/RubyGems are configured to enforce minimum-age or quarantine policies where available;
document any package managers running without delay controls (NIST CM-7, CIS 2.3)

3. Step 3: Enforce software inventory and integrity, maintain a current inventory of VS Code extensions
and package dependencies across developer environments; flag any unsigned or unverified extensions
and apply allowlist controls where feasible (NIST CM-8, CIS 2.1; D3-FMBYV for file magic byte verification
of downloaded artifacts)

4. Step 4: Audit CI/CD pipeline trust boundaries, review whether build pipelines inherit developer
workstation extension trust or consume packages directly from public registries without a private mirror or
lockfile enforcement; dependency confusion is a pipeline risk, not only a workstation risk (NIST SA-12, CIS
4.6; D3-SFA for monitoring build configuration files)

5. Step 5: Update threat model, add T1195.001, T1195.002, and T1176 to your threat register with explicit
references to developer tooling as a target surface; document the dependency confusion technique
(MITRE ATT&CK T1195.002) as an active threat given the May 2026 Microsoft disclosure

6. Step 6: Monitor for malicious extension or package indicators, subscribe to VS Code Marketplace
security advisories and npm security advisories; configure alerting for newly published versions of
extensions or packages in your approved inventory that arrive during off-hours or from unexpected
publisher accounts (NIST SI-4, AU-6; monitor developer system accounts and process activity for
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anomalies)

7. Step 7: Communicate findings, brief DevSecOps leads and engineering managers on the dependency
confusion threat pattern with specific reference to the Microsoft May 2026 npm disclosure; frame the VS
Code delay as one layer, not a complete control

I IR/ Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent and engage IR leadership immediately if Sysmon or filesystem monitoring
detects a VS Code extension update or npm package resolution that (1) was not present in
the approved inventory, (2) contains obfuscated JavaScript in its bundle files, or (3) resolves
from a registry host other than marketplace.visualstudio.com or registry.npmjs.org — any of
these conditions indicates potential active supply chain poisoning rather than a configuration
gap.

Recovery Notes After enforcing extension allowlists and minimum-age package policies, re-image or rebuild
any developer workstation where an unapproved or unverifiable extension was found
installed, rather than attempting in-place removal, because VS Code extension bundles can
persist activation hooks in user profile data outside the extensions directory. Monitor the
“~/.vscode/extensions/" directory and "node_modules/" trees on affected systems for at least
30 days post-remediation using Sysmon Event ID 11 alerting to detect re-introduction via
developer workflow bypass. Verify CI/CD pipeline build artifact integrity by re-running builds
against pinned lockfiles on a clean runner and comparing output hashes against pre-incident
build artifacts.

Forensic Artifacts VS Code extension directory contents at "“%USERPROFILE%\.vscode\extensions\’
(Windows) or “~/.vscode/extensions/" (Linux/macOS) — specifically the “package.json’
manifest and JavaScript bundle files ("out/", “dist/") of any extension updated within 48 hours
of the audit, which would contain injected malicious code in a supply chain poisoning scenario
| VS Code extension °___metadata’ fields embedded in each extension's “package.json” — the
“publishedAt” and ‘updatedAt’ timestamps from the Marketplace metadata reveal whether an
extension version was published during off-hours or from an account not matching the
historical publisher identity | npm “package-lock.json™ and "node_modules/.package-lock.json
integrity hash fields — in a dependency confusion attack (T1195.002), the resolved package
tarball hash will not match the organization's internally published version, producing a
detectable hash mismatch against the private registry manifest | Sysmon Event ID 11
(FileCreate) logs from developer workstations filtered to the VS Code extensions path and
‘node_modules/" directories — timestamps establish exactly when a malicious extension or
package was written to disk relative to marketplace publish events and business hours |
Network proxy or DNS logs showing outbound connections to “marketplace.visualstudio.com®,
*.gallerycdn.vsassets.io” (VS Code extension CDN), and “registry.npmjs.org” from developer
workstations and CI runners — anomalous resolution of internal package names against the
public npm registry is the primary network-layer indicator of a dependency confusion attempt

Per-Action IR Details

Step 1: Assess exposure — audit all developer workstations and CI/CD pipelines for VS Code extension
auto-update settings; confirm whether VS Code 1.123 is deployed and whether the two-hour delay is active
across the fleet (NIST CM-6, CIS 2.2)

NIST Phase: Preparation
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Reference: NIST 800-61r3 §2 — Preparation: establishing baseline asset and configuration visibility before an incident
occurs

Controls: CIS 2.2 (IG1/IG2/IG3) — Ensure Authorized Software is Currently Supported

Compensating: Run “code --version® remotely via PowerShell Invoke-Command or Ansible ad-hoc to enumerate VS
Code versions fleet-wide; cross-reference against 1.123 threshold. Query the VS Code user settings file
(%APPDATA%\Code\User\settings.json™ on Windows, "~/.config/Code/User/settings.json" on Linux) for
“extensions.autoUpdate™ and “extensions.autoCheckUpdates values using a find+grep sweep: “find / -path
"*/Code/User/settings.json' -exec grep - '‘autoUpdate’ {} \;". For CI/CD nodes, check Dockerfile layers or runner base
images for VS Code Server installations.

Evidence: Capture the contents of each developer's “settings.json™ before any remediation to document pre-existing
auto-update posture; snapshot the VS Code extension directory (%USERPROFILE%\.vscode\extensions\" on
Windows, “~/.vscode/extensions/" on Linux/macOS) including file metadata (created/modified timestamps) to establish
a baseline for later comparison if a malicious extension is suspected.

Step 2: Review controls — verify that JavaScript package managers (npm, pnpm, Yarn, Bun) and Ruby's
Bundler/RubyGems are configured to enforce minimum-age or quarantine policies where available; document
any package managers running without delay controls (NIST CM-7, CIS 2.3)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: identifying gaps in preventive controls before supply chain poisoning
reaches production

Controls: CIS 2.3 (IG1/IG2/IG3) — Address Unauthorized Software

Compensating: Audit npm config with “npm config list --json™ on each developer workstation and CI runner, checking
for “prefer-offline’, lockfile enforcement ("--frozen-lockfile™ in Yarn/pnpm), and registry settings pointing to an internal
mirror. For Bundler, inspect ".bundle/config® and “Gemfile.lock™ for source pinning. Document all package managers
lacking minimum-age enforcement in a shared spreadsheet, noting runtime environment (workstation vs. CI runner)
and whether a lockfile is committed to the repository.

Evidence: Preserve current “package-lock.json’, “yarn.lock’, ‘pnpm-lock.yaml’, and “Gemfile.lock™ files with
cryptographic checksums (sha256sum) before any configuration changes; these lockfiles serve as a pre-remediation
integrity baseline and will reveal injected dependency confusion packages if compared against registry metadata
post-incident.

Step 3: Enforce software inventory and integrity — maintain a current inventory of VS Code extensions and
package dependencies across developer environments; flag any unsigned or unverified extensions and apply
allowlist controls where feasible (NIST CM-8, CIS 2.1; D3-FMBYV for file magic byte verification of downloaded
artifacts)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: establishing software inventory as a detection prerequisite for identifying
unauthorized or tampered extensions and packages

Controls: CIS 2.1 (IG1/1G2/IG3) — Establish and Maintain a Software Inventory

Compensating: Generate a per-workstation extension inventory with “code --list-extensions --show-versions™ and
export to CSV; diff against an approved extension allowlist maintained in version control. For npm packages, run ‘npm
audit” and ‘npm Is --all --json’ to enumerate the full dependency tree including transitive dependencies. Use YARA
rules targeting known-malicious VS Code extension VSIX structures (malicious payloads commonly reside in the
extension's “extension/out/" or “extension/dist/" JavaScript bundles) to scan the extensions directory. Open-source
YARA rules for npm malware detection are available via the Reversing Labs and Socket.dev public rule sets —
validate any rule source before deployment.

Evidence: Before applying allowlist controls, collect the full VSIX package contents from “~/.vscode/extensions/.-/" for
any extension not present in the approved inventory; preserve the “package.json” manifest, all ".js* bundle files, and the
extension's “package.nls.json’ for static analysis. For npm, capture ‘node_modules/.package-lock.json™ which records
the exact resolved versions and integrity hashes of every installed package.
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Step 4: Audit CI/CD pipeline trust boundaries — review whether build pipelines inherit developer workstation
extension trust or consume packages directly from public registries without a private mirror or lockfile
enforcement; dependency confusion is a pipeline risk, not only a workstation risk (NIST SA-12, CIS 4.6;
D3-SFA for monitoring build configuration files)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: hardening the CI/CD attack surface that dependency confusion
(T1195.002) exploits when pipelines resolve packages from public registries before private mirrors

Controls: CIS 4.6 (IG1/1G2/1G3) — Securely Manage Enterprise Assets and Software

Compensating: Review every ".github/workflows/", ".gitlab-ci.ymlI’, “Jenkinsfile’, and equivalent pipeline definition file
for ‘npm install’ or "gem install” invocations that do not specify “--registry” pointing to a private mirror or use
“--frozen-lockfile’/"--ci” flags. Use grep: “grep -rE '(npm installlyarn installjgem install|bundle install)' .github/ Jenkinsfile*
--include="*.yml". Check GitHub Actions runner images for pre-installed VS Code Server extensions that may bypass
the new 1.123 delay. Document any pipeline that installs packages with a higher version number than what is pinned in
the committed lockfile, as this is the primary signal for a dependency confusion attempt.

Evidence: Capture pipeline execution logs (GitHub Actions logs, Jenkins build console output) for the 30 days prior to
audit, specifically filtering for any 'npm WARN" or resolution log lines showing a package resolved from
‘registry.npmjs.org” where an internal registry was expected; these logs may reveal prior dependency confusion
attempts that pre-date the policy review.

Step 5: Update threat model — add T1195.001, T1195.002, and T1176 to your threat register with explicit
references to developer tooling as a target surface; document the dependency confusion technique (MITRE
ATT&CK T1195.002) as an active threat given the May 2026 Microsoft disclosure

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: updating threat models and detection strategies based on
newly disclosed threat intelligence to improve preparedness

Compensating: Add T1195.001 (Compromise Software Dependencies and Development Tools), T1195.002
(Compromise Software Supply Chain), and T1176 (Browser Extensions — applicable by analogy to VS Code
extension marketplace abuse) to a threat register maintained in a shared markdown file or wiki. Link each technique to
the specific Microsoft May 2026 npm disclosure and the VS Code 1.123 release notes as supporting intelligence. Map
each technigue to your existing detection gaps identified in Steps 1-4 to prioritize compensating control deployment.
Evidence: No forensic preservation required at this step; this is a threat model update activity. However, retain the gap
documentation produced in Steps 1-4 as supporting evidence for the risk register entry, as it quantifies organizational
exposure to T1195.002 at the time of the disclosure.

Step 6: Monitor for malicious extension or package indicators — subscribe to VS Code Marketplace security
advisories and npm security advisories; configure alerting for newly published versions of extensions or
packages in your approved inventory that arrive during off-hours or from unexpected publisher accounts
(NIST SI-4, AU-6; D3-LAM for local account monitoring on developer systems)

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: monitoring for supply chain poisoning indicators specific to
VS Code extension and npm package update channels

Controls: AU-6 — Audit Record Review, Analysis, And Reporting

Compensating: Deploy Sysmon on developer workstations with a configuration that logs Event ID 11 (FileCreate)
targeting “~/.vscode/extensions/” and “node_modules/" directories, and Event ID 1 (ProcessCreate) for ‘node.exe" or
“npm.cmd” spawned outside business hours. Write a Sigma rule detecting VS Code extension updates (new
subdirectory creation under the extensions path) within two hours of a marketplace publish event — correlate
filesystem timestamps against the VS Code extension manifest °__metadata.publishedAt" field. For npm, use ‘npm
audit --json” on a nightly cron job and diff results against the prior day's output to surface newly flagged packages.
Subscribe to the GitHub Advisory Database RSS feed filtered by "'npm’ and “rubygems™ ecosystems as a zero-cost
advisory feed.
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Evidence: When an alert fires, immediately collect: the Sysmon Event ID 11 record showing the new extension
directory creation timestamp; the contents of "~/.vscode/extensions//package.json” including “publisher’, “version’, and
*__metadata’ fields; the npm “package-lock.json’ integrity hash for any newly resolved package; and the network
connection logs (Sysmon Event ID 3) showing the source IP from which the extension VSIX or npm tarball was
downloaded, to confirm whether it originated from the official Marketplace CDN or an unexpected host.

Step 7: Communicate findings — brief DevSecOps leads and engineering managers on the dependency
confusion threat pattern with specific reference to the Microsoft May 2026 npm disclosure; frame the VS Code
delay as one layer, not a complete control

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: sharing findings and lessons learned to improve organizational
security posture and developer awareness of supply chain risks

Compensating: Prepare a one-page brief covering: (1) the dependency confusion attack pattern (T1195.002) and how
public registry name squatting bypasses lockfiles when internal package names are guessed; (2) the specific Microsoft
May 2026 npm disclosure as a concrete recent example; (3) the VS Code 1.123 two-hour delay as a detection window,
not a prevention control — a malicious extension already published and aged past two hours still auto-updates; (4) the
gap inventory from Steps 1-4 with a prioritized remediation timeline. Distribute via engineering all-hands or async
written brief — no specialized tooling required.

Evidence: No forensic preservation required; attach the gap inventory documentation and the lockfile integrity
checksums captured in Steps 2—3 as supporting appendices to the brief to provide concrete organizational context for
the risk discussion.

I Detection Guidance

Detection for supply chain poisoning through developer tooling focuses on three surfaces: extension/package
installation events, process execution anomalies on developer workstations, and CI/CD pipeline behavior.

Extension and package events: Monitor VS Code extension update logs for version changes on high-privilege or
widely installed extensions. Flag any extension update that occurs within the two-hour delay window if your
tooling surfaces that detail. For npm and other package managers, review lockfile changes in version control,
specifically unexpected version bumps or new transitive dependencies added outside of a sprint cycle. Lockfile
drift without an accompanying dependency update PR is a meaningful signal.

Process execution on developer workstations: Malicious extensions or packages executing reconnaissance (as
described in the Microsoft May 2026 dependency confusion disclosure) will typically invoke system enumeration
commands. Hunt for unexpected spawning of network enumeration, environment variable enumeration, or
credential access tooling from IDE processes (e.g., code.exe or node.exe spawning unexpected child
processes). NIST SI-4 (System Monitoring) and AU-2 (Event Logging) provide the control framework; CIS 8.2
(Collect Audit Logs) establishes the baseline logging requirement.

CI/CD pipeline anomalies: Watch for package resolution pulling from public registries when an internal mirror is
configured, unexpected package names that shadow internal dependencies (dependency confusion signature),
and build steps that introduce new network egress destinations. D3-SFA (System File Analysis) applied to build
configuration files and package manifests can surface tampering.

Policy gaps to audit: Confirm that VS Code's extension auto-update delay is enforced via policy rather than
relying on developer-managed settings. Verify that package manager lockfiles are committed and enforced in ClI
(npm ci rather than npm install). Check whether any developer workstations have VS Code extensions installed
from outside the official marketplace.
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I Indicators of Compromise

Type Value Context Confidence
URL Pending —refer to Microsoft's disclosure of 33 malicious LOW
Mcrosoft Security Bl og npm packages abusing dependency
(May 29, 2026) for confusion referenced specific package

publ i shed indicators names and behavioral indicators; actual

package names and hashes were
published in the source report at https://
www.microsoft.com/en-us/security/blog/
2026/05/29/33-malicious-npm-packages
-abuse-dependency-confusion-profile-de
veloper-environments/

I Framework Mappings

MITRE-ATTACK

e T1554 — Compromise Host Software Binary

e T1176 — Software Extensions

e T1195.002 — Compromise Software Supply Chain

e T1195.001 — Compromise Software Dependencies and Development Tools

e T1059 — Command and Scripting Interpreter

e T1072 — Software Deployment Tools
NIST-800-53R5

¢ CM-7 — Least Functionality

¢ SA-9 — External System Services

¢ SR-3 — Supply Chain Controls and Processes

e SI-7 — Software, Firmware, and Information Integrity

e SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

¢ CM-3 — Configuration Change Control

¢ SR-2 — Supply Chain Risk Management Plan

OWASP-TOP10-2021
* A08:2021 — Software and Data Integrity Failures
CIS-v8

e 2.5 — Allowlist Authorized Software
e 2.6 — Allowlist Authorized Libraries
e 15.1 — Establish and Maintain an Inventory of Service Providers

e 8.2 — Collect Audit Logs
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NIST-CSF-2
¢ GV.SC-01 — Cybersecurity supply chain risk management program
e DE.CM-01 — Networks and network services are monitored
ISO-27001-2022
¢ A.5.21 — Managing information security in the ICT supply chain
SOC2-TSC
e CC9.2 — Manages risks associated with vendors and business partners
I MITRE ATT&CK Mapping
Technique ID Technique Name Tactic
T1554 Compromise Host Software Binary Persistence
T1176 Software Extensions Persistence
T1195. 002 Compromise Software Supply Chain Initial-Access
T1195. 001 Compromise Software Dependencies and Initial-Access
Development Tools
T1059 Command and Scripting Interpreter Execution
T1072 Software Deployment Tools Execution
I Sources
Source URL Tier
Security News https://thehackernews.com/2026/06/vs-code-adds-2-hour-extension-aut... T3
A Backend Developer's https://medium.com/@jagtaprathmesh19/new-year-new-skills-a-backend-... T3
Honest Guide to npm vs
pnpm vs Yarn vs Bun
Collection of npm https://github.com/lirantal/npm-security-best-practices T3
package manager
Security Best Practices
- GitHub
npm, pnpm, vit, and Bun https://www.linkedin.com/posts/saykoiiiii_%F0%9D%97%AA%F0%9D%97 T3
zero-day vulnerabilities %B2%...
discovered - LinkedIn
Malicious npm https://www.microsoft.com/en-us/security/blog/2026/05/29/33-malicio... T1
packages abuse
dependency confusion
to ... - Microsoft
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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