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Executive Summary

Cisco has disclosed that it used AI-assisted tooling to scan approximately 1.8 billion lines of code across

more than 25 programming languages, compressing what it estimates as 8 years of manual security

research into roughly 8 weeks. The announcement signals a structural shift in how large enterprises can

approach legacy code auditing, latent vulnerability discovery, and security debt reduction at scale. For

CISOs, this is a leading indicator that AI-augmented code review will move from experimental to

expected, raising the bar on what constitutes adequate security assurance for organizations maintaining

large or polyglot codebases.

Technical Analysis

Cisco's disclosure describes an AI-assisted security review operation that processed approximately 1.8 billion

lines of code spanning more than 25 programming languages. The core technical claim is a compression of

effort: work estimated to require 8 years of manual researcher time was completed in approximately 8 weeks.

This implies the AI tooling was applied to static analysis, pattern recognition across language boundaries, or

some combination of automated triage and human-in-the-loop validation, though Cisco has not publicly specified

the exact methodology in the source material available for this session.

The significance for security operations lies in what this scale of review makes possible. Legacy codebases

accumulate security debt across years of development, with latent vulnerabilities that manual review teams

never reach due to resource constraints. A polyglot codebase, one spanning C, C++, Python, Go, Java, and

other languages simultaneously, compounds the challenge, because security researchers typically specialize in

one or a few languages. AI tooling that normalizes analysis across language boundaries addresses a structural

gap that no amount of manual hiring fully closes.
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Several implications follow for the broader industry. First, the effort-compression ratio Cisco describes, if

validated, would make previously uneconomic security reviews economically viable for large organizations.

Second, the disclosure creates implicit competitive and regulatory pressure: if a peer organization has reviewed

1.8 billion lines in 8 weeks, 'we did not have the resources to audit that codebase' becomes a weaker risk

justification. Third, AI-assisted review introduces its own assurance questions, false negative rates, coverage

gaps by language or code pattern, and the degree of human validation applied to AI findings all determine

whether the output represents genuine risk reduction or reviewed-but-not-validated volume.

**Source Note:** The underlying Cisco publication has not been independently verified against a confirmed

primary Cisco source URL in this session. The data originates from a search-grounded discovery result. The

claims are internally consistent with Cisco's known research capabilities and publicly documented AI security

initiatives, but the specific figures should be treated as reported rather than independently confirmed until a

primary source is located.

Action Checklist

1. Step 1: Assess exposure. This story does not affect an external Cisco product; no direct patch or

mitigation action is required for Cisco customers. The relevant question is whether your own organization

maintains large, legacy, or polyglot codebases with unreviewed security debt.

2. Step 2: Review your code security posture. Inventory the languages, age, and last security review date

of your critical internal codebases. Identify where AI-assisted static analysis tooling (e.g., Semgrep,

CodeQL, or vendor SAST tools) is not yet deployed. Reference CIS 2.1 (Establish and Maintain a

Software Inventory) as a starting baseline.

3. Step 3: Evaluate AI-assisted SAST tooling. Assess whether current static analysis coverage matches

the language diversity of your codebase. Multi-language or AI-augmented tools may close coverage gaps

that language-specific tools leave open. Map this effort against CIS Controls 2.1 and 7.1. Note: current

frameworks do not yet include explicit guidance on AI-assisted SAST validation; use independent SAST

assessment criteria (coverage by language, false negative rates, human triage process) as a proxy until

frameworks evolve.

4. Step 4: Update your vulnerability management process. Incorporate 'AI-assisted bulk code review

findings' as a category in your remediation process. Reference CIS 7.1 (Establish and Maintain a

Vulnerability Management Process) and CIS 7.2 (Establish and Maintain a Remediation Process) for

process structure.

5. Step 5: Brief leadership on the competitive and regulatory signal. Frame this not as a Cisco incident but

as an industry benchmark event. If regulators or auditors begin asking whether organizations have applied

AI-assisted review to legacy codebases, the answer should be ready. Track Cisco's follow-on publications

for methodology details and benchmark data.

IR / Forensic Enrichment

Triage Priority DEFERRED
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Escalation Criteria Escalate from deferred to standard priority only if a regulatory body (SEC, FTC,
sector-specific regulator) issues formal guidance requiring demonstration of AI-assisted or
comprehensive legacy code review, or if an internal SAST scan triggered by this initiative
surfaces a critical-severity finding (CVSS 9.0+) in a production system handling PII, PHI, or
cardholder data requiring breach notification assessment.

Recovery Notes No active incident recovery applies — this is a strategic posture event, not a breach or
exploitation scenario. Post-assessment, verify that any SAST tooling deployed as a result of
this initiative is integrated into CI/CD pipelines so findings are gated before code reaches
production, preventing re-accumulation of the security debt Cisco's disclosure highlights.
Monitor the first 90 days of AI-assisted scan output to calibrate false-positive rates and adjust
rule suppression before expanding scope to additional repositories, ensuring the team is not
overwhelmed by finding volume.

Forensic Artifacts Repository age and language inventory export ('cloc --json' output per repository) —
establishes the scope of unreviewed code prior to any AI-assisted scan initiative, specific to
quantifying your organization's equivalent of Cisco's disclosed 1.8B-line review backlog |
CI/CD pipeline configuration snapshots (.github/workflows/*.yml, Jenkinsfile, .gitlab-ci.yml) —
documents which codebases had SAST gates before the Cisco disclosure prompted action,
relevant to demonstrating pre-existing coverage vs. gaps addressed post-disclosure | SAST
tool output in SARIF or JSON format from proof-of-concept runs
(semgrep_poc_YYYYMMDD.json, codeql .sarif files) — the primary artifact class that
AI-assisted bulk code review produces, analogous to the finding corpus Cisco's 8-week effort
generated | Vulnerability management system snapshot pre- and post-process-update —
tracks which findings existed before the 'AI-SAST Bulk Review' category was formalized,
preventing retroactive reclassification that could distort metrics shown to auditors | Dated
leadership briefing record (meeting minutes or email with send timestamp referencing the
Cisco disclosure) — establishes organizational awareness date, which is the key audit artifact
if regulators later ask when and how the organization responded to the AI-assisted code
review benchmark signal

Per-Action IR Details

Step 1: Assess exposure — this story does not affect an external Cisco product; no direct patch or mitigation

action is required for Cisco customers. The relevant question is whether your own organization maintains

large, legacy, or polyglot codebases with unreviewed security debt.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: establishing IR capability and understanding the organization's risk

posture before incidents occur

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), CIS 2.2 (Ensure Authorized Software is

Currently Supported)

Compensating: Run 'find / -name "*.py" -o -name "*.c" -o -name "*.java" -o -name "*.go" 2>/dev/null | xargs -I{} git -C {}

log --format="%ai" -1 2>/dev/null' against your source repositories to identify files with no commit activity in 3+ years.

On Windows, use 'Get-ChildItem -Recurse -Include *.cs,*.cpp,*.java | Where-Object { $_.LastWriteTime -lt

(Get-Date).AddYears(-3) }' to surface stale code. This is achievable by a 2-person team in a single sprint with no

tooling budget.

Evidence: This step is pre-incident scoping, not forensic collection. Capture the current state as a baseline: export

repository age and language statistics using 'cloc --by-file --csv > codebase_baseline_YYYYMMDD.csv' (free,

cross-platform). Preserve this snapshot so future AI-assisted scan findings can be diffed against known pre-review

state. No incident-specific log artifacts apply — this is organizational posture assessment triggered by the Cisco

disclosure.



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-STY-2026-0171
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-06-06 18:47 UTC Page 4SCC-STY-2026-0171

Step 2: Review your code security posture — inventory the languages, age, and last security review date of

your critical internal codebases. Identify where AI-assisted static analysis tooling (e.g., Semgrep, CodeQL, or

vendor SAST tools) is not yet deployed. Reference CIS 2.1 (Establish and Maintain a Software Inventory) as a

starting baseline.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: acquiring tools and establishing processes necessary to support

incident handling, including identifying gaps in detection capability

Controls: NIST SI-2 (Flaw Remediation), NIST SI-4 (System Monitoring), CIS 2.1 (Establish and Maintain a Software

Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Use the free 'cloc' tool (https://github.com/AlDanial/cloc) to generate a language breakdown per

repository: 'cloc --vcs=git --json > lang_inventory.json'. Cross-reference against Semgrep's free community ruleset

(semgrep.dev/r) to identify which languages have published SAST rules and which do not. Produce a coverage gap

matrix in a spreadsheet: columns = languages found, rows = tools deployed, cells = covered/gap. No SIEM required.

Evidence: Before formalizing the inventory, snapshot current CI/CD pipeline configurations to document which

pipelines already have SAST gates and which do not — capture 'cat .github/workflows/*.yml' or equivalent

Jenkins/GitLab CI files. Also export any existing SAST tool configuration files (e.g., '.semgrep.yml', 'codeql-config.yml')

to establish what was and was not in scope before this review initiative began. These serve as audit evidence that the

gap assessment was conducted in response to the Cisco benchmark disclosure.

Step 3: Evaluate AI-assisted SAST tooling — assess whether current static analysis coverage matches the

language diversity of your codebase. Multi-language or AI-augmented tools may close coverage gaps that

language-specific tools leave open. No mapped control from the verified knowledge base directly addresses

AI-assisted review methodology.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: evaluating and acquiring tools that improve the organization's ability to

detect latent vulnerabilities before they become exploitable incidents

Controls: NIST SI-2 (Flaw Remediation), NIST SI-7 (Software, Firmware, And Information Integrity), CIS 7.1 (Establish

and Maintain a Vulnerability Management Process)

Compensating: Conduct a free proof-of-concept using Semgrep OSS ('pip install semgrep && semgrep --config=auto

/path/to/repo') against one high-risk legacy repository to quantify finding volume and false-positive rate before

committing to a vendor tool. For multi-language coverage validation, run CodeQL's free CLI ('codeql database create

mydb --language= && codeql database analyze mydb') on a secondary language your current SAST tool does not

support. Document results in a tool evaluation matrix comparing languages supported, finding categories, and

operational overhead for a 2-person team.

Evidence: This is a tooling evaluation step, not an active incident. Preserve tool evaluation outputs as audit artifacts:

save Semgrep JSON output ('semgrep --json --output=semgrep_poc_YYYYMMDD.json') and CodeQL SARIF output

for any proof-of-concept runs. These establish a pre-deployment finding baseline, which is critical for demonstrating to

auditors that findings identified post-tool-deployment were latent rather than newly introduced vulnerabilities.

Step 4: Update your vulnerability management process — incorporate 'AI-assisted bulk code review findings'

as a category in your remediation process. Reference CIS 7.1 (Establish and Maintain a Vulnerability

Management Process) and CIS 7.2 (Establish and Maintain a Remediation Process) for process structure.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: updating policies, processes, and playbooks in response to

lessons learned and new threat intelligence, here triggered by the Cisco AI-review benchmark disclosure

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-2 (Flaw Remediation), CIS 7.1

(Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation

Process)

Compensating: Create a dedicated finding category in your existing ticketing system (Jira, GitHub Issues, or even a

shared spreadsheet) labeled 'AI-SAST — Bulk Review' with mandatory fields: language, repository, rule ID, CVSS
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estimate, and remediation owner. Use a free CVSS calculator (NIST NVD CVSS calculator at nvd.nist.gov) to score

each finding cluster. Define SLA tiers in the process document: critical findings from AI review within 30 days, high

within 90 days, medium within one cycle, low tracked but not time-bound — mirroring CIS 7.2 risk-based remediation

guidance.

Evidence: Before updating the process, extract and preserve the current vulnerability management policy document

with its version number and last-review date. This establishes the pre-Cisco-disclosure baseline for audit purposes,

demonstrating that the process update was a proactive improvement rather than a reactive response to a breach. If

findings from initial SAST runs are already in the ticketing system, export a snapshot ('jira-cli issue list --project SEC

--jql "labels=SAST" --output json > sast_findings_pre_process_update.json') before the new category and SLA rules

are applied.

Step 5: Brief leadership on the competitive and regulatory signal — frame this not as a Cisco incident but as

an industry benchmark event. If regulators or auditors begin asking whether organizations have applied

AI-assisted review to legacy codebases, the answer should be ready. Track Cisco's follow-on publications for

methodology details and benchmark data.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: sharing intelligence with leadership and updating

organizational posture based on industry-level lessons learned, consistent with CSF [GV, ID] functions

Controls: NIST IR-6 (Incident Reporting), NIST IR-8 (Incident Response Plan), NIST SI-5 (Security Alerts, Advisories,

And Directives), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Prepare a one-page executive brief using Cisco's disclosure as the anchor data point: '1.8B lines, 25+

languages, 8 weeks vs. 8 estimated manual years.' Pull supporting regulatory signals from CISA's Secure by Design

guidance (cisa.gov/securebydesign) and any relevant sector-specific regulator communications. Set a free Google

Alert or RSS monitor on 'Cisco AI code review' and 'AI SAST regulatory' to track follow-on publications without a threat

intel platform subscription. Archive all follow-on Cisco publications to a shared drive folder with retrieval dates for audit

trail purposes.

Evidence: Capture and preserve the original Cisco disclosure source URL, publication date, and a PDF snapshot at

time of briefing — regulators and auditors may later ask when the organization became aware of this benchmark.

Maintain a dated record of the leadership briefing itself (meeting minutes, email summary, or slide deck with send

timestamp) as evidence that awareness was formally communicated and acknowledged. This documentation chain

supports demonstrating due diligence if a future audit questions the organization's response to the AI-assisted review

trend.

Detection Guidance

This story does not describe an attack, breach, or active campaign; there are no adversarial TTPs to hunt and

no indicators of compromise to monitor. Detection guidance is reframed here as an internal security assurance

audit.

Audit questions for security and engineering teams:

- Do your SAST and code review pipelines cover all languages present in production codebases? Gaps in

language coverage are the exact class of risk Cisco's effort was designed to address.

- Are AI-assisted or automated analysis tools generating findings that human reviewers are not triaging?

Unreviewed automated findings represent a false assurance problem; coverage numbers look good while real

vulnerabilities remain unvalidated.

- Is your audit logging sufficient to track code review activity and findings over time? Reference NIST AU-6

(Audit Record Review, Analysis, and Reporting) for the principle: review processes should themselves be

auditable.
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- For organizations using Cisco development tooling or products built on Cisco's codebase: monitor Cisco

Security Advisories at https://sec.cloudapps.cisco.com/security/center/publicationListing.x for any CVEs that

may be published downstream as a result of this review effort. The bulk review may surface vulnerabilities that

become public advisories.

Framework Mappings

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

NIST-800-53R5

• SI-4 — System Monitoring

CIS-V8

• 8.2 — Collect Audit Logs

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

Sources

Source URL Tier

gemini https://vertexaisearch.cloud.google.google.com/grounding-api-redire... T3

Cisco Security
Advisories

https://sec.cloudapps.cisco.com/security/center/publicationListing.x T3

Security Vulnerability
Policy

https://sec.cloudapps.cisco.com/security/center/resources/security_... T3

Cisco Vulnerability
Management (formerly
Kenna.VM)

https://www.cisco.com/site/us/en/products/security/vulnerability-ma... T3

CISA confirms
exploitation of 3 more
Cisco networking ...

https://www.cybersecuritydive.com/news/cisa-cisco-vulnerabilities-s... T3
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