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Executive Summary

OpenAI has introduced an optional 'Lockdown Mode' for ChatGPT that restricts outbound tool calls and

external connections, directly targeting prompt injection-based data exfiltration paths. OpenAI itself

acknowledges the control is incomplete, residual exfiltration risk remains even with Lockdown Mode

enabled, making this a partial mitigation, not a closed finding. For organizations that have integrated

ChatGPT into business workflows, this disclosure signals that AI-native attack surfaces require the same

structured risk evaluation applied to any third-party data processor: capability trade-offs must be weighed

against acknowledged, vendor-confirmed exposure.

Technical Analysis

Prompt injection remains one of the most consequential architectural risks in large language model

deployments, and OpenAI's Lockdown Mode represents the first native, user-facing control the company has

shipped specifically to address exfiltration paths enabled by this class of attack. The mechanism is

straightforward: malicious content embedded in documents, web pages, or third-party data processed within a

ChatGPT session can instruct the model to invoke tools, web browsing, code execution, API connectors, to

route sensitive session data to attacker-controlled destinations. This maps cleanly to MITRE ATT&CK T1041

(Exfiltration Over C2 Channel), T1567 (Exfiltration Over Web Service), and T1071 (Application Layer Protocol),

with the prompt injection delivery vector aligning to T1566 (Phishing) and T1190 (Exploit Public-Facing

Application) depending on how the malicious content reaches the session.
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Lockdown Mode addresses this by disabling outbound network calls available to the model's tool layer. In

practice, this means losing integrations, file connectors, browsing, third-party plugins, which is a significant

functional cost for teams using ChatGPT as an integrated workflow tool rather than a standalone chat interface.

The CWE mapping in the disclosure is instructive: CWE-77 (Command Injection) reflects the model's

susceptibility to instruction override; CWE-918 (SSRF) captures the server-side request path that tooling

enables; CWE-116 (Improper Encoding or Escaping of Output) points to the model's failure to sanitize

adversarial instruction content before acting on it; and CWE-200 (Exposure of Sensitive Information) is the

downstream consequence.

The acknowledged gap is the critical finding here. OpenAI does not claim Lockdown Mode eliminates prompt

injection, it reduces the exploitable surface by removing outbound tool invocation. Exfiltration via model output

itself (inducing the model to include sensitive data in a rendered response that a user then copies or shares, or

via in-context data leakage to subsequent conversation turns) remains possible. This is consistent with the

broader research consensus that prompt injection is an unsolved problem at the model level.

The tier structure of the rollout introduces a secondary concern. Lockdown Mode is documented for Free, Go,

Plus, Pro, and self-serve Business tiers. Enterprise tier status in the reviewed sources was not explicitly

confirmed; security teams evaluating ChatGPT Enterprise should verify directly with OpenAI whether Lockdown

Mode or equivalent outbound restriction controls are available and documented. Source material for this story is

primarily T3 (The Hacker News, Metomic, Reddit/r/cybersecurity) with one T1 source (OpenAI's pricing page).

Technical claims about the mode's behavior should be verified against OpenAI's official help documentation

before operationalizing.

Action Checklist

1. Step 1: Assess exposure, inventory all ChatGPT deployments across the organization, including

shadow IT usage; identify which tiers are in use (Free, Go, Plus, Pro, Business self-serve, or Enterprise)

and whether tool integrations are active. Reference CIS 1.1 (Establish and Maintain Detailed Enterprise

Asset Inventory) and CIS 2.1 (Establish and Maintain a Software Inventory).

2. Step 2: Evaluate Lockdown Mode trade-offs, for each deployment, document which tool integrations

and external connections are currently active, then assess whether disabling them (the cost of Lockdown

Mode) is operationally acceptable relative to the exfiltration surface reduction. This is a risk-acceptance

decision requiring business and security input jointly.

3. Step 3: Verify Enterprise tier controls, if your organization uses ChatGPT Enterprise, contact OpenAI

directly to confirm whether Lockdown Mode or equivalent outbound restriction controls are available and

documented; obtain written confirmation of the applicable controls and any limitations before treating

Enterprise as separately mitigated. Reference NIST AC-20 (Use of External Systems) as the governance

frame for third-party AI tool authorization.

4. Step 4: Classify data processed in ChatGPT sessions, apply CIS 3.2 (Establish and Maintain a Data

Inventory) to identify what sensitive data categories (PII, regulated data, IP, credentials) are entering

ChatGPT sessions. If sensitive data is present, Lockdown Mode or workflow redesign should be

prioritized.

5. Step 5: Update AI acceptable-use policy, incorporate prompt injection risk, Lockdown Mode availability,

and data classification requirements into your AI tool governance policy. Reference NIST AC-1 (Policy and

Procedures) as the control anchor. Communicate the functional constraints of Lockdown Mode to users

who rely on integrations.
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6. Step 6: Monitor for OpenAI follow-on disclosures, this is an acknowledged partial mitigation; OpenAI

may release updates, additional controls, or revised guidance. Track the OpenAI security and changelog

pages and set a 30-day review checkpoint.

7. Step 7: Brief leadership, frame the risk as a vendor-confirmed architectural limitation in a widely used AI

tool, not a speculative threat. Quantify the organizational exposure based on Step 4 findings. Reference

the specific MITRE techniques (T1041, T1567) to ground the briefing in documented adversary behavior.

IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent if Step 4 data classification identifies that PII, PHI, or regulated financial
data has been processed in ChatGPT sessions — at that point, prompt injection exfiltration
attempts may trigger breach notification obligations under GDPR, HIPAA, or applicable state
privacy law, and a formal incident determination is required before the 30-day vendor review
checkpoint.

Recovery Notes Because Lockdown Mode is a vendor-side configuration control rather than an eradicated
vulnerability, 'recovery' in this context means verifying that Lockdown Mode is enabled across
all in-scope ChatGPT tiers, that tool integrations have been reviewed and trimmed to
minimum necessary, and that the AI acceptable-use policy update from Step 5 has been
distributed and acknowledged. Monitor DNS/proxy egress logs for chat.openai.com over the
30 days following Lockdown Mode activation to detect any reversion to pre-change integration
usage patterns, which would indicate users are circumventing the control. Given OpenAI's
acknowledged residual risk, treat this as an ongoing monitoring posture rather than a closed
finding until a follow-on disclosure confirms the gap is closed.

Forensic Artifacts ChatGPT conversation export files (conversations.json) obtained via Settings > Data Controls
> Export Data for accounts on Plus/Pro/Business tiers — these contain verbatim prompt text
and reveal what sensitive data was submitted, establishing the scope of potential exfiltration
via prompt injection | Proxy or DNS egress logs for *.openai.com and *.oaistatic.com showing
POST requests to /backend-api/conversation — high-volume or anomalously large POST
bodies to this endpoint from a single user identity may indicate automated prompt injection
tooling rather than manual use | Browser history and local storage artifacts on managed
endpoints for chat.openai.com sessions — specifically localStorage keys prefixed with 'oai-' in
Chromium-based browsers, which may retain session context including tool integration state
and conversation identifiers | Network traffic captures (via Wireshark on the egress boundary)
filtering on TLS SNI fields matching openai.com subdomains — while content is encrypted,
connection timing, packet size distributions, and destination IP clustering can differentiate
normal conversational use from bulk exfiltration patterns consistent with T1567 (Exfiltration
Over Web Service) | SaaS audit logs or CASB policy enforcement logs for OpenAI API key
usage events — API key calls to api.openai.com/v1/chat/completions with tool_calls fields in
the request body indicate active tool integration usage that is in scope for the Lockdown Mode
control gap

Per-Action IR Details

Step 1: Assess exposure — inventory all ChatGPT deployments across the organization, including shadow IT

usage; identify which tiers are in use (Free, Go, Plus, Pro, Business self-serve, or Enterprise) and whether tool

integrations are active. Reference CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) and

CIS 2.1 (Establish and Maintain a Software Inventory).
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NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR capability requires knowing which systems and tools are

in active use before an incident occurs.

Controls: CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a

Software Inventory), CIS 2.2 (Ensure Authorized Software is Currently Supported)

Compensating: Run a browser extension inventory query via Group Policy (Chrome:

HKLM\SOFTWARE\Policies\Google\Chrome\ExtensionInstallAllowlist) to surface ChatGPT browser extensions. Query

DNS logs or proxy logs for chat.openai.com and api.openai.com domains using a one-liner: grep -E

'chat\.openai\.com|api\.openai\.com' /var/log/squid/access.log | awk '{print $3}' | sort | uniq -c. Cross-reference results

with HR onboarding records to identify departmental concentrations of shadow IT usage.

Evidence: Before scoping, preserve: (1) proxy/firewall egress logs showing connections to chat.openai.com,

api.openai.com, and *.openai.com for the past 90 days — these establish baseline usage and tier differentiation (API

key usage indicates Pro/Enterprise vs. browser-only sessions indicating Free/Plus); (2) SaaS discovery tool exports or

CASB logs if available, tagged to user identity; (3) browser history exports from managed endpoints for openai.com

domains.

Step 2: Evaluate Lockdown Mode trade-offs — for each deployment, document which tool integrations and

external connections are currently active, then assess whether disabling them (the cost of Lockdown Mode) is

operationally acceptable relative to the exfiltration surface reduction. This is a risk-acceptance decision

requiring business and security input jointly.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Risk-acceptance decisions and compensating control selection are

preparation-phase activities that shape the organization's posture before exploitation occurs.

Controls: AC-20 — Use Of External Systems, AC-4 — Information Flow Enforcement

Compensating: Document the trade-off analysis in a one-page risk register entry per deployment tier. For each active

tool integration (e.g., Zapier, browsing, code interpreter, DALL-E), capture: integration name, data types it can access,

and whether Lockdown Mode disables it. Use OpenAI's published ChatGPT feature matrix (verify at help.openai.com)

to confirm which integrations are blocked per tier. A two-person team can complete this using a shared spreadsheet

seeded from Step 1 inventory output.

Evidence: Capture the current ChatGPT settings state for each managed account before any configuration changes:

screenshot or export of Settings > Beta Features and Settings > Connected Apps showing which integrations are

authorized. This establishes a pre-change baseline and documents the attack surface that existed prior to Lockdown

Mode activation. Preserve these as dated artifacts in the risk register.

Step 3: Verify Enterprise tier controls — if your organization uses ChatGPT Enterprise, contact OpenAI

directly to confirm whether Lockdown Mode or equivalent outbound restriction controls exist; obtain written

documentation before treating Enterprise as separately mitigated. Reference NIST AC-20 (Use of External

Systems) as the governance frame for third-party AI tool authorization.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Third-party tool authorization and documented control verification are

preparation requirements under IR readiness; unverified vendor claims are not a substitute for written confirmation.

Controls: AC-20 — Use Of External Systems, AC-1 — Policy And Procedures

Compensating: Draft a formal written inquiry to OpenAI (security@openai.com or your Enterprise account manager)

using the following framing: 'Please confirm in writing whether ChatGPT Enterprise includes controls equivalent to

Lockdown Mode that restrict outbound tool calls and external connections, and whether residual exfiltration paths

acknowledged in your public disclosure apply to Enterprise tier.' Log the inquiry date, response date, and response

content in your vendor risk register. If no written response is received within 10 business days, treat Enterprise as

unmitigated for planning purposes.

Evidence: Preserve: (1) the OpenAI security disclosure or changelog entry that introduced Lockdown Mode and

acknowledged residual risk — capture a dated screenshot or PDF export since vendor advisory pages may be updated



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-STY-2026-0170
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-06-06 18:46 UTC Page 5SCC-STY-2026-0170

without versioning; (2) any existing Enterprise contracts or DPAs that reference data handling and outbound

connection controls, as these establish the contractual baseline against which new disclosures must be evaluated.

Step 4: Classify data processed in ChatGPT sessions — apply CIS 3.2 (Establish and Maintain a Data

Inventory) to identify what sensitive data categories (PII, regulated data, IP, credentials) are entering ChatGPT

sessions. If sensitive data is present, Lockdown Mode or workflow redesign should be prioritized.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: Scoping the blast radius of a potential exfiltration event

requires understanding what data is in the exposure path; this is an analytical prerequisite to containment prioritization.

Controls: CIS 3.2 (Establish and Maintain a Data Inventory), CIS 3.3 (Configure Data Access Control Lists), AU-6 —

Audit Record Review, Analysis, And Reporting

Compensating: Interview the 5–10 highest-volume ChatGPT users identified in Step 1 DNS/proxy logs using a

structured 10-question intake form covering: what tasks they use ChatGPT for, what data they paste or upload,

whether they use file upload or code interpreter features, and whether they have pasted credentials or API keys.

Cross-reference responses against your data classification schema. For regulated industries, flag any responses

touching PHI, PII, or financial data for immediate escalation. This manual approach requires no tooling beyond a

shared form.

Evidence: For forensic scoping, review: (1) ChatGPT conversation history exports — users on Plus/Pro can export via

Settings > Data Controls > Export Data; the resulting conversations.json file contains the full text of submitted prompts,

which may reveal what sensitive data was entered; (2) clipboard manager logs on managed Windows endpoints (if

deployed) for paste events to browser windows associated with chat.openai.com; (3) file upload logs from endpoint

DLP tools or browser proxy inspection for uploads to chat.openai.com/backend-api/files.

Step 5: Update AI acceptable-use policy — incorporate prompt injection risk, Lockdown Mode availability, and

data classification requirements into your AI tool governance policy. Reference NIST AC-1 (Policy and

Procedures) as the control anchor. Communicate the functional constraints of Lockdown Mode to users who

rely on integrations.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Policy updates that reflect a newly disclosed threat class (AI-native

prompt injection exfiltration) are preparation activities that reduce future incident likelihood and clarify user

responsibilities.

Controls: AC-1 — Policy And Procedures, AC-22 — Publicly Accessible Content, CIS 4.6 (Securely Manage

Enterprise Assets and Software)

Compensating: Add a dedicated 'Generative AI Tool Use' section to your existing acceptable-use policy with three

specific prohibitions grounded in this disclosure: (1) no pasting of credentials, API keys, or authentication tokens into

any ChatGPT tier; (2) no uploading of documents containing PII, PHI, or contractually restricted data unless on a

confirmed Enterprise instance with written DPA coverage; (3) no relying on Lockdown Mode as a complete control

given OpenAI's acknowledged residual risk. Distribute via email with a read-receipt requirement and archive

acknowledgments. No tooling required beyond email and a document management system.

Evidence: Preserve the current version of your AI acceptable-use policy (or its absence) as a dated artifact before

making updates — this documents the pre-disclosure governance state and is relevant if a regulatory inquiry follows.

Also preserve the OpenAI disclosure that triggered the update as a policy change justification record.

Step 6: Monitor for OpenAI follow-on disclosures — this is an acknowledged partial mitigation; OpenAI may

release updates, additional controls, or revised guidance. Track the OpenAI security and changelog pages

and set a 30-day review checkpoint.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Monitoring vendor follow-on disclosures for an acknowledged

partial mitigation is a lessons-learned and intelligence-update activity that informs policy and control revision cycles.
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Controls: AU-6 — Audit Record Review, Analysis, And Reporting, CIS 7.1 (Establish and Maintain a Vulnerability

Management Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Configure two free RSS/change-monitoring alerts using a tool such as Visualping (free tier) or

changedetection.io (self-hostable, open source) targeting: (1) openai.com/security and (2)

help.openai.com/en/articles/ChatGPT-changelog or equivalent release notes URL. Set alert threshold to any content

change. Additionally, subscribe to OpenAI's security disclosure mailing list if available, and add 'OpenAI ChatGPT

Lockdown Mode' as a tracked term in your existing threat intel feed or Google Alerts. Calendar the 30-day checkpoint

as a hard review date with a defined owner.

Evidence: At the 30-day checkpoint, capture a dated snapshot of the OpenAI security and changelog pages to

document what changed (or did not change) since initial disclosure. This creates an auditable record of vendor

responsiveness to an acknowledged gap and is relevant for GRC evidence packages if your organization is subject to

vendor risk management audit requirements.

Step 7: Brief leadership — frame the risk as a vendor-confirmed architectural limitation in a widely used AI

tool, not a speculative threat. Quantify the organizational exposure based on Step 4 findings. Reference the

specific MITRE techniques (T1041, T1567) to ground the briefing in documented adversary behavior.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Leadership briefings on vendor-confirmed architectural

limitations inform organizational risk acceptance decisions and resource allocation for compensating controls.

Controls: AC-1 — Policy And Procedures, AU-6 — Audit Record Review, Analysis, And Reporting

Compensating: Structure the briefing as a one-page executive summary with four sections: (1) What OpenAI

disclosed — vendor-confirmed that Lockdown Mode does not fully close prompt injection exfiltration paths; (2) Our

exposure — number of active ChatGPT users, tiers in use, and sensitive data categories identified in Step 4; (3)

MITRE ATT&CK grounding — T1041 (Exfiltration Over C2 Channel) and T1567 (Exfiltration Over Web Service)

document that this attack class is observed in the wild, not theoretical; (4) Decision requested — risk acceptance of

residual exposure, or budget authorization for workflow redesign or Enterprise tier with DPA. No tooling required;

deliver as a PDF or slide deck with dated version control.

Evidence: Attach to the briefing package: (1) the Step 4 data classification findings as a quantified exposure statement

(e.g., 'X users processed data classified as PII in ChatGPT sessions over the past 90 days'); (2) the dated OpenAI

disclosure artifact preserved in Step 3; (3) a MITRE ATT&CK Navigator layer export showing T1041 and T1567

highlighted, which visualizes the technique coverage gap in current detection controls relative to this exfiltration path.

Detection Guidance

Detection for prompt injection-based exfiltration is inherently difficult because the malicious instruction and the

exfiltration payload both traverse legitimate application channels. Focus detection on behavioral anomalies

rather than signature matching.

Log review priorities: Audit outbound HTTP/S requests originating from ChatGPT-connected systems or API

integrations. Flag requests to domains not in your approved third-party list, particularly low-reputation or recently

registered domains, during ChatGPT session windows. If your organization uses the ChatGPT API with tools

enabled, log all tool invocations and correlate against the initiating prompt where possible (NIST AU-2, AU-6,

AU-12 provide the logging mandate framework; CIS 8.2 covers log collection).

Behavioral patterns to hunt: Unusual outbound data volumes correlated with ChatGPT session activity (T1041,

T1567). Tool invocations targeting external endpoints that are not part of the user's configured workflow. Model

outputs that include what appear to be encoded or base64-formatted strings in contexts where that encoding is

unexpected, a known technique for covert exfiltration via rendered output.
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Policy gap audit: Verify that your DLP (Data Loss Prevention) policies cover ChatGPT web and API traffic, not

just email and file transfer channels. Many DLP deployments have a blind spot on AI tool sessions. Confirm

CASB or proxy visibility into chatgpt.com and api.openai.com traffic (NIST AC-4, Information Flow Enforcement,

is the relevant control).

For organizations with Lockdown Mode enabled: The residual risk is in-context data leakage, sensitive data

included in the model's own response text. Review session logs (if available through your ChatGPT tier) for

outputs containing data patterns matching your sensitive data classifications (SSNs, account numbers, internal

identifiers). D3FEND countermeasures with direct applicability: D3-UAP (User Account Permissions) to restrict

which users and roles can enable tool integrations; D3-LAM (Local Account Monitoring) to detect unauthorized

changes to ChatGPT integration configurations.

Framework Mappings

MITRE-ATTACK

• T1041 — Exfiltration Over C2 Channel

• T1059 — Command and Scripting Interpreter

• T1566 — Phishing

• T1567 — Exfiltration Over Web Service

• T1530 — Data from Cloud Storage

• T1071 — Application Layer Protocol

• T1190 — Exploit Public-Facing Application

NIST-800-53R5

• CA-7 — Continuous Monitoring

• SC-7 — Boundary Protection

• SI-4 — System Monitoring

• CM-7 — Least Functionality

• SI-3 — Malicious Code Protection

• SI-7 — Software, Firmware, and Information Integrity

• AT-2 — Literacy Training and Awareness

• SI-8 — Spam Protection

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SI-2 — Flaw Remediation

• SI-10 — Information Input Validation

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

OWASP-TOP10-2021

• A03:2021 — Injection

• A10:2021 — Server-Side Request Forgery (SSRF)
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• A01:2021 — Broken Access Control

CIS-V8

• 16.10 — Apply Secure Design Principles in Application Architectures

• 13.4 — Perform Traffic Filtering Between Network Segments

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

• 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

• A.5.21 — Managing information security in the ICT supply chain

SOC2-TSC

• CC7.4 — Responds to identified security incidents

• CC9.2 — Manages risks associated with vendors and business partners

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1041 Exfiltration Over C2 Channel Exfiltration

T1059 Command and Scripting Interpreter Execution

T1566 Phishing Initial-Access

T1567 Exfiltration Over Web Service Exfiltration

T1530 Data from Cloud Storage Collection

T1071 Application Layer Protocol Command-And-Control

T1190 Exploit Public-Facing Application Initial-Access

Sources

Source URL Tier

Security News https://thehackernews.com/2026/06/new-chatgpt-lockdown-mode-limits-... T3

ChatGPT Plans | Free,
Go, Plus, Pro, Business,
and Enterprise

https://chatgpt.com/pricing/ T3
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Source URL Tier

Is ChatGPT Safe for
Business in 2026? The
Real Risks Start Before
...

https://www.metomic.io/resource-centre/is-chatgpt-a-security-risk-t... T3

Vulnerability discovered
in OpenAI ChatGPT
Connectors - Reddit

https://www.reddit.com/r/cybersecurity/comments/1mjtmxm/vulnerabili... T3

ChatGPT Pricing -
OpenAI

https://openai.com/business/chatgpt-pricing/ T1
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