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Executive Summary

Google is deploying a platform-level call authentication system on Android 12+ that uses encrypted RCS

signals to detect AI-generated voice impersonation before a call is answered. The feature targets a

documented and growing fraud category: generative AI voice cloning contributed to $2.95 billion in U.S.

losses in 2024 (FTC). This signals a platform-security pivot, indicating that major mobile OS vendors are

beginning to treat AI-enabled social engineering as an infrastructure problem requiring carrier-layer

defenses, not just user education. [Note: INTERPOL's global estimate requires source verification and

should be added only after confirming the March 2026 report.]

Technical Analysis

Google's new call authentication mechanism works by leveraging RCS (Rich Communication Services) as an

out-of-band verification channel. When a call arrives claiming to originate from a known contact, the system

checks for a correlated encrypted RCS signal from that contact's device. The absence of the expected signal,

which would occur when an attacker uses AI voice cloning, caller ID spoofing, or a synthetic voice overlay,

triggers a peer-device verification loop and surfaces a warning to the recipient before engagement.

The underlying weakness classes are documented in NIST SP 800-53: CWE-287 (improper authentication),

CWE-346 (origin validation error), and CWE-940 (improper verification of cryptographic signature or message

source). The MITRE ATT&CK technique set maps the threat chain: T1656 (impersonation), T1566 and T1598

(phishing and spearphishing variants), and T1204 (user execution) describe the social engineering kill chain that

AI voice fraud exploits. Threat research has documented voice-based vishing as a precursor to ransomware
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delivery, consistent with campaigns where attackers impersonate IT helpdesk personnel to extract credentials or

authorize malicious actions.

The defense has a meaningful coverage gap: it applies only to RCS-capable endpoints running Android 12 or

later, using Phone by Google or Google Messages, with contacts verified through Google Contacts. Standard

PSTN calls, non-RCS VoIP, and iOS devices are entirely outside this protection boundary. Attackers who route

calls through PSTN gateways or target recipients on non-RCS carriers are unaffected by this control. This is not

a comprehensive solution; it is a platform-specific hardening measure that reduces the attack surface within its

defined scope. Enterprise security teams should not treat this as a replacement for vishing awareness training,

call verification procedures, or out-of-band callback protocols for sensitive transactions. The broader industry

implication is significant: platform vendors are beginning to architect authentication directly into communication

infrastructure, a trend security teams should track as it extends to other channels.

Action Checklist

1. Step 1: Inventory your employee device fleet. Count and categorize devices by OS (Android version,

iOS), carrier RCS support, and active messaging app (Google Messages vs. others) to determine which

employees receive this protection automatically and which remain exposed.

2. Step 2: Audit call-based authorization procedures. Document which privileged actions (password resets,

wire transfers, access provisioning) can be authorized by phone. Verify that out-of-band callback protocols

and multi-factor approval requirements exist for each, cross-referencing NIST SP 800-53 IA-8, AC-17 and

CIS 6.1, 6.2 for access control standards.

3. Step 3: Update threat model. Incorporate AI voice cloning as an active impersonation vector (MITRE

T1656) into your social engineering threat register. Document voice-based vishing as a ransomware

precursor and update incident response playbooks to include vishing as an initial access pathway

requiring investigation during ransomware post-mortems.

4. Step 4: Brief leadership on the business risk. Reference the $2.95B U.S. fraud loss figure (FTC, 2024)

as context for why platform-level controls are emerging. Frame the Google deployment as a signal that AI

voice fraud has crossed a threshold where OS vendors consider it an infrastructure-layer problem, not a

user-behavior problem.

5. Step 5: Subscribe to Google Android Security updates and carrier RCS adoption announcements. Set a

calendar review for Q3 2026 to assess rollout progress and check whether Apple or Microsoft have

announced equivalent call authentication features. If carrier RCS adoption stalls, evaluate whether

STIR/SHAKEN (FCC caller ID standards) offers a fallback control.

IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent and engage IR leadership immediately if any employee reports a
suspicious phone call that preceded an unauthorized wire transfer, credential reset, or access
change, or if a confirmed ransomware incident post-mortem surfaces a phone-based social
engineering precursor consistent with MITRE T1656 — both conditions indicate active
exploitation of AI voice cloning against your organization rather than residual risk.
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Recovery Notes Recovery focus for this threat is procedural, not technical: after any confirmed AI voice cloning
vishing incident, immediately suspend phone-as-sole-authentication for all sensitive actions
(credential resets, wire transfers, access provisioning) and require dual out-of-band
verification via a pre-registered secondary channel until a formal callback protocol is approved
and trained. Monitor corporate phone CDRs and helpdesk tickets for 90 days post-incident for
repeat attempts targeting the same employees or roles, as threat actors who successfully use
AI voice cloning against an organization frequently return with refined voice profiles of the
same impersonation targets. Verify that post-incident awareness training specifically names
the AI voice cloning mechanism — not generic 'social engineering' — so employees recognize
the specific artifact (unusually perfect voice match, slight latency, inability to deviate from
script) that distinguishes synthetic voice from legitimate calls.

Forensic Artifacts Corporate phone system CDRs (Teams, Zoom Phone, RingCentral, or PBX call detail
records) filtered for inbound external calls to finance, IT helpdesk, and executive assistant
roles in the 30-day window preceding any suspicious action — these are the primary
pre-incident artifacts for AI voice cloning attack chains | Helpdesk and ITSM ticket records
(ServiceNow, Jira, Zendesk) for password reset, account unlock, and access provisioning
tickets where initiating contact method was inbound phone call — the ticket body and
resolution notes may document the vishing attempt without it having been classified as a
security incident | Microsoft 365 Unified Audit Log or Google Workspace Admin Audit Log
entries for account changes (password reset, MFA device enrollment, role assignment)
cross-referenced against CDR timestamps to identify phone-call-to-account-change
sequences indicative of successful vishing | MDM enrollment and device compliance reports
(Intune, Jamf, or Google Workspace Device Management) showing Android OS version,
default dialer app, and carrier assignment per employee device — this establishes which
devices were outside Google's RCS deepfake detection coverage at the time of any reported
incident | Employee-reported phishing/vishing submissions to your abuse inbox or security
awareness platform (KnowBe4, Proofpoint, etc.) filtered for phone-related reports — these
often contain caller ID numbers, call timestamps, and verbatim scripts that can be used to
identify AI-generated voice patterns or repeated impersonation targets

Per-Action IR Details

Step 1: Assess exposure — inventory which employee devices run Android 12+ with RCS-enabled carriers

and Google Messages; identify the population that will receive this protection automatically versus those who

remain unprotected (iOS, PSTN-only, non-RCS carriers, older Android versions)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR Capability and Asset Awareness

Controls: NIST CM-8 (System Component Inventory), NIST AC-17 (Remote Access), CIS 1.1 (Establish and Maintain

Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a Software Inventory)

Compensating: Export MDM enrollment data (Intune, Jamf, or Google Workspace Device Management) to CSV and

filter by OS version and carrier. For unmanaged devices, deploy a Google Form or Typeform survey to employees

requesting carrier name, Android version (Settings > About Phone), and whether Google Messages is set as the

default SMS/RCS app. Cross-reference against carrier RCS support lists (T-Mobile, Verizon, AT&T publish these). Tag

iOS users, PSTN-only lines, and Android < 12 as 'unprotected cohort' — this is your residual risk population requiring

compensating procedural controls.

Evidence: Before conducting inventory, capture current MDM device compliance reports and any existing mobile

policy attestations as a baseline. Document carrier RCS enablement status per device record — this establishes the

pre-protection baseline needed to measure coverage gaps after Google's phased rollout completes. Log the inventory

date; Google's rollout is phased and device status will change.
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Step 2: Review controls — evaluate existing vishing and impersonation defenses: verify whether call

verification procedures (NIST SP 800-53 IA-8, AC-17) and out-of-band callback protocols exist for sensitive

actions such as wire transfers, credential resets, and access provisioning; cross-reference against CIS 6.1

and 6.2 for access granting and revoking controls triggered by phone-based requests

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Policies, Procedures, and Communications Infrastructure

Controls: NIST IA-8 (Identification and Authentication — Non-Organizational Users), NIST AC-17 (Remote Access),

NIST IR-4 (Incident Handling), CIS 6.1 (Establish an Access Granting Process), CIS 6.2 (Establish an Access

Revoking Process)

Compensating: Audit your helpdesk and finance ticketing systems (Jira, ServiceNow, Zendesk, or even a shared

inbox) for any closed tickets where a phone call was cited as the initiating verification method for a credential reset,

wire transfer, or access change in the past 90 days. Search ticket bodies for keywords: 'called in', 'phone verification',

'verbal approval'. This surfaces undocumented phone-as-auth patterns that AI voice cloning directly exploits. For

callback protocol enforcement with no tooling budget, implement a mandatory ticket field requiring the callback number

used and whether it was pulled from directory versus caller-provided.

Evidence: Pull helpdesk ticket logs for the past 90 days filtering on ticket category 'password reset', 'account unlock',

and 'access provisioning' — flag any where initiating contact was inbound phone. Review wire transfer approval

records for any where verbal confirmation was the sole or primary authorization factor. These records establish

whether your current controls have exploitable phone-based gaps before an AI voice cloning incident occurs.

Step 3: Update threat model — incorporate AI voice cloning as an active impersonation vector (MITRE T1656)

into your social engineering threat register; document that voice-based vishing is observed as a ransomware

precursor (T1486) and update incident response playbooks to include vishing as an initial access pathway

requiring investigation during ransomware post-mortems

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Threat Intelligence Integration and Playbook Development

Controls: NIST IR-4 (Incident Handling), NIST RA-3 (Risk Assessment), NIST SI-5 (Security Alerts, Advisories, and

Directives), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a

Remediation Process)

Compensating: Add a mandatory triage question to your ransomware IR checklist: 'In the 30 days prior to first

confirmed encryption event, did any employee report an unusual or suspicious phone call from someone claiming to be

IT, finance, legal, or an executive?' Map this to MITRE T1656 (Impersonation) as a potential precursor to T1566

(Phishing) or T1078 (Valid Accounts) initial access, and T1486 (Data Encrypted for Impact) as the downstream impact.

Use the free MITRE ATT&CK Navigator (https://mitre-attack.github.io/attack-navigator/) to create a layer file

documenting T1656 → T1078 → T1486 as a confirmed kill chain pattern. Store this layer in your IR documentation

repo.

Evidence: When updating playbooks, pull any prior vishing or social engineering incident reports from your ticketing

system and review call logs from corporate phone systems (Teams, Zoom Phone, RingCentral CDRs) for the 30-day

window preceding any ransomware or credential compromise incident. For Teams environments, query the Microsoft

365 Unified Audit Log filtering on RecordType 'MicrosoftTeams' and operation 'CallEnded' for external inbound calls to

executive and finance accounts — this surfaces the phone-layer precursor evidence that is typically missed in

ransomware post-mortems.

Step 4: Communicate findings — brief leadership on the $2.95B U.S. loss figure (FTC, 2024) and $440B global

estimate (INTERPOL, March 2026) as context for why platform-level controls are emerging; frame the Google

deployment as a signal that AI voice fraud has crossed a threshold where OS vendors consider it an

infrastructure-layer problem, not a user-behavior problem

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Lessons Learned and Stakeholder Communication
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Controls: NIST IR-4 (Incident Handling), NIST IR-7 (Incident Response Assistance), NIST AU-6 (Audit Record

Review, Analysis, and Reporting), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Prepare a one-page brief (not a deck) structured as: (1) what changed — Google's RCS deepfake

detection deployment; (2) why now — FTC $2.95B U.S. and INTERPOL $440B global loss figures with dates; (3) your

org's exposure — the unprotected cohort count from Step 1; (4) what you need — approval for out-of-band callback

policy enforcement and any budget for security awareness refresh targeting AI voice fraud. Attach the Step 1 inventory

summary as an exhibit. Frame Google's move explicitly: when a mobile OS vendor ships fraud detection at the platform

layer, it signals the threat has exceeded what user training alone can address — this is the same trajectory as browser

phishing filters and email authentication (DMARC).

Evidence: Before the leadership brief, document the current state of vishing-related incidents or near-misses in your

org's incident log — even informal reports to the helpdesk. If none exist, note that explicitly: absence of reported

incidents in an environment lacking detection capability is not evidence of absence of attempts. This framing prevents

leadership from dismissing the risk as theoretical and anchors the brief in observable organizational exposure rather

than only external statistics.

Step 5: Monitor developments — track Google's phased rollout timeline, carrier RCS adoption rates, and

whether Apple or Microsoft announces equivalent authentication mechanisms for their communication

platforms; watch for regulatory movement from FCC or equivalent bodies on caller ID authentication

standards (STIR/SHAKEN) as a complementary or conflicting framework

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Using Lessons Learned to Improve Defenses

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST RA-3 (Risk Assessment), NIST IR-4 (Incident

Handling), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a

Remediation Process)

Compensating: Set up free monitoring using RSS feeds or Google Alerts for: 'Google RCS deepfake detection rollout',

'STIR/SHAKEN FCC rulemaking 2026', 'Apple voice authentication', 'Microsoft Teams AI call detection'. Subscribe to

FCC rulemaking dockets via the FCC ECFS public portal (https://www.fcc.gov/ecfs/) for proceedings related to

STIR/SHAKEN and robocall/AI fraud. Create a quarterly review calendar item to re-run the Step 1 device inventory —

as Google's rollout expands, the unprotected cohort will shrink and your residual procedural controls can be relaxed

proportionally. Note that STIR/SHAKEN attestation applies to PSTN calls and does not cover RCS, VoIP-to-VoIP, or

encrypted messaging channels — these remain outside current regulatory authentication frameworks.

Evidence: Maintain a versioned changelog of your mobile device inventory (from Step 1) with quarterly snapshots

showing RCS-enabled device percentage over time. This serves as documented evidence of improving platform-layer

coverage for compliance purposes and provides a measurable metric for risk reduction reporting. Archive FCC and

Google advisory notices with receipt dates to establish a regulatory awareness timeline if an AI voice fraud incident

occurs and documentation of due diligence is required.

Detection Guidance

AI voice fraud occurs in the audio channel and cannot be detected through network IOCs or file-based

indicators. Detection requires behavioral analysis and audit log correlation.

For security operations teams: audit logs for privileged actions (password resets, access grants, wire transfer

approvals) that were authorized following an inbound phone call with no corroborating ticket, email thread, or

prior session (NIST AU-3, AU-6). Review identity provider logs for credential resets initiated outside normal

working hours or from unusual geolocations immediately following call records, this pattern is consistent with

vishing-to-credential-theft sequences (NIST AC-2, AC-7). Monitor for help desk tickets opened by phone that

bypass ticketing system authentication.
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For threat hunters: develop hypotheses around T1656 (impersonation) followed by T1204 (user execution),

specifically, look for users who executed software or approved access changes within a short window after

receiving an external call. This pattern surfaces in ransomware precursor investigations where attackers

impersonate IT personnel. Ensure multi-factor authentication cannot be bypassed by voice requests alone.

Implement credential rotation procedures (NIST IA-5) to be triggered immediately when a vishing attempt is

confirmed or suspected. Apply local account monitoring (NIST AC-2) to surface account changes that correlate

with call records.

For GRC and audit teams: audit whether your out-of-band verification procedures (callback protocols, code

words, shared secrets) are documented, tested, and enforced, particularly for financial transactions and access

provisioning workflows. NIST SP 800-53 IA-2 (authentication) and IA-5 (authentication mechanisms) should be

verified as controls that cannot be bypassed by a phone-based social engineering request.

Framework Mappings

MITRE-ATTACK

• T1656 — Impersonation

• T1204 — User Execution

• T1486 — Data Encrypted for Impact

• T1566 — Phishing

• T1598 — Phishing for Information

NIST-800-53R5

• AT-2 — Literacy Training and Awareness

• CA-7 — Continuous Monitoring

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• CP-9 — System Backup

• CP-10 — System Recovery and Reconstitution

• SC-7 — Boundary Protection

• SI-8 — Spam Protection

• IA-2 — Identification and Authentication (Organizational Users)

• IA-8 — Identification and Authentication (Non-Organizational Users)

• SC-13 — Cryptographic Protection

OWASP-TOP10-2021

• A07:2021 — Identification and Authentication Failures

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications

• 6.4 — Require MFA for Remote Network Access

• 6.5 — Require MFA for Administrative Access

• 8.2 — Collect Audit Logs
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SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

• 164.312(e)(1) — Transmission Security

ISO-27001-2022

• A.8.24 — Use of cryptography

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1656 Impersonation Defense-Evasion

T1204 User Execution Execution

T1486 Data Encrypted for Impact Impact

T1566 Phishing Initial-Access

T1598 Phishing for Information Reconnaissance

Sources
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Security News https://www.bleepingcomputer.com/news/security/google-adds-android-... T3
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Google adds Android
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