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Executive Summary

CISA's Binding Operational Directive BOD 26-04 formally ends CVSS scores as the primary vulnerability

prioritization standard for U.S. federal civilian agencies, replacing them with a risk-based framework that

weights active exploitation, real-world exposure, and asset criticality. All FCEB agencies must now align

remediation timelines to this model, consistent with the KEV catalog's established philosophy.

Private-sector organizations should treat this directive as a leading indicator: vendor prioritization

guidance, cyber insurance requirements, and audit frameworks are likely to shift toward the same

risk-based methodology.

Technical Analysis

BOD 26-04 mandates that FCEB agencies deprioritize CVSS base scores as standalone remediation drivers.

The directive formalizes a multi-factor prioritization model that considers: (1) presence in the CISA KEV catalog,

(2) active exploitation evidence in the wild, (3) asset exposure and internet-accessibility, and (4) operational and

mission criticality of affected systems. CVSS base scores remain a data input but are no longer sufficient

justification for remediation scheduling. The directive aligns with the SSVC (Stakeholder-Specific Vulnerability

Categorization) framework philosophy and reinforces KEV as the authoritative federal exploitation signal. No

CVE, CWE, or CVSS vector applies to this governance item. The FedRAMP vulnerability detection and

response documentation has been updated to reflect compatible risk-based language, signaling downstream

impact on cloud service providers operating in federal environments.

Action Checklist
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1. Step 1: Assessment, Audit your current vulnerability management policy to determine whether CVSS

base score alone drives remediation SLAs. Identify every instance where CVSS is the sole prioritization

input in ticketing, patch management, or board reporting workflows.

2. Step 2: Detection, Query your vulnerability management platform (Tenable, Qualys, Rapid7, or

equivalent) for open findings sorted by CVSS only. Identify findings that appear in the CISA KEV catalog

or carry high EPSS scores despite low CVSS base scores, these represent mis-prioritized risk under

legacy workflows. Cross-reference your open ticket backlog against the CISA KEV catalog to find

exploited vulnerabilities that may have been deprioritized due to moderate CVSS ratings.

3. Step 3: Eradication, Revise remediation SLA tiers to incorporate KEV membership, EPSS percentile,

asset internet-exposure status, and asset criticality as co-equal or primary weighting factors alongside

CVSS. Remove CVSS-only gating from auto-close or auto-defer rules in your vulnerability management

tooling. Align updated SLAs to NIST SI-2 (Flaw Remediation) requirements.

4. Step 4: Recovery, Validate the revised prioritization model against a 90-day backlog sample: confirm

that KEV-listed items and high-EPSS items are surfaced to the top of remediation queues regardless of

CVSS score. Update internal dashboards and executive reporting to reflect the new prioritization logic.

Notify auditors and compliance stakeholders of the policy change.

5. Step 5: Post-Incident, Document the control gap that CVSS-only prioritization created. Reference NIST

SI-5 (Security Alerts, Advisories, and Directives) for ongoing integration of CISA KEV signals into your

vulnerability program. Brief leadership on the policy change using BOD 26-04 as the authoritative driver.

Schedule a 6-month review to assess whether the revised model is reducing mean time to remediate

exploited vulnerabilities.

Detection Guidance

This is a governance directive, not an active exploitation event. Detection work centers on identifying policy

gaps rather than IOCs. Query your vulnerability management platform for all open findings where: (1) CVSS

base score is the only populated prioritization field, (2) findings appear in the CISA KEV catalog but carry a

remediation SLA based solely on CVSS severity band, and (3) high-EPSS findings (above 50th percentile) are

queued behind lower-EPSS findings with higher CVSS scores. Review SIEM dashboards and patch

management reports for CVSS-driven auto-defer or auto-close rules that may have deprioritized or archived

KEV-listed vulnerabilities from active remediation queues. Applicable NIST controls: NIST AU-6 (Audit Record

Review, Analysis, and Reporting) for ongoing review of vulnerability tracking records; NIST SI-5 (Security Alerts,

Advisories, and Directives) for integration of CISA BOD signals into operational processes.

Framework Mappings

NIST-800-53R5

• SI-2 — Flaw Remediation

• IR-5 — Incident Monitoring

CIS-V8

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management
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ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

• A.5.21 — Managing information security in the ICT supply chain

SOC2-TSC

• CC9.2 — Manages risks associated with vendors and business partners

NIST-CSF-2

• DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria
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