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Discovery Source Rss

Executive Summary

Unknown threat actors submitted fraudulent data breach notifications to Maine's official Attorney General

portal, impersonating VRChat and Discord to fabricate incidents affecting millions of users. The portal

publishes filings immediately with no identity verification, authentication, or validation, making

government regulatory infrastructure a misinformation weapon against corporate reputations. No systems

were technically compromised; the vulnerability is a process and design gap that any actor can exploit at

negligible cost.

Technical Analysis

The Maine AG breach notification portal accepts and publicly displays submissions with no authentication,

identity verification, or data authenticity validation prior to publication. Threat actors exploited this gap

(CWE-306: Missing Authentication for Critical Function; CWE-345: Insufficient Verification of Data Authenticity;

CWE-287: Improper Authentication) to file fraudulent disclosures impersonating VRChat and Discord,

fabricating breach scope affecting millions of consumers. MITRE ATT&CK techniques observed: T1036

(Masquerading), T1585 (Establish Accounts), T1565 (Data Manipulation), T1491.002 (External Defacement),

T1565.003 (Transmitted Data Manipulation). No CVE has been assigned; no software vulnerability exists in the

portal. The attack surface is entirely procedural. No patch is available; remediation requires process redesign by

the Maine AG office. Note: Sources mention RansomHouse and Scattered Spider in connection with concurrent,

unrelated breaches (WestJet, Trellix). No attribution of the Maine portal abuse to these actors has been

established.
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Action Checklist

1. Containment, Search the Maine AG breach notification portal for any filings naming your organization. If

a fraudulent filing appears, contact the Maine AG office in writing immediately to request removal and

document the timeline. Notify your communications and legal teams before any public statement. (Portal:

https://www.maine.gov/agviewer)

2. Detection, Monitor regulatory notification portals in all jurisdictions where your organization operates for

unauthorized filings bearing your name or brand. Establish a recurring check (weekly minimum) against

state AG portals, SEC EDGAR filings, and equivalent regulatory submission systems. Set Google Alerts or

equivalent for '[YourOrganization] data breach disclosure' combined with state AG portal names. No SIEM

query or IOC pattern applies; this is a process monitoring gap, not a technical detection problem.

3. Eradication, No patch or technical fix is available on your side. Eradication means removing the

fraudulent filing via direct engagement with the regulatory body. Draft a formal takedown request citing

lack of authentication evidence, absence of any internal incident corresponding to the filing, and

reputational harm. Engage legal counsel to assess whether a formal cease-and-desist or law enforcement

referral is warranted (NIST IR-6 supports escalation to appropriate authorities).

4. Recovery, Once the fraudulent filing is removed, issue a brief factual statement through owned

channels confirming no breach occurred. Coordinate with PR and legal on timing. Monitor downstream

media pickup of the fake disclosure and submit corrections to outlets that republished it. Validate that

internal incident tracking (NIST IR-5) reflects the false-positive nature of this event for future audit

purposes.

5. Post-Incident, Conduct a landscape review of all regulatory portals where your organization is a named

entity and assess each for similar authentication gaps. Document findings as third-party risk exposure

under your GRC program. Map this gap to NIST IR-8 (Incident Response Plan) to confirm your playbook

addresses reputational incidents originating from regulatory infrastructure. Recommend that your

government affairs or legal team engage the Maine AG office and peer state offices to advocate for

mandatory filer authentication - this is a systemic design gap affecting all regulated entities.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal counsel and executive communications if the fraudulent filing
has been indexed by news media, if the filing claims a specific user count exceeding your
applicable state breach notification threshold (Maine: 1,000 residents), or if your organization
is publicly traded and the filing could be construed as material non-public information requiring
an SEC disclosure response.

Recovery Notes Recovery is measured in public record correction, not system restoration — confirm removal
of the filing from the Maine AG portal with written acknowledgment from the AG office, then
conduct a minimum 30-day media monitoring sweep to identify delayed republications or
secondary coverage. Verify that your internal incident tracking system records this as a
confirmed false positive with no underlying technical breach, preserving audit integrity for any
future regulatory inquiry that references the fraudulent filing. Continue weekly portal
monitoring for at least 90 days post-incident, as threat actors who used this vector against
VRChat and Discord may re-target organizations that did not respond publicly.
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Forensic Artifacts Timestamped full-page archive (PDF + archive.ph/Wayback Machine URL) of the fraudulent
Maine AG portal filing, capturing filer-supplied metadata including the stated breach date,
number of affected Maine residents, data types claimed, and any contact information provided
by the fraudulent filer. | Internal negative-evidence record: a dated written attestation from
your DPO, CISO, or General Counsel confirming no breach notification was authorized for the
jurisdiction, date range, data types, and user population described in the fraudulent filing —
this is the primary evidentiary document for the takedown request and any law enforcement
referral. | Maine AG portal HTTP response logs or browser developer tool captures showing
the filing's URL path, publication timestamp, and any publicly exposed filing ID or submission
metadata that could help the AG office locate and remove the record in their backend system.
| Media and search indexing timeline: Google News search exports, Google Alert notification
emails, and any social media posts referencing the fraudulent filing, with retrieval timestamps
establishing how rapidly the false disclosure propagated after portal publication — relevant to
assessing reputational harm scope and supporting any defamation or impersonation legal
claim. | Written correspondence log: all dated emails, portal contact form submissions, and
certified mail receipts exchanged with the Maine AG office from initial takedown request
through confirmed removal, preserving the full chain of custody for the incident record and
demonstrating due diligence for any future regulatory audit or litigation.

Per-Action IR Details

Containment — Search the Maine AG portal

(https://www.maine.gov/agviewer/content/ag/985235c7-cb9c-4b8e-9897-7ab866cb4f81/list.html) for any filings

naming your organization. If a fraudulent filing appears, contact the Maine AG office in writing immediately to

request removal and document the timeline. Notify your communications and legal teams before any public

statement.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: limit the scope and impact of the incident; here, containment

is halting further reputational and regulatory harm propagated by the fraudulent Maine AG portal filing before

downstream media amplification occurs.

Controls: NIST IR-4 (Incident Handling), NIST IR-6 (Incident Reporting)

Compensating: A 2-person team can execute a manual daily cURL or wget scrape of the Maine AG portal list

endpoint and diff the output against a saved baseline: `curl -s

'https://www.maine.gov/agviewer/content/ag/985235c7-cb9c-4b8e-9897-7ab866cb4f81/list.html' | grep -i

'YourOrgName'`. Set a Google Alert for '"YourOrganization" site:maine.gov' to catch any new indexed filings within

hours of publication.

Evidence: Because no host is compromised, traditional volatile capture does not apply. Before contacting the AG

office, preserve the following documentary evidence: (1) a timestamped full-page screenshot and PDF export of the

fraudulent filing as it appears on the portal, including the URL, filing date, and filer-supplied metadata; (2) an archived

copy via a service such as the Wayback Machine or archive.ph to create an immutable third-party timestamp; (3)

internal email or ticketing records confirming no corresponding breach notification was authorized internally — this

establishes the negative record needed for the takedown request.

Detection — Monitor regulatory notification portals in all jurisdictions where your organization operates for

unauthorized filings bearing your name or brand. Establish a recurring check (weekly minimum) against state

AG portals, SEC EDGAR filings, and equivalent regulatory submission systems. Set Google Alerts or

equivalent for '[YourOrganization] data breach disclosure' combined with state AG portal names. No SIEM

query or IOC pattern applies; this is a process monitoring gap, not a technical detection problem.

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection and Analysis: identify and validate adverse events; in this scenario, the

'adverse event' is a fraudulent regulatory filing rather than a network intrusion, requiring process-based detection

across state AG portals, SEC EDGAR, and equivalent public-facing submission systems that publish without

authentication.

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST IR-5 (Incident Monitoring), CIS 8.2

(Collect Audit Logs)

Compensating: Maintain a plain-text watchlist of your organization's legal names, DBAs, and major product brands.

Use a free RSS reader (Feedly free tier) subscribed to Google Alerts for each variant combined with portal-specific

terms such as 'maine.gov breach', 'EDGAR 8-K data breach', and 'HHS breach portal'. A single analyst running this

check weekly can cover the highest-risk jurisdictions; document each check date and result in a shared spreadsheet to

create an audit trail.

Evidence: This step does not alter live system state, so order-of-volatility sequencing is not triggered. Evidence to

retain for each monitoring cycle: (1) exported Google Alert or RSS notification emails/records with timestamps showing

when a potentially fraudulent filing first appeared in search indexing — this establishes discovery timeline for any

subsequent legal action; (2) the raw portal search result page (screenshot + PDF) at time of detection showing the

filing under your organization's name; (3) internal records confirming no breach notification was authorized by your

DPO, legal, or IR team for that jurisdiction and date range.

Eradication — No patch or technical fix is available on your side. Eradication means removing the fraudulent

filing via direct engagement with the regulatory body. Draft a formal takedown request citing lack of

authentication evidence, absence of any internal incident corresponding to the filing, and reputational harm.

Engage legal counsel to assess whether a formal cease-and-desist or law enforcement referral is warranted

(NIST IR-6 supports escalation to appropriate authorities).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: eliminate the threat from the environment; because the threat is a

fraudulent public record rather than malware or a compromised host, eradication is the removal of the filing from the

Maine AG portal and any downstream caches or republications, not a technical remediation action.

Controls: NIST IR-4 (Incident Handling), NIST IR-6 (Incident Reporting)

Compensating: A 2-person team without legal budget can use the FTC's published guidance on impersonation and

the Maine AG's own consumer protection contact form to submit a written dispute. Draft the takedown letter using a

structured template: (1) organizational identity attestation with Secretary of State registration number, (2) a certified

statement that no breach notification was authorized, (3) the timestamped archive of the fraudulent filing, and (4) a

request for written confirmation of removal with a target date. Copy your state's AG office as a parallel escalation path.

Evidence: Before submitting the takedown request, ensure the following are preserved and will not be altered by the

takedown process itself: (1) a certified timestamped archive of the fraudulent filing in its original published form

(archive.ph or Wayback Machine URL plus a local PDF); (2) any email or written correspondence from the filer, if

discoverable through the portal's public metadata; (3) internal negative-evidence records — your DPO or CISO's

written attestation that no reportable incident occurred affecting the named populations (VRChat/Discord-scale filings

claimed millions of affected users; your attestation must address the specific user count and data types claimed in the

fraudulent filing). These records support both the takedown request and any subsequent law enforcement referral.

Recovery — Once the fraudulent filing is removed, issue a brief factual statement through owned channels

confirming no breach occurred. Coordinate with PR and legal on timing. Monitor downstream media pickup of

the fake disclosure and submit corrections to outlets that republished it. Validate that internal incident

tracking (NIST IR-5) reflects the false-positive nature of this event for future audit purposes.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore the system or service to normal operations and verify integrity;

here, 'restoration' is reputational — confirming to customers, partners, regulators, and press that no breach occurred

and correcting the public record distorted by the fraudulent Maine AG portal filing.

Controls: NIST IR-5 (Incident Monitoring), NIST IR-8 (Incident Response Plan)
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Compensating: Use Google News search (`site:news.google.com "YourOrganization" "data breach"`) and a free

media monitoring tool such as Mention (free tier) to identify outlets that republished the fraudulent filing. For each outlet

identified, submit a written correction request referencing the Maine AG's removal confirmation as evidence. A

2-person team can track correction status in a shared spreadsheet, logging outlet name, date of republication,

correction request date, and resolution status.

Evidence: This step does not alter live technical state; however, document the following before publishing any public

statement to avoid creating a record that could be contradicted later: (1) written confirmation from the Maine AG office

that the fraudulent filing has been removed, including the removal date and any case or reference number assigned;

(2) a final archived snapshot of the portal confirming the filing no longer appears under your organization's name; (3) a

log of all media outlets and third-party sites that indexed or republished the fraudulent filing, with retrieval timestamps,

so that the correction campaign can be audited. Update your internal incident ticket to record the false-positive

classification, the removal date, and the public statement publication date to satisfy NIST IR-5 documentation

requirements.

Post-Incident — Conduct a landscape review of all regulatory portals where your organization is a named

entity and assess each for similar authentication gaps. Document findings as third-party risk exposure under

your GRC program. Map this gap to NIST IR-8 (Incident Response Plan) to confirm your playbook addresses

reputational incidents originating from regulatory infrastructure. Recommend that your government affairs or

legal team engage the Maine AG office and peer state offices to advocate for mandatory filer authentication —

this is a systemic design gap affecting all regulated entities.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: conduct lessons-learned review, update detection and

response capabilities, and share intelligence; this scenario exposes a class of third-party regulatory infrastructure risk

— unauthenticated public filing portals — that has no existing playbook coverage at most organizations and requires a

structural GRC program update, not just a one-time fix.

Controls: NIST IR-8 (Incident Response Plan), NIST IR-4 (Incident Handling), CIS 7.1 (Establish and Maintain a

Vulnerability Management Process)

Compensating: A 2-person team can execute the landscape review using a structured portal inventory spreadsheet:

list each state AG portal, SEC EDGAR, HHS Breach Portal, FTC, and any sector-specific regulators relevant to your

industry. For each, record whether filer authentication is required, whether filings are published immediately without

review, and whether a dispute or takedown mechanism exists. Use public IAPP and NCSL state privacy law trackers

(both free) to ensure coverage across all 50 states. Document gaps as third-party process risks in your risk register

with likelihood and impact scores reflective of the Maine AG incident — a CVSS 7.5 reputational harm event with no

authentication barrier.

Evidence: No volatile evidence applies to this post-incident phase. Artifacts to assemble for the lessons-learned

record and GRC update: (1) the complete incident timeline from initial detection of the fraudulent filing through final

media correction, with all dated correspondence; (2) the portal inventory findings document identifying which regulatory

portals have authentication gaps analogous to Maine's; (3) the updated IR playbook section explicitly addressing

reputational incidents originating from third-party regulatory infrastructure — name this class of incident distinctly from

technical breach notifications so future triage correctly routes it to legal, GRC, and communications rather than the

SOC; (4) any written response received from the Maine AG office regarding the takedown request, which may contain

information useful for future advocacy on filer authentication requirements.

Detection Guidance

No technical IOCs exist for this attack class; detection is reputational and process-based. Implement the

following monitoring:

1. REGULATORY PORTAL MONITORING: Establish a weekly review cadence against the Maine AG breach

notification portal and equivalent portals in all states where your organization operates. Search by organization
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name and known brand variants.

2. MEDIA AND OSINT MONITORING: Configure brand monitoring tools (Google Alerts, Mention, or equivalent)

with queries combining your organization name with terms such as 'data breach disclosure', 'attorney general

filing', 'breach notification', and state names. Alert on unexpected results.

3. INTERNAL CROSS-REFERENCE: When a portal filing appears, immediately cross-reference against your

internal incident log (aligned with NIST IR-5). If no corresponding internal incident exists, treat the filing as

potentially fraudulent.

4. THREAT ACTOR CONTEXT: The technique maps to T1491.002 (External Defacement) and T1036

(Masquerading), actors abusing public trust infrastructure for reputational damage. Hunting hypothesis: are

there other regulatory or government-adjacent portals with open submission and no verification that could be

similarly abused against your brand?

No log queries, event IDs, or network-layer IOCs are applicable to this threat.

Framework Mappings

MITRE-ATTACK

• T1585 — Establish Accounts

• T1036 — Masquerading

• T1584 — Compromise Infrastructure

• T1583 — Acquire Infrastructure

• T1565 — Data Manipulation

• T1491.002 — External Defacement

• T1565.003 — Runtime Data Manipulation

OWASP-TOP10-2021

• A07:2021 — Identification and Authentication Failures

• A08:2021 — Software and Data Integrity Failures

NIST-800-53R5

• IA-2 — Identification and Authentication (Organizational Users)

• SI-7 — Software, Firmware, and Information Integrity

• IA-8 — Identification and Authentication (Non-Organizational Users)

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications

• 2.5 — Allowlist Authorized Software

• 6.4 — Require MFA for Remote Network Access

• 6.5 — Require MFA for Administrative Access

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets
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• CC7.4 — Responds to identified security incidents

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

• 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1585 Establish Accounts Resource-Development

T1036 Masquerading Defense-Evasion

T1584 Compromise Infrastructure Resource-Development

T1583 Acquire Infrastructure Resource-Development

T1565 Data Manipulation Impact

T1491.002 External Defacement Impact

T1565.003 Runtime Data Manipulation Impact

Sources

Source URL Tier

Security News https://www.bleepingcomputer.com/news/security/maine-breach-portal-... T3

https://www.bleepingcomputer.com/news/security/westjet-data-breach-... T3

https://www.bleepingcomputer.com/news/security/trellix-source-code-... T3

Fake Breach Notices
Planted on Maine's
Official Portal - Gblock

https://www.gblock.app/articles/maine-breach-portal-fake-disclosure... T3

Maine breach portal
abused to publish fake
data breach disclosures

https://radar.offseq.com/threat/maine-breach-portal-abused-to-publi... T3
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