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obligations; broad federal IT environments

Published 2026-06-10T17:17:12

Discovery Source Rss

Executive Summary

CISA has issued a revised Binding Operational Directive (BOD) [NUMBER PENDING

VERIFICATION] that substantially compresses remediation timelines for federal patch management,

particularly for the highest-severity Known Exploited Vulnerabilities. All federal civilian executive branch

agencies and covered contractors, including FedRAMP-authorized cloud service providers, must

immediately assess their readiness and update patch management processes to comply with the new

requirements. Organizations that fail to restructure workflows to meet the directive's timeline risk

regulatory non-compliance, contract jeopardy, and loss of authorization to operate federal systems.

Technical Analysis

CISA's revised BOD establishes new remediation timelines for high-severity Known Exploited Vulnerabilities

and cites accelerated threat capability as justification. [Specific timeline figures and deferral framework details

pending source verification against the official BOD text.] Affected MITRE techniques span the initial access and

exploitation kill chain: T1190 (Exploit Public-Facing Application), T1203 (Exploitation for Client Execution),

T1068 (Exploitation for Privilege Escalation), T1210 (Exploitation of Remote Services), and T1072 (Software

Deployment Tools). CWE-693 (Protection Mechanism Failure) and CWE-1352 (Weaknesses in Security

Concepts) are contextually associated with systemic patch management gaps this directive targets.

FedRAMP-authorized CSPs and contractors with federal system access fall within the compliance surface.

Agencies must immediately audit patch management tooling, prioritization logic, SLA thresholds, and escalation
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chains to determine compliance readiness.

Action Checklist

1. Step 1, Immediate Inventory & Isolation: Identify all systems within FCEB scope or contractor

environments covered by BOD obligations. Cross-reference the CISA KEV catalog against your current

unpatched asset inventory. For any open KEV item that would fall under the directive's remediation

timeline, treat remediation as priority work. Isolate or restrict network access to internet-facing assets

carrying unpatched high-severity KEVs where immediate patching is not feasible. (NIST AC-4: Information

Flow Enforcement; CIS 7.1: Establish and Maintain a Vulnerability Management Process)

2. Step 2, Current State Assessment: Audit your patch management platform logs and ticketing system for

all open KEV items and their current age. Query your asset management system against the live CISA

KEV catalog (https://www.cisa.gov/known-exploited-vulnerabilities-catalog) to surface any vulnerability

approaching the directive's remediation deadline. Enable alerting in your vulnerability management tool

when a KEV item is ingested so remediation SLA timers start automatically. Review audit logs for patch

deployment activity on affected systems. (NIST AU-6: Audit Record Review, Analysis, and Reporting; CIS

8.2: Collect Audit Logs)

3. Step 3, Patch Deployment: Apply vendor-supplied patches for all high-severity KEVs according to the

timeline specified in the revised CISA BOD. Where patches are unavailable, implement

CISA-recommended mitigations documented in the KEV catalog entry and request a formal exception per

the BOD's deferral process. Update your patch management SLA documentation to reflect the directive's

requirements. For FedRAMP-authorized providers, review your system security plan (SSP) and POA&M to

ensure patching commitments align with the revised timeline. (NIST AC-6: Least Privilege; CIS 7.3:

Perform Automated Operating System Patch Management; CIS 7.4: Perform Automated Application Patch

Management)

4. Step 4, Validation & Monitoring: After applying patches to KEV-listed vulnerabilities, validate

remediation through authenticated vulnerability scans against affected systems. Confirm patched versions

are reflected in your asset inventory. Monitor system logs for anomalous behavior in the 48 hours following

patch deployment, as adversaries may have pre-positioned during the exposure window. Update your

KEV tracking records with patch dates and scan validation evidence for audit readiness. (NIST AU-3:

Content of Audit Records; CIS 7.2: Establish and Maintain a Remediation Process)

5. Step 5, Process & Policy Update: Conduct a gap analysis of your patch management workflow against

the directive's remediation timeline. Identify bottlenecks: change approval cycles, testing requirements,

and resource constraints that prevent compliance. Update patch management policy, escalation

procedures, and vendor SLA contracts accordingly. Brief leadership on compliance posture and document

any systemic gaps as tracked risks. Map control deficiencies to NIST AC-6 (Least Privilege) and CIS 7.1

(Vulnerability Management Process) for structured remediation planning.

IR / Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate to CISO and legal counsel immediately if any FCEB-scoped system or covered
contractor environment has an open KEV item that has exceeded the 3-day remediation
window without an approved exception on file, as this constitutes a reportable BOD
non-compliance condition with direct contract and regulatory consequences.

Recovery Notes After patching all open KEV items, run authenticated vulnerability scans against every
remediated system and retain scan reports as primary BOD compliance evidence — verbal
confirmation or change tickets alone are insufficient for audit purposes. Given that the
compressed 3-day window increases the likelihood that adversaries exploited KEVs during
prior longer-window exposure periods, maintain heightened log monitoring for persistence
indicators (new scheduled tasks, new services, new local accounts) for a minimum of 7 days
post-patch across all previously vulnerable internet-facing systems. For FedRAMP-authorized
providers, update POA&M records and notify the authorizing official within the timeframe
specified in the SSP's incident response plan to avoid authorization impact.

Forensic Artifacts Patch management platform deployment logs (WSUS 'WindowsUpdate.log', SCCM
deployment status logs, or equivalent) covering the full period each KEV was open — these
establish remediation velocity history and are the primary evidence for demonstrating whether
the 3-day window was met or missed | CISA KEV catalog JSON feed snapshots archived at
the time of each catalog check, paired with asset inventory exports from the same timestamp
— together these prove which vulnerabilities were known, which assets were affected, and
when the SLA clock started for each KEV item | Authenticated vulnerability scan reports
(OpenVAS, Nessus Essentials, or equivalent) with pre-patch and post-patch runs for each
affected host, showing CVE remediation status with timestamps — required for BOD audit
evidence and FedRAMP POA&M closure | Windows Security Event Log entries (Event ID
4698 — scheduled task created, Event ID 7045 — new service installed, Event ID 4720 —
new user account created) from the full KEV exposure window through 48 hours post-patch,
to detect adversary pre-positioning during the period when the vulnerability was open and
actively exploitable | FedRAMP SSP and POA&M revision history exports showing original
scheduled completion dates for KEV-related items versus actual patch dates, providing the
before/after compliance record required for authorizing official notification and continuous
monitoring reporting

Per-Action IR Details

Step 1: Containment — Immediately identify all systems within FCEB scope or contractor environments

covered by BOD obligations. Cross-reference the CISA KEV catalog against your current unpatched asset

inventory. For any open KEV item that would now fall under the 3-day window, treat remediation as

in-progress emergency work. Isolate or restrict network access to internet-facing assets carrying unpatched

high-severity KEVs where immediate patching is not feasible. (NIST AC-4: Information Flow Enforcement; CIS

7.1: Establish and Maintain a Vulnerability Management Process)

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-4 (Information Flow Enforcement), NIST AC-6 (Least Privilege), CIS 1.1 (Establish and Maintain

Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 4.4

(Implement and Manage a Firewall on Servers)

Compensating: For a 2-person team without enterprise tooling: run 'nmap -sV --script vulners ' against internet-facing

assets to surface unpatched services; use the CISA KEV catalog JSON feed

(https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json) parsed with a simple Python or jq

script to cross-reference CVE IDs against your asset list. Apply host-based firewall rules via Windows Firewall (netsh

advfirewall) or iptables on Linux to block inbound internet access to services carrying open KEVs until patches are

applied.
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Evidence: Before restricting network access, snapshot current network connection state on affected internet-facing

hosts: run 'netstat -anob' (Windows) or 'ss -tulnp' (Linux) and save output. Capture current patch state with 'wmic qfe

list full' (Windows) or 'rpm -qa' / 'dpkg -l' (Linux) to document pre-containment vulnerability posture. Pull firewall rule

exports and any WAF access logs timestamped to within 24 hours of the BOD effective date to establish a pre-isolation

baseline for later audit evidence.

Step 2: Detection — Audit your patch management platform logs and ticketing system for all open KEV items

and their current age. Query your asset management system against the live CISA KEV catalog

(https://www.cisa.gov/known-exploited-vulnerabilities-catalog) to surface any vulnerability exceeding or

approaching the new 3-day threshold. Enable alerting in your vulnerability management tool when a KEV item

is ingested so remediation SLA timer starts automatically. Review audit logs for patch deployment activity on

affected systems. (NIST AU-6: Audit Record Review, Analysis, and Reporting; CIS 8.2: Collect Audit Logs)

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AU-3

(Content Of Audit Records), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and Maintain a Vulnerability Management

Process)

Compensating: Without a SIEM, use a scheduled cron job or Windows Task Scheduler to pull the CISA KEV catalog

JSON feed daily and diff it against a local CSV of your asset CVE inventory using a Python script with the 'requests'

and 'csv' libraries. For patch deployment audit logging on Windows, query the Windows Event Log using:

'Get-WinEvent -LogName System | Where-Object {$_.Id -eq 19 -or $_.Id -eq 43}' (Event ID 19 = update installed, Event

ID 43 = install started) filtered by the date of the BOD effective date forward. On Linux, check '/var/log/dpkg.log' or

'/var/log/yum.log' for patch activity timestamps.

Evidence: Export full patch management platform logs (e.g., WSUS SUSClientID logs at

'C:\Windows\WindowsUpdate.log', SCCM deployment status from 'SMS_DP_SMSPKG$' logs, or equivalent) covering

the 14 days preceding the BOD effective date to document prior remediation velocity. Pull ticketing system export of all

KEV-linked remediation tickets showing creation dates, assignment history, and resolution timestamps — this

establishes whether the organization was already non-compliant before the 3-day window took effect and is directly

relevant to any BOD audit or regulatory inquiry.

Step 3: Eradication — Apply vendor-supplied patches for all open high-severity KEVs within 72 hours of the

directive's effective date. Where patches are unavailable, implement CISA-recommended mitigations

documented in the KEV catalog entry and request a formal exception per the revised BOD deferral process.

Update your patch management SLA documentation to reflect the new 3-day window. For

FedRAMP-authorized providers, review your system security plan (SSP) and POA&M to ensure patching

commitments align with the revised timeline. (NIST SI-4 is not in the verified knowledge base — no mapped

control; CIS 7.3: Perform Automated Operating System Patch Management; CIS 7.4: Perform Automated

Application Patch Management)

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform Automated

Application Patch Management), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 2.2 (Ensure Authorized

Software is Currently Supported)

Compensating: For teams without an enterprise patch management platform: use Windows Update via 'wuauclt

/detectnow /updatenow' or PowerShell 'Install-WindowsUpdate' (PSWindowsUpdate module) scripted across hosts via

PsExec or WinRM. On Linux, automate with 'unattended-upgrades' (Debian/Ubuntu) or 'dnf-automatic' (RHEL/Fedora)

configured for security-only updates. Document each patch deployment with a timestamped screenshot of 'wmic qfe

get HotFixID,InstalledOn' output as POA&M evidence. For FedRAMP SSP updates without a GRC platform, maintain a

tracked spreadsheet cross-referencing each open KEV CVE ID against its affected component, patch KB/version, and

deployment timestamp.
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Evidence: Before applying each patch, capture a pre-patch system state snapshot: export 'wmic product get

name,version' (Windows) or package manager output (Linux) and store with the date and hostname. For FedRAMP

environments, pull the current POA&M export from your GRC tool or SSP document noting the existing scheduled

completion date for each KEV item — this creates the before/after record required to demonstrate BOD compliance

during FedRAMP annual assessment or CISA reporting. Retain any CISA KEV catalog entry PDFs or archived web

snapshots for KEVs where mitigation guidance (not a patch) was applied, as these substantiate the exception request.

Step 4: Recovery — After applying patches to KEV-listed vulnerabilities, validate remediation through

authenticated vulnerability scans against affected systems. Confirm patched versions are reflected in your

asset inventory. Monitor system logs for anomalous behavior in the 48 hours following patch deployment, as

adversaries may have pre-positioned during the exposure window. Update your KEV tracking records with

patch dates and scan validation evidence for audit readiness. (NIST AU-3: Content of Audit Records; CIS 7.2:

Establish and Maintain a Remediation Process)

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-3 (Content Of Audit Records), NIST AU-11 (Audit Record Retention), NIST AU-6 (Audit Record

Review, Analysis, And Reporting), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 1.1 (Establish and

Maintain Detailed Enterprise Asset Inventory)

Compensating: Run authenticated vulnerability scans using OpenVAS (Greenbone Community Edition) with

credentials against patched hosts; export scan results as PDF/XML and store as compliance evidence. For post-patch

behavioral monitoring without EDR, deploy Sysmon with the SwiftOnSecurity config and query Event ID 1 (Process

Create), Event ID 3 (Network Connection), and Event ID 11 (File Create) for the 48 hours post-patch to detect any

lateral movement or persistence mechanisms an adversary may have installed during the pre-patch exposure window.

Use osquery with a scheduled query on 'win_process_open_sockets' and 'listening_ports' to detect unexpected

network listeners.

Evidence: Capture authenticated scan reports (OpenVAS or Nessus Essentials) showing CVE remediation status

before and after patch — these are the primary audit artifact for BOD compliance verification. Pull Windows Security

Event Log Event ID 4698 (scheduled task created) and Event ID 7045 (new service installed) from the exposure

window (date of BOD effective date minus days the KEV was open) through 48 hours post-patch to identify any

persistence mechanisms installed by adversaries who exploited the vulnerability during the exposure gap. On Linux,

check '/etc/cron.d/', '/etc/systemd/system/', and '/tmp/' for newly created files within the same time window using 'find /

-newer -type f 2>/dev/null'.

Step 5: Post-Incident — Conduct a gap analysis of your patch management workflow against the 3-day KEV

requirement. Identify bottlenecks: change approval cycles, testing requirements, and resource constraints

that prevent 72-hour remediation. Update patch management policy, escalation procedures, and vendor SLA

contracts accordingly. Brief leadership on compliance posture and document any systemic gaps as tracked

risks. Map control deficiencies to NIST AC-6 (Least Privilege) and CIS 7.1 (Vulnerability Management Process)

for structured remediation planning.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST AC-6 (Least Privilege), NIST AU-6 (Audit Record Review, Analysis, And Reporting), CIS 7.1 (Establish

and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 4.6

(Securely Manage Enterprise Assets and Software)

Compensating: For a 2-person team without a GRC platform, document the BOD gap analysis in a structured

markdown or spreadsheet capturing: each KEV remediated, days-to-patch, bottleneck category (approval delay, test

environment dependency, vendor lag, resource constraint), and a recommended process change. Use this output to

draft an emergency change advisory board (eCAB) procedure that pre-authorizes patch deployment for CVSS 7.0+

KEV items within 72 hours without full CAB cycle — this is the single highest-impact process change to achieve

ongoing BOD compliance. Store all gap analysis documentation with version control (Git) to demonstrate iterative

policy improvement during future audits.
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Evidence: Compile a BOD compliance timeline report documenting: the KEV catalog check date, days each

vulnerability was open on FCEB-scoped systems, patch or mitigation applied, and scan validation date — this is the

primary deliverable for leadership briefing and any CISA reporting obligation. Retain all POA&M snapshots, exception

request submissions, and FedRAMP SSP revision history as a compliance audit trail. Document change approval

timestamps from your ticketing system to quantify approval cycle drag and substantiate requests for eCAB authority in

the revised patch management policy.

Detection Guidance

There are no IOC-based detection signals for this item; it is a policy directive, not an active exploitation event.

Detection work centers on compliance posture assessment. Query your vulnerability management platform for

all open KEV items and track the age of each against the directive's remediation timeline. Any KEV item

exceeding the timeline on a system within BOD scope represents a policy gap. Cross-reference CISA's live KEV

catalog against your patched asset inventory at minimum weekly. Configure your SIEM or ticketing system to

alert when a new KEV entry is published that matches a software version present in your environment. Audit

patch deployment logs (CIS 8.2; NIST AU-6) to confirm timely remediation and generate evidence for

compliance reviews. For contractors and FedRAMP CSPs, review your continuous monitoring reporting

cadence to ensure KEV ingestion and patching activity are captured in authorized scanning outputs.

Framework Mappings

MITRE-ATTACK

• T1210 — Exploitation of Remote Services

• T1068 — Exploitation for Privilege Escalation

• T1072 — Software Deployment Tools

• T1203 — Exploitation for Client Execution

• T1190 — Exploit Public-Facing Application

NIST-800-53R5

• AC-6 — Least Privilege

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SI-7 — Software, Firmware, and Information Integrity

CIS-V8

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022
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• A.8.8 — Management of technical vulnerabilities

• A.5.23 — Information security for use of cloud services

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1210 Exploitation of Remote Services Lateral-Movement

T1068 Exploitation for Privilege Escalation Privilege-Escalation

T1072 Software Deployment Tools Execution

T1203 Exploitation for Client Execution Execution

T1190 Exploit Public-Facing Application Initial-Access
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