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Executive Summary

CISA issued Binding Operational Directive 26-04 on June 10, 2026, requiring Federal Civilian Executive

Branch agencies to prioritize security updates based on risk factors including asset exposure, known

exploitation, exploitability, and control impact. The directive sets remediation windows as short as three

days for the highest-risk vulnerabilities, significantly compressing existing timelines. Federal agencies that

fail to comply face regulatory exposure and elevated breach risk; contractors and vendors supporting

FCEB systems should expect updated contractual and compliance requirements to follow.

Technical Analysis

BOD 26-04 mandates a risk-scoring model for vulnerability remediation prioritization across FCEB agency

information systems. The four weighted risk factors are: (1) public exposure of the affected asset, (2) known

exploitation status (aligning with and extending BOD 22-01's Known Exploited Vulnerabilities catalog), (3)

automatic exploitability (low-complexity, no-authentication vectors), and (4) level of control gained by a

successful exploit (privilege escalation, full system compromise). Remediation timelines are tiered by risk score,

with the shortest window at three days for top-tier vulnerabilities. No CVE, CWE, or CVSS data applies to this

governance item. The directive supplements BOD 22-01 and is authoritative via CISA.gov; the specific BOD

26-04 document should be retrieved directly from CISA's Binding Operational Directives listing.

Action Checklist

1. Step 1: Scope Assessment, Confirm whether your organization is an FCEB agency or a contractor

operating systems on behalf of one. Review your system inventory against CISA's FCEB asset scope
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definition to determine which systems fall under BOD 26-04 jurisdiction. Reference CIS 1.1 (Establish and

Maintain Detailed Enterprise Asset Inventory) to validate inventory completeness before scoring.

2. Step 2: Current State Gap Analysis, Map your current vulnerability management process against the

four BOD 26-04 risk factors. Identify vulnerabilities already tracked in your scanner that lack exposure,

exploitability, and control-impact scoring. Cross-reference your open findings against CISA's Known

Exploited Vulnerabilities catalog (BOD 22-01) to flag any items already meeting the highest-risk threshold.

Reference NIST SI-4 (System Monitoring) and NIST SI-5 (Security Alerts, Advisories, and Directives); SI-5

specifically requires receiving and acting on CISA directives on an ongoing basis.

3. Step 3: Process and SOP Update, Update your vulnerability management standard operating procedure

to incorporate all four BOD 26-04 risk factors into triage scoring. Establish automated tagging in your

vulnerability management platform for assets that are internet-facing (public exposure factor). Set

remediation SLA policies at three days for the highest-risk tier. Reference CIS 7.1 (Establish and Maintain

a Vulnerability Management Process) and CIS 7.2 (Establish and Maintain a Remediation Process) as

baseline process requirements.

4. Step 4: Implementation and Validation, Run a full vulnerability scan post-SOP update and verify that

open findings are correctly tiered under the new risk model. Confirm that audit logs capture remediation

timestamps to support compliance reporting. Reference NIST AU-6 (Audit Record Review, Analysis, and

Reporting) for review frequency requirements and NIST AU-11 (Audit Record Retention) to ensure records

support after-the-fact investigation if compliance is questioned.

5. Step 5: Compliance Testing and Continuous Monitoring, Conduct a tabletop or process review to test

whether your team can operationally meet the three-day remediation window for highest-risk findings.

Identify tooling, staffing, or approval-process bottlenecks that would prevent compliance. Document gaps

and remediation plans. Reference NIST IR-3 (Incident Response Testing) for testing cadence guidance

and NIST IR-8 (Incident Response Plan) to ensure your IRP reflects updated BOD timelines.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to agency CISO and legal counsel if a gap analysis reveals open
KEV-catalog findings on internet-facing FCEB-scoped assets that have already exceeded the
BOD 26-04 three-day remediation window, as this condition constitutes a reportable
compliance failure under a binding federal directive and may trigger CISA notification
obligations.

Recovery Notes After SOP update and initial scan validation, run weekly vulnerability scans against all
FCEB-scoped assets for a minimum of 60 days to confirm the new risk-tiered remediation
workflow is sustaining compliance — not just achieving it at point-in-time. Monitor the CISA
KEV catalog for new additions daily (RSS feed or JSON pull) and re-run triage scoring against
open findings within 24 hours of any new KEV entry, since a finding not in highest-risk tier
yesterday may cross the threshold today. Retain all scan exports, remediation logs, and SLA
tracking records continuously, as CISA's BOD compliance reviews are retroactive and may
examine evidence from the directive issuance date forward.
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Forensic Artifacts Vulnerability scanner export reports (XML/CSV) timestamped at BOD 26-04 receipt (June 10,
2026) — establishes the pre-directive open finding baseline and documents which
KEV-matched findings were known but unresolved at directive issuance | CISA KEV catalog
JSON snapshots pulled at directive receipt and at each subsequent daily check — provides
an immutable record of which vulnerabilities were considered known-exploited at the time
remediation SLAs were calculated, directly relevant to any compliance dispute about
three-day window applicability | Patch installation event logs: Windows Event ID 19 (MSI/WUA
install success) from Microsoft-Windows-WindowsUpdateClient in the System log, or Linux
/var/log/dpkg.log and /var/log/yum.log entries — constitute the primary proof that remediation
was completed within the required SLA window for each finding | Version-controlled SOP
repository commit history (Git log output) showing the date and content of vulnerability
management process updates incorporating the four BOD 26-04 risk factors — demonstrates
directive operationalization with a verifiable timestamp | Nmap scan output logs showing
internet-facing status of FCEB-scoped assets at the time of triage scoring — supports the
exposure-factor scoring decision for each finding and documents the asset attack surface as it
existed when the three-day SLA was assigned

Per-Action IR Details

Step 1: Scope Assessment — Confirm whether your organization is an FCEB agency or a contractor operating

systems on behalf of one. Review your system inventory against CISA's FCEB asset scope definition to

determine which systems fall under BOD 26-04 jurisdiction. Reference CIS 1.1 (Establish and Maintain

Detailed Enterprise Asset Inventory) to validate inventory completeness before scoring.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR Capability and Asset Visibility

Controls: CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 1.2 (Address Unauthorized

Assets), NIST IR-8 (Incident Response Plan)

Compensating: Export your CMDB or active directory computer objects via PowerShell (`Get-ADComputer -Filter *

-Properties *`) and cross-reference against a manually maintained spreadsheet tagging each asset as internet-facing,

government-owned, or contractor-operated. A 2-person team can use Nmap (`nmap -sn `) weekly to detect untracked

assets and flag gaps against the BOD 26-04 FCEB scope definition.

Evidence: Before finalizing scope, capture a point-in-time asset inventory snapshot (CSV export from your scanner or

AD query output) timestamped to the BOD 26-04 issuance date of June 10, 2026. This establishes the compliance

baseline and documents which systems were in scope at directive receipt — critical if CISA audits your initial inventory

completeness.

Step 2: Detection / Gap Analysis — Map your current vulnerability management process against the four BOD

26-04 risk factors. Identify vulnerabilities already tracked in your scanner or SIEM that lack exposure,

exploitability, and control-impact scoring. Cross-reference your open findings against CISA's Known

Exploited Vulnerabilities catalog (BOD 22-01) to flag any items already meeting the highest-risk threshold.

Reference NIST SI-4 (System Monitoring) and NIST SI-5 (Security Alerts, Advisories, and Directives) — SI-5

specifically requires receiving and acting on CISA directives on an ongoing basis.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: Correlating Vulnerability Intelligence Against Asset Context

Controls: NIST SI-4 (System Monitoring), NIST SI-5 (Security Alerts, Advisories, and Directives), NIST SI-2 (Flaw

Remediation), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Download the CISA KEV catalog as a JSON feed (`curl

https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json`) and parse it against your open

scanner findings using a Python script or `jq` to produce a priority list of KEV-matched findings on your FCEB-scoped

assets. For exposure scoring without enterprise tooling, run `nmap -sV --open -p- ` against each in-scope asset to
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confirm internet-facing status and manually tag findings that intersect KEV + internet-exposed as the highest-risk tier

requiring the three-day remediation window.

Evidence: Capture scanner export reports (XML or CSV) from your vulnerability management tool dated immediately

before the SOP update, preserving the pre-BOD-26-04 finding state. Document which open findings already appear in

the CISA KEV catalog by recording CVE IDs, asset hostnames, and last-scan timestamps — this gap evidence is the

compliance audit trail proving you identified pre-existing high-risk findings at directive receipt.

Step 3: Eradication / Process Update — Update your vulnerability management SOP to incorporate all four

BOD 26-04 risk factors into triage scoring. Establish automated tagging in your vulnerability management

platform for assets that are internet-facing (public exposure factor). Set remediation SLA policies at three

days for the highest-risk tier. Reference CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

and CIS 7.2 (Establish and Maintain a Remediation Process) as baseline process requirements.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: Removing Process Deficiencies and Implementing Risk-Based

Remediation Controls

Controls: CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a

Remediation Process), CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform

Automated Application Patch Management), NIST SI-2 (Flaw Remediation)

Compensating: Version-control your updated SOP in a Git repository (free, auditable, timestamped) so each revision

is traceable to a named analyst and date — satisfying the documentation requirement under BOD 26-04 without a

GRC platform. For automated internet-exposure tagging without enterprise tooling, maintain a cron job that runs a daily

Nmap scan of your DMZ and public IP ranges, outputs results to a CSV, and flags any newly discovered FCEB-scoped

asset as internet-facing in your tracking spreadsheet within 24 hours.

Evidence: Preserve the version-controlled diff of your vulnerability management SOP showing pre- and

post-BOD-26-04 triage scoring logic, with a commit timestamp on or near the directive issuance date of June 10, 2026.

This document is the primary compliance artifact demonstrating that your process formally incorporated the four BOD

26-04 risk factors — absence of this record is the most common finding in CISA compliance reviews of directive

implementation.

Step 4: Recovery / Validation — Run a full vulnerability scan post-SOP update and verify that open findings

are correctly tiered under the new risk model. Confirm that audit logs capture remediation timestamps to

support compliance reporting. Reference NIST AU-6 (Audit Record Review, Analysis, and Reporting) for

review frequency requirements and NIST AU-11 (Audit Record Retention) to ensure records support

after-the-fact investigation if compliance is questioned.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: Verifying Remediation Integrity and Restoring Compliant Operational

State

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-11 (Audit Record Retention), NIST

AU-3 (Content Of Audit Records), NIST AU-12 (Audit Record Generation), CIS 8.2 (Collect Audit Logs)

Compensating: Use OpenVAS (free, open-source) to run a full authenticated scan post-SOP update and export

results in XML; compare the new risk-tiered finding list against the pre-update baseline export using a `diff` or Python

script to confirm all KEV-matched, internet-facing findings have been correctly elevated to the three-day SLA tier. For

remediation timestamp logging without a SIEM, configure rsyslog or Windows Event Forwarding to centralize patch

installation events (Windows Event ID 19 — MSI install success, or Linux `/var/log/dpkg.log` entries) to a dedicated log

server, retained for a minimum of three years to satisfy federal records retention expectations under BOD compliance.

Evidence: Capture the post-scan vulnerability report export alongside patch installation log entries (Windows: Event ID

19 from Microsoft-Windows-WindowsUpdateClient in the System event log; Linux: `/var/log/dpkg.log` or

`/var/log/yum.log`) for each remediated finding, with timestamps proving the three-day SLA was met for highest-risk

items. These paired artifacts — scan result showing finding closed plus log entry showing patch applied — constitute

the compliance evidence chain CISA would request in a BOD 26-04 audit.
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Step 5: Post-Incident / Control Improvement — Conduct a tabletop or process review to test whether your

team can operationally meet the three-day remediation window for highest-risk findings. Identify tooling,

staffing, or approval-process bottlenecks that would prevent compliance. Document gaps and remediation

plans. Reference NIST IR-3 (Incident Response Testing) for testing cadence guidance and NIST IR-8 (Incident

Response Plan) to ensure your IRP reflects updated BOD timelines.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Lessons Learned, Process Improvement, and Intelligence

Sharing

Controls: NIST IR-3 (Incident Response Testing), NIST IR-8 (Incident Response Plan), NIST IR-4 (Incident Handling),

CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Run a structured tabletop using a simulated scenario where a new KEV entry appears for an

internet-facing FCEB asset at T+0 — walk the two-person team through detection (KEV feed check), triage (exposure

+ control-impact scoring), change-approval, patch deployment, and log capture, recording actual elapsed time at each

step to identify which gate breaks the three-day window. Document the bottleneck (e.g., change advisory board

approval cycle, lack of test environment for patch validation) as a named gap with an owner and target resolution date

in a version-controlled after-action report.

Evidence: Preserve the tabletop scenario script, participant notes, and elapsed-time log as a dated after-action record

— this is the primary artifact demonstrating that your agency tested operational compliance with BOD 26-04 timelines,

which CISA may request as evidence of directive operationalization beyond mere policy documentation.

Detection Guidance

This is a governance directive, not a vulnerability with IOC-based detection. Detection focus is compliance

posture monitoring. Query your vulnerability management platform for open findings that score high on all four

BOD 26-04 risk factors simultaneously: internet-facing assets, KEV catalog membership, CVSS attack

complexity of Low with no authentication required, and privilege escalation or full-compromise impact. Flag any

such findings exceeding the three-day remediation window as compliance violations. In your compliance

dashboard, track mean-time-to-remediate by risk tier and alert when findings in the highest tier approach the

72-hour mark without a closed status. Reference NIST SI-5 (Security Alerts, Advisories, and Directives); audit

logs should show that the directive was received, reviewed, and assigned. Reference NIST AU-6 (Audit Record

Review, Analysis, and Reporting) to validate that review and reporting cadence meets the directive's

requirements. No IOC patterns, event IDs, or behavioral indicators apply to this item.

Framework Mappings

NIST-800-53R5

• SI-2 — Flaw Remediation

CIS-V8

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities
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Sources

Source URL Tier

Federal Government
Cybersecurity Incident
and Vulnerability ... -
CISA

https://www.cisa.gov/resources-tools/resources/federal-government-c... T1

CISA reveals federal
agencies exposed by
GeoServer flaws, urges
...

https://industrialcyber.co/cisa/cisa-reveals-federal-agencies-expos... T3

CISA directs agencies
to address 'significant
cyber threat'

https://federalnewsnetwork.com/cybersecurity/2025/10/cisa-directs-a... T3

- EVALUATING CISA'S
FEDERAL CIVILIAN
EXECUTIVE BRANCH ...

https://www.govinfo.gov/content/pkg/CHRG-118hhrg54816/html/CHRG-11

8...

T1

Evaluating CISA's
Federal Civilian
Executive Branch
Cybersecurity ...

https://www.youtube.com/watch?v=A6zLiYzrqw4 T3
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