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Type Data Breach

Severity HIGH

Affected Products University of Nottingham, student and staff data systems

Published 22 hours ago

Discovery Source Serper

Executive Summary

The University of Nottingham confirmed a cyber-attack resulting in the exfiltration of student data, with

staff data systems also identified as affected. The full scope of compromised records, attack vector, and

responsible threat actor have not been publicly disclosed; two cybersecurity experts have published

post-breach analysis via news outlets, but no technical indicators or attribution have been released. The

primary business risks are regulatory exposure under UK data protection law, reputational damage with

prospective students and research partners, and potential harm to affected individuals whose personal data

is now in unauthorized hands.

Technical Analysis

The University of Nottingham sustained a data breach resulting in confirmed exfiltration of student data from

university systems. No CVE identifier, CWE classification, ransomware group attribution, or technical indicators

of compromise have been publicly disclosed in available sources as of this report. Attack vector, specific

systems compromised, affected record count, and data field inventory have not been confirmed. Post-incident

expert analysis has been published via BBC News and AOL but does not include technical specifics in the

sources identified. Patch status and vendor advisories are not applicable given the absence of a disclosed

vulnerability. Assessment is based on T2 and T3 source reporting; technical details may emerge as the incident

investigation progresses.

Action Checklist



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-DBR-2026-0179
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-06-18 07:18 UTC Page 2SCC-DBR-2026-0179

1. Step 1: Containment. If your organization has data-sharing agreements, research partnerships, or

federated identity relationships with the University of Nottingham, audit those connections immediately.

Suspend or restrict inbound data flows from Nottingham-affiliated systems until the breach scope is

confirmed. Review which of your systems accepted authentication tokens or API calls from university

infrastructure.

2. Step 2: Detection. No IOCs have been publicly released for this incident. Monitor for anomalous

outbound data transfers from systems with any Nottingham integration. If your environment ingests or

mirrors student/staff data from the university, review NIST AU-6 (Audit Record Review, Analysis, and

Reporting) logs for unusual access patterns. Apply CIS 8.2 (Collect Audit Logs) to ensure logging is active

across any affected integration points.

3. Step 3: Eradication. No specific patch, configuration change, or vendor advisory applies at this time

because the attack vector has not been disclosed. For organizations with direct exposure: rotate

credentials used in any shared system or federated access arrangement with the university per NIST SP

800-63B (Authentication and Lifecycle Management). Review and enforce NIST AC-2 (Account

Management) on any accounts with cross-institutional access.

4. Step 4: Recovery. Validate that all audit logging is functioning and capturing access events per NIST

AU-2 (Audit Record Generation) and AU-12 (Audit Record Generation). Confirm that data flows from or to

university systems are operating under least-privilege access. Monitor for follow-on phishing campaigns

targeting your users that may use exfiltrated Nottingham data as lure content.

5. Step 5: Post-Incident. This incident highlights the risk of third-party and academic partnership data

exposure. Review your third-party risk management process, specifically whether partner institutions are

subject to equivalent security controls before data sharing is permitted. Map this gap to NIST IR-8

(Incident Response Plan) to ensure your plan covers partner-initiated breach scenarios. Enforce CIS 3.2

(Establish and Maintain a Data Inventory) to confirm your organization knows exactly what data has been

shared with external academic institutions and under what terms.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal counsel and DPO if your organization co-processes personal
data subject to UK GDPR or EU GDPR that was shared with the University of Nottingham, as
a confirmed breach at a data processor or joint-controller may trigger your own 72-hour ICO
notification obligation under UK GDPR Article 33, regardless of whether your own systems
were directly compromised.

Recovery Notes Once data flows with Nottingham-affiliated systems are restored, maintain enhanced
monitoring on those integration points for a minimum of 90 days given the unknown attack
vector and undisclosed threat actor — a secondary wave of exploitation or use of exfiltrated
credentials as lures is a realistic follow-on risk. Validate that your data-sharing register
accurately reflects the current state of all university integrations before re-enabling them, and
confirm that any student or staff data your organization holds that originated from Nottingham
systems has not been accessed anomalously during the exposure window. Watch for NCSC
or JISC advisories specific to the UK higher education sector, as coordinated campaigns
targeting universities have historically affected multiple institutions in sequence.
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Forensic Artifacts IdP authentication logs (Shibboleth shibd.log, Azure AD sign-in logs, or equivalent) covering
90 days prior to breach disclosure — primary record of which university-affiliated accounts
authenticated to your systems and from which source IPs, critical for determining if
compromised Nottingham credentials were used laterally into your environment | API gateway
and data-integration service access logs — record of all API calls from university
infrastructure to your systems, including payloads and response codes, which would reveal
anomalous bulk data pulls or unexpected query patterns consistent with pre-exfiltration
reconnaissance | Network flow records (NetFlow/IPFIX or firewall connection logs) for traffic
between your systems and nottingham.ac.uk IP ranges — needed to establish a baseline of
normal data transfer volumes and identify any anomalous outbound spikes that may indicate
data was staged or exfiltrated through the integration channel | Data-sync and ETL pipeline
execution logs for any jobs that ingest or mirror student/staff data from Nottingham systems —
these logs record what data was transferred, when, and to which internal destination,
establishing the full scope of potentially tainted data in your environment | Email gateway and
spam filter logs for inbound messages referencing University of Nottingham, nottingham.ac.uk
domains, or student/staff name patterns — evidence of follow-on phishing campaigns
leveraging exfiltrated Nottingham data as social engineering lure content targeting your users

Per-Action IR Details

Step 1: Containment — If your organization has data-sharing agreements, research partnerships, or federated

identity relationships with the University of Nottingham, audit those connections immediately. Suspend or

restrict inbound data flows from Nottingham-affiliated systems until the breach scope is confirmed. Review

which of your systems accepted authentication tokens or API calls from university infrastructure.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 4.5 (Implement

and Manage a Firewall on End-User Devices)

Compensating: Export firewall and proxy logs for all traffic to/from University of Nottingham IP ranges and domains

(nottingham.ac.uk, *.nottingham.ac.uk). Use Wireshark or tcpdump to capture live traffic on integration-facing

interfaces: 'tcpdump -i eth0 -w nottingham_capture.pcap host '. Enumerate active federated identity connections by

querying your IdP (e.g., Shibboleth or Azure AD B2B): 'Get-MsolForeignGroupMembership' or review Shibboleth SP

logs at /var/log/shibboleth/shibd.log for recent assertions from nottingham.ac.uk.

Evidence: Before suspending inbound data flows or revoking federation tokens, capture: (1) active network connection

state — 'netstat -ano' or 'Get-NetTCPConnection' — to record live sessions from university IP ranges; (2) current

authentication token cache — export active SAML assertions or OAuth tokens from your IdP before invalidation; (3)

recent IdP authentication logs showing which university-affiliated accounts authenticated to your systems and when,

including source IPs. These artifacts are destroyed the moment tokens are revoked or connections are severed.

Step 2: Detection — No IOCs have been publicly released for this incident. Monitor for anomalous outbound

data transfers from systems with any Nottingham integration. If your environment ingests or mirrors

student/staff data from the university, review AU-6 (Audit Record Review, Analysis, and Reporting) logs for

unusual access patterns. Apply CIS 8.2 (Collect Audit Logs) to ensure logging is active across any affected

integration points.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AU-2 (Event Logging), NIST SI-4

(System Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: With no public IOCs, focus detection on behavioral anomalies: (1) query proxy/DNS logs for bulk

outbound transfers to non-standard destinations from systems that hold mirrored Nottingham data — use 'grep' against
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proxy logs for >10MB responses to external IPs; (2) deploy a Sigma rule targeting large outbound data transfers from

integration service accounts (Sigma rule: selection on EventID 5156 [Windows Filtering Platform] with large BytesSent

values); (3) run osquery to identify processes on data-integration hosts making unexpected network connections:

'SELECT pid, name, remote_address, remote_port FROM process_open_sockets WHERE remote_address NOT IN

()'; (4) verify logging is active on all API gateway and data-sync endpoints by confirming log file modification

timestamps are current.

Evidence: No volatile capture is required before a passive monitoring action, but before any active response based on

findings: preserve existing log files from integration endpoints in read-only copies immediately — log rotation or system

restarts may destroy evidence. Capture: (1) IdP authentication logs (Shibboleth shibd.log, Azure AD sign-in logs)

covering the 90 days prior to breach disclosure; (2) API gateway access logs showing calls from university-affiliated

service accounts; (3) data-sync job execution logs from any ETL pipelines ingesting Nottingham student/staff data.

These logs are the primary forensic record since no IOCs exist to hunt against.

Step 3: Eradication — No specific patch, configuration change, or vendor advisory applies at this time

because the attack vector has not been disclosed. For organizations with direct exposure: rotate credentials

used in any shared system or federated access arrangement with the university per D3-CRO (Credential

Rotation). Review and enforce D3-UAP (User Account Permissions) on any accounts with cross-institutional

access.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IR-4 (Incident Handling), CIS 5.2 (Use Unique Passwords), CIS 6.2 (Establish an Access Revoking

Process), CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts)

Compensating: Enumerate all service accounts and human accounts with cross-institutional access to Nottingham

systems: 'Get-ADUser -Filter {Description -like "*Nottingham*"} | Select-Object SamAccountName, PasswordLastSet,

Enabled'. Rotate credentials for each identified account using your IdP's forced reset — do not allow self-service reset

for these accounts as attacker may control associated email. For API keys or shared secrets used in data-sharing

integrations, generate new keys from your side and coordinate out-of-band with your Nottingham liaison to invalidate

old keys. Document each credential rotated with timestamp per NIST IR-5 (Incident Monitoring) requirements.

Evidence: CRITICAL — before rotating any credentials or revoking any account access: (1) capture a full export of

recent authentication activity for each account to be rotated, including source IPs, timestamps, and resources

accessed — this establishes the attacker's access window if credentials were compromised; (2) preserve memory on

any hosts running integration services if those hosts may have cached credentials in plaintext (run 'procdump -ma

lsass.exe lsass.dmp' only if IR counsel approves — this is sensitive); (3) export current account permission

assignments before any permission changes so the pre-incident baseline is preserved. Credential rotation permanently

destroys evidence of active sessions tied to compromised credentials.

Step 4: Recovery — Validate that all audit logging is functioning and capturing access events per NIST AU-2

(Event Logging) and AU-12 (Audit Record Generation). Confirm that data flows from or to university systems

are operating under least-privilege access. Monitor for follow-on phishing campaigns targeting your users

that may use exfiltrated Nottingham data as lure content.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-2 (Event Logging), NIST AU-12 (Audit Record Generation), NIST SI-3 (Malicious Code Protection),

CIS 8.2 (Collect Audit Logs), CIS 3.3 (Configure Data Access Control Lists)

Compensating: Verify logging health on integration endpoints: confirm log files are actively being written by checking

modification timestamps ('ls -lt /var/log/app/' or 'Get-Item C:\Logs\* | Sort LastWriteTime -Descending'). For phishing

monitoring using exfiltrated Nottingham student/staff data as lures: configure email gateway keyword alerting for

'University of Nottingham', 'nottingham.ac.uk', or student ID patterns in inbound message bodies. Deploy a Sysmon

configuration (SwiftOnSecurity baseline) on endpoints to capture process creation and network events from any

phishing payload execution. Verify least-privilege on restored data flows by re-running the account permission audit

from Step 3 and confirming no excess permissions were re-granted during recovery.
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Evidence: Before re-enabling any suspended data flows with Nottingham systems: verify the integrity of your own

systems that received data from university infrastructure by running file integrity checks (AIDE or Tripwire) against

integration service binaries and configuration files — an attacker who had access to Nottingham systems may have

tampered with data delivered to your environment. Capture current process and network state on integration hosts as a

clean-baseline snapshot before restoring connections, so any future anomaly can be compared against this verified

recovery state.

Step 5: Post-Incident — This incident highlights the risk of third-party and academic partnership data

exposure. Review your third-party risk management process, specifically whether partner institutions are

subject to equivalent security controls before data sharing is permitted. Map this gap to NIST IR-8 (Incident

Response Plan) to ensure your plan covers partner-initiated breach scenarios. Enforce CIS 3.2 (Establish and

Maintain a Data Inventory) to confirm your organization knows exactly what data has been shared with

external academic institutions and under what terms.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-8 (Incident Response Plan), NIST IR-6 (Incident Reporting), NIST SI-5 (Security Alerts, Advisories,

And Directives), CIS 3.2 (Establish and Maintain a Data Inventory), CIS 7.1 (Establish and Maintain a Vulnerability

Management Process)

Compensating: Conduct a tabletop exercise specifically scoped to the partner-initiated breach scenario: your

organization receives notification that an academic partner has been breached, no IOCs are available, and you have

72 hours before UK ICO notification deadlines apply to any data you may have co-processed. Use this Nottingham

incident as the scenario fact pattern. Document findings in a lessons-learned report per NIST 800-61r3 §4. Build or

update a data-sharing register (spreadsheet is acceptable) enumerating every academic or research partner, what

data categories were shared, the legal basis, and the data processing agreement status — this directly addresses the

CIS 3.2 gap exposed by this incident.

Evidence: Collect and archive the following as the permanent incident record: (1) timeline of all containment actions

taken and their timestamps; (2) inventory of all Nottingham-affiliated accounts, API integrations, and data flows

identified during Steps 1–4; (3) copies of all data processing agreements or MOUs with the University of Nottingham;

(4) log exports covering the period from 90 days before breach disclosure to present, covering authentication, data

access, and API activity from university-affiliated sources. Retain per your jurisdiction's requirements — UK GDPR

Article 30 records of processing and ICO guidance on breach documentation suggest a minimum 3-year retention for

breach-related records.

Detection Guidance

No indicators of compromise, IP addresses, domains, file hashes, or behavioral signatures have been publicly

released for this incident. Detection at peer institutions or partner organizations should focus on: reviewing audit

logs (NIST AU-6) for any anomalous access to systems integrated with University of Nottingham infrastructure;

monitoring outbound data transfers from shared research or identity systems; and watching for spear-phishing

attempts using student or staff names and institutional context that may have been derived from the exfiltrated

data. Apply NIST AU-6 (Audit Record Review) to accounts with cross-institutional access. Apply NIST SI-4

(Information System Monitoring) to any shared file repositories. No specific event IDs, SIEM queries, or

IOC-based detection rules can be constructed from currently available public information.

Framework Mappings

NIST-CSF-2
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• RS.MI-01 — Incidents are contained

• RS.CO-03 — Recovery activities and progress communicated

NIST-800-53R5

• CP-9 — System Backup

• IR-4 — Incident Handling

HIPAA-SECURITY

• 164.308(a)(7)(ii)(A) — Data Backup Plan

• 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

• A.5.29 — Information security during disruption

• A.5.34 — Privacy and protection of personal information

SOC2-TSC

• CC7.4 — Responds to identified security incidents
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