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Cardiac Data Custodian iRhythm Hit by Extortion
Attack via Social Engineering, 12 Million Patients
at Risk

| | CVSS 7.5
SCC Item ID SCC-DBR-2026-0174
Type Data Breach
Severity HIGH
CVSS Base Score 7.5
Affected Products iRhythm Holdings, third-party-hosted business applications (vendor unspecified); cardiac

monitoring platform and associated patient data systems
Published 2026-06-16T02:31:59

Discovery Source Rss

I Executive Summary

iRhythm Holdings, a cardiac monitoring company holding protected health information for over 12
million patients, confirmed attackers accessed and exfiltrated PHI and proprietary business data from a
third-party-hosted application environment after gaining initial access through socia engineering. The
attackers made extortion contact on June 9, 2026, and iRhythm filed an SEC material cybersecurity
disclosure on June 16, 2026, meeting the threshold under 17 CFR 229.106. Businessrisk is elevated across
three vectors:. HIPAA breach notification obligations for millions of patients, SEC disclosure scrutiny, and
unresolved third-party vendor exposure that remains publicly unidentified.

I Technical Analysis

Attack vector: social engineering targeting iRhythm personnel or staff at an unidentified third-party hosting
vendor, leading to unauthorized access to business applications and patient data systems. No CVE is
associated; the root cause is improper access control and authentication failure at the vendor boundary.
Relevant CWEs: CWE-284 (Improper Access Control), CWE-287 (Improper Authentication), CWE-359
(Exposure of Private Personal Information to an Unauthorized Actor). MITRE ATT&CK techniques observed:
T1566 (Phishing, initial access via social engineering), T1078 (Valid Accounts, likely harvested or coerced
credentials), T1199 (Trusted Relationship, third-party hosting environment as access vector), T1041 (Exfiltration
Over C2 Channel), T1486 (Data Encrypted for Impact, consistent with double-extortion pattern), T1657
(Financial Theft, extortion demand). The attack pattern is consistent with double-extortion: data exfiltration
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followed by ransom demand prior to public disclosure. The third-party hosting environment is unidentified,
preventing scope confirmation. No patch is available or applicable; remediation requires vendor security review,
credential rotation, and access control hardening across the supply chain.

I Action Checklist

1. Step 1: Containment. Immediately audit all third-party vendor access connections to systems handling
PHI or sensitive business data. Suspend or restrict any vendor accounts that cannot be verified as
uncompromised. Identify all business applications hosted by third parties and confirm their current access
and integrity status. Map to NIST AC-20 (Use of External Systems) to validate approved external system
connections.

2. Step 2: Detection. Review authentication logs across all third-party-hosted application environments for
anomalous login patterns: off-hours access, credential use from unexpected geographies, service account
activity outside normal baselines. Query for bulk data access or export events in PHI-handling systems.
Correlate against MITRE T1078 (Valid Accounts) and T1566 (Phishing) indicators. Apply NIST AU-6
(Audit Record Review, Analysis, and Reporting) and CIS 8.2 (Collect Audit Logs) to ensure log coverage
exists for vendor-hosted environments. Use local account monitoring controls to identify unauthorized
account activity.

3. Step 3: Eradication. Force credential rotation for all accounts with access to third-party-hosted
applications, prioritizing any accounts that intersect with the vendor environment in question. Revoke and
reissue API keys, service tokens, and administrative credentials across affected systems. Apply credential
rotation and credential hardening controls. Review and enforce least-privilege access per NIST AC-6
(Least Privilege) and NIST AC-2 (Account Management). Disable any dormant or over-provisioned
accounts per CIS 5.3 (Disable Dormant Accounts) and CIS 5.4 (Restrict Administrator Privileges).

4. Step 4: Recovery. Validate that exfiltrated data scope is fully characterized before restoring normal
vendor access. Require the third-party vendor to provide an incident report and independent forensic
attestation before resuming elevated access. Confirm MFA is enforced on all re-enabled accounts per CIS
6.3 (Require MFA for Externally-Exposed Applications) and CIS 6.5 (Require MFA for Administrative
Access). Monitor re-enabled accounts using local account monitoring controls for 30 days post-restoration.
Re-validate vendor access agreements under NIST AC-20.

5. Step 5: Post-Incident. Conduct a third-party risk review for all vendors with access to PHI or critical
business systems. Implement formal vendor security assessment requirements including mandatory MFA,
logging, and breach notification SLAs. Map gaps against NIST AC-2, AC-6, AC-17, and AC-20. Review
social engineering resilience: update security awareness training to address pretexting and vendor
impersonation scenarios. Establish or review the organization's SEC cybersecurity disclosure runbook
given the 17 CFR 229.106 material incident threshold was triggered.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate immediately to executive leadership, legal counsel, and external IR retainer if: (1) the
exfiltrated PHI scope exceeds 500 individuals in any U.S. state (triggering HIPAA Breach
Notification Rule and HHS OCR reporting within 60 days), (2) the attacker publishes or
threatens to publish PHI before extortion demands are addressed, (3) iRhythm's SEC 17 CFR
229.106 material disclosure timeline cannot be met due to incomplete scoping, or (4) the
unspecified third-party vendor is unresponsive to forensic evidence requests within 24 hours
of formal legal hold notice.

Recovery Notes Do not restore normal vendor access to iRhythm's PHI-hosting environment until: (1) the
third-party vendor provides independent forensic attestation — not self-certification — that the
social engineering entry point has been closed and no attacker persistence remains; (2) the
full scope of the 12 million patient record exposure has been characterized sufficiently to
satisfy HIPAA breach notification obligations and support the SEC 17 CFR 229.106 disclosure
already filed on June 16, 2026. Post-restoration monitoring of re-enabled vendor accounts
should run for a minimum of 30 days with daily log review, given the attacker demonstrated
the ability to operate undetected long enough to exfiltrate data and initiate extortion contact
before iRhythm detected the breach.

Forensic Artifacts Third-party application authentication logs (identity provider or SSO audit trail): covering the
30-60 days preceding the June 9, 2026 extortion contact — look for credential use from
anomalous source IPs, MFA challenge bypass events, and password reset activity consistent
with a social engineering-assisted account takeover of a vendor or iRhythm employee
account | Application-layer PHI access and export logs from the iRhythm cardiac monitoring
platform's vendor-hosted environment: specifically bulk data query events, report generation
requests, or API calls returning large patient record sets — these establish exfiltration volume
and the specific data fields (cardiac device readings, patient demographics, insurance data)
that were accessed | Email gateway and phishing report logs from iRhythm staff mailboxes in
the weeks preceding June 9, 2026: look for pretexting emails impersonating the unnamed
third-party vendor, IT helpdesk, or iRhythm executives requesting credential disclosure or
MFA code sharing — the social engineering vector is unconfirmed and these logs are the
primary artifact for reconstructing initial access | Vendor-side network egress and DNS logs
from the third-party-hosted application environment: capture outbound data transfer volumes
and destinations during the suspected exfiltration window, and any DNS queries to
attacker-controlled domains used for data staging or command-and-control — critical for
establishing exfiltration method (direct API pull, SFTP, cloud storage upload) and data volume
| SEC EDGAR submission record and internal materiality determination documentation: the
June 16, 2026 Form 8-K or cybersecurity disclosure filing under 17 CFR 229.106 — preserve
the internal decision chain (who declared materiality, on what evidence, on what date) as this
will be the primary artifact in any SEC enforcement review or HHS OCR HIPAA investigation
into whether the 60-day breach notification deadline was met

Per-Action IR Details

Step 1: Containment — Immediately audit all third-party vendor access connections to systems handling PHI
or sensitive business data. Suspend or restrict any vendor accounts that cannot be verified as
uncompromised. Identify all business applications hosted by third parties and confirm their current access
and integrity status. Map to NIST AC-20 (Use of External Systems) to validate approved external system
connections.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: Choose a containment strategy based on the type of
incident; criteria include preventing further damage and preserving evidence.
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Controls: NIST AC-20 (Use Of External Systems), NIST AC-2 (Account Management), CIS 1.1 (Establish and
Maintain Detailed Enterprise Asset Inventory)

Compensating: Export vendor SSO or federated identity provider logs (Okta, Azure AD, or ADFS) via PowerShell:
"Get-MgAuditLogSignlIn -Filter "userType eq 'Guest™. For on-prem environments without SSO, query Active Directory
for all accounts flagged as external/vendor using “Get-ADUser -Filter {Description -like "*vendor*'} -Properties
LastLogonDate". Cross-reference against a manually maintained vendor access register (spreadsheet) and suspend
accounts not responding to verification within 2 hours.

Evidence: Before suspending any vendor account or revoking active sessions, capture: (1) active authenticated
sessions from the third-party-hosted application's access/session logs, preserving session tokens, source IPs, and
timestamps; (2) network flow logs (NetFlow or firewall connection tables) showing active outbound connections from
the vendor-hosted environment to external IPs at time of containment; (3) API gateway or middleware access logs
showing which endpoints were called, by which service accounts, in the 72 hours preceding the June 9, 2026 extortion
contact. These records are volatile if hosted in vendor-managed infrastructure and must be formally requested and
preserved via legal hold before iRhythm takes any action that terminates sessions.

Step 2: Detection — Review authentication logs across all third-party-hosted application environments for
anomalous login patterns: off-hours access, credential use from unexpected geographies, service account
activity outside normal baselines. Query for bulk data access or export events in PHI-handling systems.
Correlate against MITRE T1078 (Valid Accounts) and T1566 (Phishing) indicators. Apply NIST AU-6 (Audit
Record Review, Analysis, and Reporting) and CIS 8.2 (Collect Audit Logs) to ensure log coverage exists for
vendor-hosted environments. Use D3-LAM (Local Account Monitoring) to identify unauthorized account
activity.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Analyze signs of an incident using multiple data sources;
correlate indicators across log types to establish scope and timeline.

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AU-2 (Event Logging), CIS 8.2 (Collect
Audit Logs)

Compensating: If the vendor-hosted application provides an audit log export, pull CSV/JSON exports and parse with
jg or Python pandas to identify: (1) authentication events from IPs not matching iRhythm's known corporate egress
ranges or the vendor's documented data center CIDRs; (2) bulk record queries or export API calls (look for HTTP 200
responses to endpoints like “/api/export’, “/report/download’, or similar in vendor app access logs); (3) PHI access
events by accounts whose last legitimate activity predates the suspected social engineering window. Use “grep” or
PowerShell “Select-String" to filter for mass-download indicators. If the vendor uses AWS or Azure hosting, request
CloudTrail or Azure Monitor activity logs directly.

Evidence: This is a detection/analysis phase step that does not itself alter live state, but precedes containment actions
— capture before triggering any account lockouts: (1) raw authentication logs from the third-party application's identity
provider covering June 1-9, 2026 (the suspected pre-extortion access window), including failed and successful login
attempts, MFA bypass events, and password reset activity consistent with social engineering; (2) application-layer
audit logs from the iRhythm cardiac monitoring platform's data access tier, specifically bulk PHI export or download
events — look for record counts exceeding typical clinical query volumes; (3) email gateway logs and any available
phishing report submissions from iRhythm staff in the weeks preceding June 9, 2026, to reconstruct the social
engineering vector used for initial access; (4) DNS query logs from the vendor-hosted environment showing any
unusual outbound resolution to attacker-controlled domains during the exfiltration window.

Step 3: Eradication — Force credential rotation for all accounts with access to third-party-hosted applications,
prioritizing any accounts that intersect with the vendor environment in question. Revoke and reissue API
keys, service tokens, and administrative credentials across affected systems. Apply D3-CRO (Credential
Rotation) and D3-CH (Credential Hardening). Review and enforce least-privilege access per NIST AC-6 (Least
Privilege) and NIST AC-2 (Account Management). Disable any dormant or over-provisioned accounts per CIS
5.3 (Disable Dormant Accounts) and CIS 5.4 (Restrict Administrator Privileges).

NIST Phase: Eradication
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Reference: NIST 800-61r3 §3.4 — Eradication: Remove malicious artifacts, unauthorized accounts, and attacker
footholds; verify the threat has been fully removed before proceeding to recovery.

Controls: NIST AC-6 (Least Privilege), NIST AC-2 (Account Management), CIS 5.3 (Disable Dormant Accounts), CIS
5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts)

Compensating: For credential rotation without an enterprise PAM tool: (1) enumerate all service accounts and API
integrations connecting iRhythm systems to the vendor environment using "Get-ADServiceAccount -Filter ** and
cross-reference with application config files for hardcoded credentials; (2) rotate credentials manually via the vendor's
admin portal and document each rotation with timestamp, rotated-by, and new credential storage location (use a local
KeePass vault if no enterprise password manager is in place); (3) for API keys, use the vendor's token management
console or REST API (e.g., “curl -X DELETE https://vendor-api/tokens/{old_token_id}") to revoke and reissue; (4) run
“net user /domain’ or "Get-ADUser -Filter {Enabled -eq $true} -Properties LastLogonDate | Where {$_.LastLogonDate
-It (Get-Date).AddDays(-45)} to identify and disable dormant accounts per CIS 5.3.

Evidence: CRITICAL — volatile evidence must be captured BEFORE any credential rotation or account disablement.
Obtain from the vendor-hosted environment prior to eradication: (1) a full export of all active session tokens and OAuth
grants issued to accounts with PHI access, including issuance timestamps and last-use timestamps — these are
destroyed upon revocation; (2) API gateway logs showing all calls made by service accounts and API keys in scope,
preserving the complete request/response metadata that would establish the data exfiltration pathway and volume; (3)
a snapshot of current account permission assignments and group memberships for all accounts intersecting the vendor
environment, as eradication actions will modify these; (4) any attacker-established persistence artifacts in the vendor
application (e.g., rogue OAuth app registrations, unauthorized admin accounts, or forwarding rules in email systems
connected to the vendor environment) — document before removal.

Step 4: Recovery — Validate that exfiltrated data scope is fully characterized before restoring normal vendor
access. Require the third-party vendor to provide an incident report and independent forensic attestation
before resuming elevated access. Confirm MFA is enforced on all re-enabled accounts per CIS 6.3 (Require
MFA for Externally-Exposed Applications) and CIS 6.5 (Require MFA for Administrative Access). Monitor
re-enabled accounts using D3-LAM (Local Account Monitoring) for 30 days post-restoration. Re-validate
vendor access agreements under NIST AC-20.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: Restore systems to normal operation, confirm systems are functioning
normally, and implement monitoring to watch for recurring compromise.

Controls: NIST AC-20 (Use Of External Systems), NIST AC-17 (Remote Access), CIS 6.3 (Require MFA for
Externally-Exposed Applications), CIS 6.5 (Require MFA for Administrative Access)

Compensating: For teams without enterprise UEBA or EDR on vendor-hosted systems: (1) configure alert rules in the
vendor's native audit log interface (or via API polling) to flag any re-enabled account login from a new IP, device, or
geography within 30 days of restoration — export alerts to email or Slack webhook; (2) implement a manual daily
review of the vendor portal's last-login report for all re-enabled accounts, assigned to a named analyst; (3) require the
vendor to provide weekly log extracts (authentication, data access, admin actions) for the 30-day monitoring window,
reviewed against the pre-incident baseline established during detection_analysis; (4) validate MFA enrollment for each
re-enabled account by requesting confirmation screenshots from the vendor's MFA enrollment console before access
is restored.

Evidence: Before restoring any vendor access, obtain and document: (1) the vendor's forensic attestation confirming
the social engineering vector has been identified, the compromised credential(s) have been invalidated, and no
attacker persistence mechanisms remain in the vendor-hosted environment hosting iRhythm PHI; (2) a final
characterization of exfiltrated data scope — specific patient record count, data fields exposed (name, DOB, cardiac
device data, insurance information), and time range of exfiltration — required to satisfy HIPAA Breach Notification Rule
obligations and the SEC 17 CFR 229.106 disclosure already filed; (3) confirmation that the vendor's MFA configuration
has been independently verified, not self-attested, before re-enabling access to systems containing the 12 million
patient records.

Step 5: Post-Incident — Conduct a third-party risk review for all vendors with access to PHI or critical
business systems. Implement formal vendor security assessment requirements including mandatory MFA,
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logging, and breach notification SLAs. Map gaps against NIST AC-2, AC-6, AC-17, and AC-20. Review social
engineering resilience: update security awareness training to address pretexting and vendor impersonation
scenarios. Establish or review the organization's SEC cybersecurity disclosure runbook given the 17 CFR
229.106 material incident threshold was triggered.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Conduct lessons-learned meetings, update IR plans, and
share incident data to improve future response and reduce recurrence.

Controls: NIST AC-2 (Account Management), NIST AC-6 (Least Privilege), NIST AC-17 (Remote Access), NIST
AC-20 (Use Of External Systems), CIS 6.1 (Establish an Access Granting Process), CIS 6.2 (Establish an Access
Revoking Process), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: For a 2-person team conducting third-party risk review without a GRC platform: (1) build a vendor
PHI-access register in a spreadsheet listing each vendor, the data classification they access, MFA status (verified or
self-attested), logging capability (yes/no/partial), and contractual breach notification SLA — review quarterly; (2) create
a social engineering simulation using GoPhish (free, open-source) targeting phishing and pretexting scenarios
modeled specifically on the iRhythm attack pattern (vendor impersonation, helpdesk-style pretexting); (3) draft a
one-page SEC 17 CFR 229.106 disclosure decision tree defining iRhythm's internal materiality threshold, escalation
path to legal counsel, and the 4-business-day filing deadline from materiality determination — have it reviewed and
signed off before the next incident.

Evidence: Post-incident documentation to produce and retain: (1) the complete incident timeline from initial social
engineering contact through June 9, 2026 extortion notice and June 16, 2026 SEC disclosure — including all internal
escalation decisions and timestamps — required for regulatory examination and potential HHS OCR HIPAA breach
investigation; (2) the lessons-learned report from the post-incident review, specifically documenting how the social
engineering vector bypassed existing controls on the vendor-hosted environment, to anchor future training scenarios;
(3) updated vendor contracts and BAAs (Business Associate Agreements under HIPAA) incorporating the new
mandatory security requirements, signed and dated post-incident, as evidence of corrective action for any regulatory
review.

I Detection Guidance

Primary detection focus is on third-party-hosted application environments where PHI or sensitive business data
resides. Query authentication logs for: (1) credential use outside established baselines for vendor or service
accounts, unexpected source IPs, geographies, or time windows; (2) bulk read or export operations against PHI
data stores within a compressed timeframe; (3) new account creation or privilege escalation in vendor-managed
environments not tied to a change record. For social engineering initial access (T1566, T1078): review email
gateway logs for pretexting campaigns targeting personnel with vendor system access; look for password reset
flows or MFA bypass events initiated without a corresponding helpdesk ticket. For exfiltration (T1041): look for
large outbound data transfers from third-party application environments, particularly to external IPs not in
approved egress lists. Behavioral indicators include off-hours administrative access, access from vendor
accounts to data repositories outside their normal scope, and sequential enumeration of patient records. Apply
NIST AU-6 and AU-12 to confirm logging is active and complete in vendor-hosted environments; gaps in log
coverage from third-party systems are themselves a detection risk indicator. System file analysis may identify
tampering with authentication configuration or logging infrastructure by the attacker to reduce forensic visibility.

I Framework Mappings

MITRE-ATTACK

e T1199 — Trusted Relationship
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e T1486 — Data Encrypted for Impact

e T1041 — Exfiltration Over C2 Channel
e T1657 — Financial Theft

* T1566 — Phishing

e T1078 — Valid Accounts

NIST-800-53R5

e CP-9 — System Backup

¢ CP-10 — System Recovery and Reconstitution

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e Sl|-4 — System Monitoring

e AT-2 — Literacy Training and Awareness

e SI-3 — Malicious Code Protection

e SI-8 — Spam Protection

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

e AC-3 — Access Enforcement

¢ |A-8 — Identification and Authentication (Non-Organizational Users)
¢ |R-4 — Incident Handling

¢ SR-2 — Supply Chain Risk Management Plan

OWASP-TOP10-2021

e A01:2021 — Broken Access Control

e A07:2021 — ldentification and Authentication Failures
CIS-V8

e 6.1 — Establish an Access Granting Process

* 6.2 — Establish an Access Revoking Process

* 6.3 — Require MFA for Externally-Exposed Applications

* 6.4 — Require MFA for Remote Network Access

¢ 6.5 — Require MFA for Administrative Access

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks
e 15.1 — Establish and Maintain an Inventory of Service Providers

e 8.2 — Collect Audit Logs
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets
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e CC7.4 — Responds to identified security incidents
e CC9.2 — Manages risks associated with vendors and business partners

e (CC6.3 — Authorizes, modifies, or removes access
HIPAA-SECURITY

e 164.312(a)(1) — Access Control

e 164.312(d) — Person or Entity Authentication
e 164.308(a)(7)(ii))(A) — Data Backup Plan

e 164.308(a)(6)(ii) — Response and Reporting

NIST-CSF-2

RS.MI-01 — Incidents are contained

¢ RS.CO-03 — Recovery activities and progress communicated

GV.SC-01 — Cybersecurity supply chain risk management program

DE.CM-01 — Networks and network services are monitored
1SO-27001-2022

* A.5.29 — Information security during disruption
* A.8.8 — Management of technical vulnerabilities
e A.5.34 — Privacy and protection of personal information

e A.5.21 — Managing information security in the ICT supply chain

I MITRE ATT&CK Mapping

Technique ID Techniqgue Name Tactic

T1199 Trusted Relationship Initial-Access

T1486 Data Encrypted for Impact Impact

T1041 Exfiltration Over C2 Channel Exfiltration

T1657 Financial Theft Impact

T1566 Phishing Initial-Access

T1078 Valid Accounts Defense-Evasion
I Sources

Source

Security News https://www.bleepingcomputer.com/news/security/irhythm-discloses-da... T3
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Source URL Tier
Security - iRhythm https://www.irhythmtech.com/us/en/who-we-are/trust-center/security T3

Technologies

Third-Party Security https://www.ionix.io/blog/third-party-security-risks-the-complete-g... T3
Risks: The Complete

Guide - IONIX

Addressing Privacy and https://www.myrhythmnow.com/post/addressing-privacy-and-security-co... T3

Security Concerns in
Cardiac Remote ...

Warning issued over https://www.malwarebytes.com/blog/news/2023/07/warning-issued-over-... T3
vulnerability in cardiac
device monitoring ...
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