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France's Mandated Secure Messaging Platform
Breached via Social Engineering,
Unauthenticated Media Access Claimed
DATA BREACH | CRITICAL | CVSS 9.5

SCC Item ID SCC-DBR-2026-0153

Type Data Breach

Severity CRITICAL

CVSS Base Score 9.5

Affected Products Tchap (DINUM/ANSSI French government Matrix-based messaging platform), all shards, with
confirmed initial compromise via education shard; used by ~300,000 public servants

Published 2026-06-09T06:53:00

Discovery Source Rss

Executive Summary

France's government-mandated secure messaging platform, Tchap, was breached after a threat actor

hijacked a legitimate employee account through social engineering. The attacker claims to have exfiltrated

approximately 650,000 messages, 73,000 account records, and 13.5GB of files from a platform used by

roughly 300,000 French public servants. A separate vulnerability is alleged to permit unauthenticated

access to all media files platform-wide using only guessable media IDs. If confirmed through official

audit, this vulnerability would extend exposure to every user across all government shards.

Technical Analysis

Initial access was achieved via social engineering against a Tchap account on the education shard (T1566,

T1078). The hijacked account enabled automated collection of messages and account records (T1119, T1213).

Two structural vulnerabilities are alleged: (1) a broken access control condition on the media endpoint

(CWE-287, CWE-639) permits unauthenticated download of media files when a media ID is known or

enumerated, consistent with IDOR/object-level authorization bypass (T1530); (2) hardcoded LDAP credentials

found in a PowerShell script (CWE-798), mapping to T1552.001. No CVE has been assigned. DINUM and

ANSSI publicly confirmed the breach on June 9, 2026. Technical claims regarding unauthenticated media

access and LDAP credential exposure remain unconfirmed by official technical advisories and derive from T3

news coverage (BleepingComputer) and vendor case study materials. Tchap is a Matrix-protocol platform built

on Element, used exclusively by French government personnel. Critical claims are pending official validation.
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Action Checklist

1. Step 1: Containment, If your organization operates a Matrix-based or Element-based government

messaging deployment, audit media endpoint authentication controls immediately. Verify that all media

routes require a valid session token before serving content. Temporarily restrict external access to media

endpoints if unauthenticated access cannot be ruled out. Reference: NIST AC-3 (Access Enforcement),

NIST AC-4 (Information Flow Enforcement).

2. Step 2: Detection, Review authentication logs for the messaging platform for anomalous account

activity: high-volume message reads, bulk media downloads, or access patterns inconsistent with normal

user behavior. Query for API calls to media endpoints lacking Authorization headers. Cross-reference

account access against known-good geolocations and user agents. Reference: NIST AU-6 (Audit Record

Review, Analysis, and Reporting), NIST AU-12 (Audit Record Generation), CIS 8.2 (Collect Audit Logs).

3. Step 3: Eradication, Rotate all service account credentials, particularly any LDAP bind credentials. Audit

all scripts and configuration files for hardcoded credentials (CWE-798); remove and replace with secrets

management solutions. Enforce authentication on all media endpoint routes. Conduct a full access control

review of API endpoints against the principle of least privilege. Reference: NIST AC-6 (Least Privilege),

NIST AC-2 (Account Management, credential lifecycle), NIST IA-5 (Authentication and Identification).

4. Step 4: Recovery, After credential rotation and access control remediation, validate that media

endpoints return 401 or 403 for unauthenticated requests. Re-audit session token enforcement across all

API routes. Monitor for resumed anomalous bulk access. Notify affected shard administrators and require

re-authentication for all active sessions. Reference: NIST IR family, NIST AC-12 (Session Termination),

NIST AU-6 (Audit Review).

5. Step 5: Post-Incident, Conduct a tabletop exercise on social engineering resistance for privileged and

government-adjacent accounts. Implement phishing-resistant MFA across all Tchap or equivalent platform

accounts (CIS 6.3, CIS 6.4, CIS 6.5, NIST IA-2). Establish automated scanning for hardcoded credentials

in source repositories and deployment scripts. Review media storage architecture for object-level

authorization controls. Reference: NIST AC-2 (Account Management), NIST AC-17 (Remote Access), CIS

5.4 (Restrict Administrator Privileges).

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to ANSSI/CERT-FR and invoke GDPR Article 33 breach notification to
CNIL (72-hour window) if forensic analysis of the Synapse PostgreSQL event store confirms
any messages containing personally identifiable information, classified government content,
or inter-ministerial communications were accessible to the threat actor during the compromise
window, or if the unauthenticated media endpoint vulnerability is confirmed exploitable on any
shard beyond the education shard.
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Recovery Notes Post-containment, maintain continuous log monitoring of Synapse media endpoint access for
a minimum of 30 days using automated alerting on any unauthenticated request attempts, as
threat actors who have enumerated guessable media IDs may retry access from new IP
ranges after initial blocks are applied. Validate the integrity of the media store against the
pre-remediation SHA-256 inventory to detect any post-breach file tampering or implant
placement within the 13.5GB of stored files. Coordinate with DINUM to cross-shard audit all
~300,000 account access logs for the compromise window — the education shard was the
confirmed entry point, but the attacker's claim of platform-wide media access suggests
enumeration attempts were not shard-isolated.

Forensic Artifacts Synapse homeserver PostgreSQL database — access_tokens and user_ips tables: primary
record of session tokens issued to the social-engineered account, all source IPs used during
the compromise, and exact timestamps of authentication events across the education shard
and any cross-shard federation activity. | Synapse homeserver.log / journald
matrix-synapse.service entries: contains every API call made by the compromised account's
Matrix ID including /sync (room state enumeration), /messages (bulk message read), and
/_matrix/media/r0/download/ requests — the specific endpoints the threat actor would have
used to exfiltrate 650,000 messages and 13.5GB of media files. | Synapse media store
directory metadata (media_store/): file system atime/mtime timestamps on all media objects in
the Synapse local media repository will show which media files were accessed and when
during the claimed unauthenticated media ID enumeration, distinguishing legitimate access
from the attacker's bulk retrieval. | Synapse PostgreSQL event_json and room_memberships
tables for the compromised account: definitive record of which rooms (including potentially
inter-ministerial or classified channels) the social-engineered account was a member of and
therefore which messages were exposed during the bulk /messages API reads claimed in the
650,000-message exfiltration. | Nginx/HAProxy reverse proxy access logs upstream of
Synapse: if Tchap's infrastructure routes media requests through a CDN or reverse proxy
(standard for a 300,000-user government deployment), these logs may contain the full set of
source IPs that issued unauthenticated media download requests against guessable media
IDs — including IPs that the Synapse application logs may not have captured if the proxy
terminated the request before forwarding.

Per-Action IR Details

Step 1: Containment — If your organization operates a Matrix-based or Element-based government

messaging deployment, audit media endpoint authentication controls immediately. Verify that all media

routes require a valid session token before serving content. Temporarily restrict external access to media

endpoints if unauthenticated access cannot be ruled out. Reference: NIST AC-3 (Access Enforcement), NIST

AC-4 (Information Flow Enforcement).

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-3 (Access Enforcement), NIST AC-4 (Information Flow Enforcement)

Compensating: On the Matrix/Synapse homeserver, immediately apply a nginx or Apache reverse-proxy ACL to block

all unauthenticated requests to /_matrix/media/r0/download/ and /_matrix/media/v3/download/ endpoints: `sudo ufw

deny from any to any port 8448` combined with a location block returning 403 for requests lacking a Bearer token in the

Authorization header. Use `curl -v https:///_matrix/media/r0/download//` without authentication headers to manually

confirm whether the endpoint enforces token validation before restricting.

Evidence: Capture before any firewall rule changes: Synapse homeserver access logs (default path

/var/log/matrix-synapse/ or journald unit matrix-synapse.service) filtered for GET requests to /_matrix/media/ URIs

without an Authorization header; extract all unique source IPs, timestamps, and media_id values accessed

unauthenticated. Also snapshot the Synapse media store directory (default media_store/ under the Synapse data path)
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with `ls -lah --full-time` to establish a baseline of all stored files and their last-access timestamps before any

remediation alters atime metadata.

Step 2: Detection — Review authentication logs for the messaging platform for anomalous account activity:

high-volume message reads, bulk media downloads, or access patterns inconsistent with normal user

behavior. Query for API calls to media endpoints lacking Authorization headers. Cross-reference account

access against known-good geolocations and user agents. Reference: NIST AU-6 (Audit Record Review,

Analysis, and Reporting), NIST AU-12 (Audit Record Generation), CIS 8.2 (Collect Audit Logs).

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AU-12 (Audit Record Generation), CIS

8.2 (Collect Audit Logs)

Compensating: Parse Synapse homeserver logs with grep and awk to identify the compromised education-shard

account's access pattern: `grep -E 'GET /_matrix/client.*messages|GET /_matrix/media'

/var/log/matrix-synapse/homeserver.log | awk '{print $1, $4, $7}' | sort | uniq -c | sort -rn | head -50`. For

unauthenticated media access detection, run: `grep '/_matrix/media' /var/log/matrix-synapse/homeserver.log | grep -v

'Authorization' | awk '{print $1}' | sort | uniq -c | sort -rn`. Install GoAccess (free, real-time log analyzer) to visualize bulk

download patterns by IP against the Synapse access log. Cross-reference source IPs against free threat intel via `curl

https://api.abuseipdb.com/api/v2/check?ipAddress=` using the free AbuseIPDB API tier.

Evidence: Before modifying any log rotation or retention settings: export the full Synapse homeserver.log entries

covering the suspected compromise window for the education shard account — specifically all /login, /sync,

/messages, and /media API calls for the targeted user's Matrix ID (format @user:shard.tchap.gouv.fr). Capture the

PostgreSQL Synapse database event_json table for the compromised account's room memberships to determine

which rooms — including potentially classified government channels — were accessible and enumerated during the

breach window. Preserve nginx/HAProxy access logs upstream of Synapse if a reverse proxy is in place, as these may

contain client IP data stripped from application logs.

Step 3: Eradication — Rotate all service account credentials, particularly any LDAP bind credentials. Audit all

scripts and configuration files for hardcoded credentials (CWE-798); remove and replace with secrets

management solutions. Enforce authentication on all media endpoint routes. Conduct a full access control

review of API endpoints against the principle of least privilege. Reference: NIST AC-6 (Least Privilege),

D3-CRO (Credential Rotation), D3-CH (Credential Hardening).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST AC-6 (Least Privilege), NIST AC-2 (Account Management)

Compensating: Scan all Synapse configuration files (homeserver.yaml, worker configs, registration_shared_secret

fields) and any deployment scripts for hardcoded credentials using truffleHog (free/OSS): `trufflehog filesystem

/etc/matrix-synapse/ --json`. For LDAP bind credential rotation specific to Tchap's DINUM LDAP integration, update the

ldap_config block in homeserver.yaml immediately and restart the Synapse service. Invalidate ALL existing Matrix

access tokens by querying the Synapse admin API: `curl -X POST https:///_synapse/admin/v1/deactivate/ -H

'Authorization: Bearer '` for the compromised account, and force re-authentication platform-wide by purging the

access_tokens table in the Synapse PostgreSQL database for all education-shard sessions.

Evidence: Before rotating credentials: dump the current Synapse PostgreSQL access_tokens table (`SELECT

user_id, device_id, last_validated, ip FROM access_tokens ORDER BY last_validated DESC;`) to identify all active

sessions for the compromised account and any accounts showing anomalous last_validated timestamps indicating

session reuse or token theft. Export the user_ips table to establish a full record of IP addresses associated with the

social-engineered account across the compromise window. These records are required to determine the full lateral

movement scope across Tchap shards before credentials are invalidated and evidence is overwritten.

Step 4: Recovery — After credential rotation and access control remediation, validate that media endpoints

return 401 or 403 for unauthenticated requests. Re-audit session token enforcement across all API routes.



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-DBR-2026-0153
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-06-09 14:22 UTC Page 5SCC-DBR-2026-0153

Monitor for resumed anomalous bulk access. Notify affected shard administrators and require

re-authentication for all active sessions. Reference: NIST IR family, NIST AC-12 (Session Termination),

D3-LAM (Local Account Monitoring).

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AC-12 (Session Termination), NIST AU-6 (Audit Record Review, Analysis, And Reporting)

Compensating: Write a lightweight bash validation script that iterates through a sample of known media_ids from the

Synapse media store and confirms each returns HTTP 401/403 without a valid token: `for mid in $(sqlite3

/path/to/media.db 'SELECT media_id FROM local_media_repository LIMIT 20'); do code=$(curl -s -o /dev/null -w

"%{http_code}" https:///_matrix/media/r0/download//$mid); echo "$mid: $code"; done`. Deploy a Sigma rule on syslog

ingestion (compatible with free ELK Stack or Graylog CE) to alert on any resumed unauthenticated GET requests to

/_matrix/media/ routes post-remediation. For session invalidation verification, query the Synapse admin API: `curl

https:///_synapse/admin/v2/users//devices -H 'Authorization: Bearer '` to confirm all education-shard sessions for the

compromised account have been purged.

Evidence: Before re-enabling external access to media endpoints: capture a cryptographic hash inventory of all files in

the Synapse media store (`find /var/lib/matrix-synapse/media_store -type f -exec sha256sum {} \; >

/tmp/media_inventory_$(date +%F).txt`) to establish a forensic baseline for post-incident integrity validation. Retain all

pre-rotation Synapse homeserver.log files and PostgreSQL access_tokens/user_ips table exports in write-protected

evidence storage — these are the primary record of what the 650,000 messages and 13.5GB of files claimed to be

exfiltrated actually map to in terms of rooms, users, and content classification.

Step 5: Post-Incident — Conduct a tabletop exercise on social engineering resistance for privileged and

government-adjacent accounts. Implement phishing-resistant MFA across all Tchap or equivalent platform

accounts (CIS 6.3, CIS 6.4, CIS 6.5, D3-MFA). Establish automated scanning for hardcoded credentials in

source repositories and deployment scripts. Review media storage architecture for object-level authorization

controls. Reference: NIST AC-2 (Account Management), NIST AC-17 (Remote Access), CIS 5.4 (Restrict

Administrator Privileges).

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST AC-2 (Account Management), NIST AC-17 (Remote Access), CIS 5.4 (IG1/IG2/IG3) — Restrict

Administrator Privileges to Dedicated Administrator Accounts, CIS 6.3 (IG1/IG2/IG3) — Require MFA for

Externally-Exposed Applications, CIS 6.4 (IG1/IG2/IG3) — Require MFA for Remote Network Access, CIS 6.5

(IG1/IG2/IG3) — Require MFA for Administrative Access, CIS 7.1 (IG1/IG2/IG3) — Establish and Maintain a

Vulnerability Management Process

Compensating: For phishing-resistant MFA on Tchap/Matrix without enterprise budget: configure Synapse to require

FIDO2/WebAuthn via the matrix-synapse-fido2 module or enforce SSO through a self-hosted Keycloak instance

integrated with DINUM's LDAP, requiring hardware token (YubiKey) or passkey authentication for all ~300,000

accounts. For automated hardcoded credential scanning in government GitLab/source repos, deploy truffleHog or

gitleaks as a pre-commit hook and CI/CD pipeline stage: `gitleaks detect --source . --report-format json --report-path

gitleaks-report.json`. Tabletop exercise should specifically simulate the Tchap attack vector: a threat actor posing as

DINUM IT support requesting account credentials or MFA bypass codes via a Tchap message itself — the same

channel that was compromised.

Evidence: For the lessons-learned and post-incident report: compile the full timeline from Synapse logs correlating the

social engineering event (initial account compromise on education shard) through lateral access attempts across other

shards, mapping each API call to the MITRE ATT&CK techniques T1566 (Phishing) for initial access, T1078 (Valid

Accounts) for persistence, T1530 (Data from Cloud Storage) for the media exfiltration via guessable media IDs, and

T1213 (Data from Information Repositories) for the 650,000-message bulk read. Preserve the PostgreSQL

room_memberships and events tables for the compromised account as primary evidence of scope — these tables will

show every room the attacker accessed and every message that was readable during the compromise window, which

is essential for mandatory breach notification to CNIL under GDPR Article 33.
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Detection Guidance

For organizations running Matrix/Element-based deployments or any government messaging infrastructure: (1)

Query media server access logs for requests to content endpoints lacking a valid Authorization or access_token

parameter; a pattern of successful 200 responses to unauthenticated media requests is a direct indicator of

CWE-287/CWE-639 exploitation. (2) Review application logs for bulk sequential or enumerated media ID access

from a single session or IP. (3) In authentication logs, flag accounts with message-read volumes significantly

above baseline within short time windows, consistent with automated scraping (T1119). (4) Audit PowerShell

scripts and configuration files in version control or deployment repositories for LDAP credential strings (plaintext

bind DN and password patterns). (5) Enable and review audit logs per NIST AU-2 and AU-6; ensure timestamps

are synchronized per NIST AU-8 to support accurate sequencing of access events. Technical indicators of

compromise have not been publicly released as of June 9, 2026.

Framework Mappings

MITRE-ATTACK

• T1566 — Phishing

• T1530 — Data from Cloud Storage

• T1078 — Valid Accounts

• T1213 — Data from Information Repositories

• T1552.001 — Credentials In Files

• T1119 — Automated Collection

NIST-800-53R5

• AT-2 — Literacy Training and Awareness

• CA-7 — Continuous Monitoring

• SC-7 — Boundary Protection

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• SI-8 — Spam Protection

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• IA-8 — Identification and Authentication (Non-Organizational Users)

OWASP-TOP10-2021

• A07:2021 — Identification and Authentication Failures

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications
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• 6.4 — Require MFA for Remote Network Access

• 6.5 — Require MFA for Administrative Access

• 16.10 — Apply Secure Design Principles in Application Architectures

• 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

ISO-27001-2022

• A.8.28 — Secure coding

• A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1566 Phishing Initial-Access

T1530 Data from Cloud Storage Collection

T1078 Valid Accounts Defense-Evasion

T1213 Data from Information Repositories Collection

T1552.001 Credentials In Files Credential-Access

T1119 Automated Collection Collection

Sources

Source URL Tier

Security News https://www.bleepingcomputer.com/news/security/french-govt-messagin... T3

https://www.bleepingcomputer.com/news/security/french-govt-messagin... T3

https://www.bleepingcomputer.com/news/security/charter-communicatio... T3

https://www.bleepingcomputer.com/news/security/european-commission-... T3

Tchap secure app |
French government |
Matrix - Element

https://element.io/case-studies/tchap T3
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
AI-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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