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CVE-2026-50656: Public PoC for Unpatched
Microsoft Defender SYSTEM Escalation
Demands Immediate Attention

CVE VULNERABILITY | | CVSS 7.5

SCC Item ID SCC-CVE-2026-0323

Type CVE Vulnerability

CVE ID CVE-2026-50656

Severity HIGH

CVSS Base Score 7.5

EPSS Score 0.0039 (30th percentile)

Affected Products Microsoft Malware Protection Engine (Microsoft Defender), Windows, all versions with

Defender present; real-time protection state does not affect exploitability
Published 2026-06-17T13:36:28

Discovery Source Rss

I Executive Summary

Microsoft has confirmed a zero-day privilege escalation vulnerability (CVE-2026-50656, internally
tracked as RoguePlanet) in the Microsoft Malware Protection Engine, which underlies Microsoft Defender
on virtually every Windows system. A public proof-of-concept exploit is available and no patch exists,
meaning any local user or process on an affected Windows endpoint can escalate to SY STEM-level access
without additional prerequisites. The business risk is immediate and broad: compromised endpoints can
lead to full system takeover, lateral movement, data exfiltration, and ransomware deployment across the
enterprise.

I Technical Analysis

CVE-2026-50656 is a race condition (CWE-362) in the Microsoft Malware Protection Engine, the core
component of Microsoft Defender on Windows. An attacker with local access can exploit the race condition to
escalate privileges to SYSTEM. The vulnerability is present across all Windows versions that ship with
Defender; real-time protection state does not affect exploitability, so disabling Defender scanning does not serve
as a mitigating control. MITRE ATT&CK techniques associated with this vulnerability include T1068 (Exploitation
for Privilege Escalation), T1203 (Exploitation for Client Execution), and T1574 (Hijack Execution Flow). A public
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proof-of-concept attributed to researcher ‘Chaotic Eclipse' is available, materially increasing real-world
exploitation risk given public availability of working exploit code. CVSS base score is reported as 7.5 in NVD
source data; Microsoft's confirmed figure is 7.8, consistent with local privilege escalation to SYSTEM. This
discrepancy should be verified against the Microsoft Security Advisory at
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-50656. EPSS score is 0.00387 (30th
percentile), reflecting current exploitation probability before widespread threat actor adoption; given the public
PoC, this score should be expected to rise. No patch is currently available. Microsoft is actively working on a fix
per available reporting.

I Action Checklist

1. Step 1: Containment, Inventory all Windows endpoints and servers with Microsoft Defender present
using your asset management tooling (CIS 1.1). Until a patch is available, restrict local interactive and
remote interactive logon rights to the minimum necessary set of accounts on high-value systems (NIST
AC-6, NIST AC-17). Enforce least-privilege account models: remove or disable local administrator rights
from standard user accounts (NIST AC-6, CIS 5.4). Apply application control policies to restrict execution
via allowlist policies (WDAC/AppLocker) to permit only signed, approved binaries that could deliver the
PoC exploit payload.

2. Step 2: Detection, Enable and review Windows Security event logs (Event IDs 4688, 4672, 4624, 4634)
for unexpected SYSTEM-level process creation originating from non-SYSTEM parent processes,
particularly those spawned by MsMpEng.exe or related Defender engine processes (NIST AU-2, NIST
AU-6, CIS 8.2). Hunt for processes with SYSTEM integrity level whose parent is a user-context process.
Monitor for new scheduled tasks, services, or registry run keys created under SYSTEM context from
unexpected process trees (NIST SI-4, D3-SFA). Flag lateral movement indicators: anomalous SMB
connections, token impersonation events, and pass-the-hash patterns following any SYSTEM escalation
event.

3. Step 3: Eradication, No vendor patch is currently available. Monitor the Microsoft Security Response
Center advisory (https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50656) and apply the
patch immediately upon release (CIS 7.3, CIS 7.4). As an interim control, apply Windows Defender
Application Control (WDAC) or AppLocker policies to block execution of the known public PoC binary and
any unsigned executables or derivatives of the known public PoC binary on endpoints (NIST CM-7).
Rotate credentials for any account observed in anomalous SYSTEM-level activity (D3-CRO). Enforce MFA
on all administrative and remote access accounts so that credential compromise from an escalated
session does not directly enable further lateral movement (NIST AC-17, CIS 6.4, CIS 6.5, D3-MFA).

4. Step 4: Recovery, After patch deployment, verify Defender engine version against Microsoft's confirmed
patched version per the MSRC advisory. Re-enable any temporarily restricted local logon rights only after
patch confirmation. Audit SYSTEM-level account activity and privilege use in the 30 days preceding
detection to identify any prior undetected exploitation (NIST AU-6, NIST AU-11). Validate that no new local
administrator accounts, scheduled tasks, or persistent services were created during the exposure window.
Resume normal endpoint monitoring baselines only after a clean audit.

5. Step 5: Post-Incident, Conduct a lessons-learned review against your local privilege escalation
detection coverage. Assess whether your SIEM rules currently detect SYSTEM-level process spawning
from unexpected parent processes; tune or add detections where gaps exist (NIST AU-6, NIST SI-4).
Review least-privilege enforcement across the endpoint fleet, this vulnerability is only useful to an attacker
who already has local access, so gaps in endpoint access control and user privilege hygiene are the
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underlying control failures to address (NIST AC-6, CIS 5.4). Update your vulnerability management
process to include zero-day tracking and interim compensating control workflows for unpatched critical
vulnerabilities (CIS 7.1, CIS 7.2).

I Detection Guidance

Primary detection focus is anomalous SYSTEM-level privilege acquisition from non-SYSTEM parent processes.
Key log sources: Windows Security Event Log (Event ID 4688, process creation with full command line logging
enabled; Event ID 4672, special privileges assigned to new logon; Event ID 4624 logon type 2/3 following 4672
with SYSTEM SID). Hunt for MsMpEnNg.exe or related Defender engine processes spawning child processes
with elevated integrity levels outside of expected Defender operational patterns. Look for processes inheriting
SYSTEM tokens where the originating session is a standard user context. Monitor Windows System Event Log
for unexpected service installations or driver loads (Event ID 7045). In EDR telemetry, hunt T1068 indicators:
privilege escalation via token manipulation, handle duplication to SYSTEM processes, or race condition
exploitation patterns (rapid repeated handle open/close sequences against Defender engine objects).
Behavioral indicators include: new local administrator account creation, scheduled task creation under
SYSTEM, registry persistence keys written under HKLM by user-context processes, and outbound connections
immediately following SYSTEM token acquisition. Reference NIST AU-2 and AU-6 for event logging and review
requirements. Use D3-SFA (System File Analysis) and D3-LAM (Local Account Monitoring) countermeasures
for ongoing monitoring. Given the public PoC, consider deploying decoy local privilege escalation tripwires
(D3-DNR) on high-value systems to generate early-warning alerts.

I Framework Mappings

MITRE-ATTACK

» T1068 — Exploitation for Privilege Escalation

e T1203 — Exploitation for Client Execution

e T1574 — Hijack Execution Flow
NIST-800-53R5

¢ AC-6 — Least Privilege

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

e SI-16 — Memory Protection

e AT-2 — Literacy Training and Awareness

* |R-5 — Incident Monitoring
CIS-v8

e 16.10 — Apply Secure Design Principles in Application Architectures
e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
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e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts
ISO-27001-2022

* A.8.8 — Management of technical vulnerabilities
NIST-CSF-2

* DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria
SOC2-TSC

¢ (CC6.3 — Authorizes, modifies, or removes access

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1068 Exploitation for Privilege Escalation Privilege-Escalation
T1203 Exploitation for Client Execution Execution
T1574 Hijack Execution Flow Persistence
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
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Solutions is not liable for any damages resulting from the use of this information.
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