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Chrome Zero-Day Under Active Exploitation:
Google Pushes Emergency Patch Across 3
Billion Installs
CVE VULNERABILITY | CRITICAL | CVSS 9.5

SCC Item ID SCC-CVE-2026-0296

Type CVE Vulnerability

Severity CRITICAL

CVSS Base Score 9.5

Affected Products Google Chrome (Desktop), all platforms; all versions prior to the June 11, 2026 stable channel
update

Published 2026-06-11T18:57:52+00:00

Discovery Source Rss:T1 Psirt

Executive Summary

Google issued an emergency security update for Chrome desktop on June 11, 2026, addressing an actively

exploited zero-day vulnerability with a CVSS score of 9.5. The flaw affects all Chrome versions prior to

the June 11 update across Windows, macOS, and Linux, and may extend to Chromium-based browsers

including Edge, Brave, and Opera. Any organization with unpatched Chrome installations faces immediate

risk of device compromise through malicious web content, with no user interaction required beyond

visiting an attacker-controlled page.

Technical Analysis

Google's June 11, 2026 stable channel update for Chrome desktop addresses an actively exploited zero-day

among 74 total fixes. The CWE profile includes CWE-416 (Use After Free), CWE-843 (Type Confusion),

CWE-125 (Out-of-Bounds Read), and CWE-787 (Out-of-Bounds Write), a combination consistent with memory

corruption exploitation targeting browser rendering or JavaScript engine components. CVSS base score is 9.5

(critical). At the time of publication, a CVE identifier had not yet been publicly assigned; this item will be updated

with the assigned CVE once available. Mapped MITRE ATT&CK techniques include T1203 (Exploitation for

Client Execution), T1189 (Drive-by Compromise), T1059.007 (JavaScript execution), and T1566.002

(Spearphishing Link). Chromium-based browsers (Edge, Brave, Opera, Vivaldi) share the underlying engine and

may be vulnerable depending on their upstream patch cadence. Attribution is unconfirmed. Source: Google

Chrome Releases blog, June 11, 2026; corroborated by UCLA OCISO advisory.
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Action Checklist

1. Step 1: Containment, Force-update Chrome to the June 11, 2026 stable channel release on all

managed endpoints immediately. Use endpoint management tooling (Intune, JAMF, SCCM, or equivalent)

to push the update and verify version compliance across Windows, macOS, and Linux. For unmanaged

devices, enforce through policy or temporarily restrict browser use until patched. Review Chromium-based

browsers (Edge, Brave, Opera) for pending upstream patches and apply as available.

2. Step 2: Detection, Query endpoint management and EDR telemetry for Chrome version strings

predating the June 11, 2026 update. Review proxy and DNS logs for connections to newly registered or

low-reputation domains consistent with drive-by compromise staging (T1189). Look for unexpected child

process spawns from Chrome (renderer, GPU, utility processes) launching cmd.exe, PowerShell, bash, or

scripting interpreters, a behavioral indicator of successful exploitation via T1059.007 or T1203. Correlate

against any browser crash telemetry or renderer sandbox escape indicators in the days preceding patch

deployment. Consult the UCLA OCISO advisory for additional detection indicators if available.

3. Step 3: Eradication, Apply the Google Chrome stable channel update released June 11, 2026. Verify

the exact version number against your local Chrome update history or the official Google Chrome

Releases blog. For Chromium-based browsers, monitor vendor channels and apply patches as released.

Remove or quarantine any endpoints exhibiting post-exploitation behavioral indicators identified in

detection. Enforce CIS 7.3 and CIS 7.4 (automated OS and application patch management) to close the

patching gap system-wide.

4. Step 4: Recovery, After patching, confirm Chrome version compliance on 100% of managed endpoints

via EDR or inventory tooling (CIS 1.1). Re-scan for any endpoints that missed the update cycle. Monitor

browser process telemetry for 72 hours post-patch for anomalous child process activity. Validate that no

persistent mechanisms were installed on endpoints active during the exploitation window; check

scheduled tasks, startup entries, and browser extension inventories per NIST SI-4 (system monitoring)

and NIST CM-2 (baseline configuration).

5. Step 5: Post-Incident, Conduct a patching gap analysis: how long did unpatched Chrome installations

remain in the environment after the advisory? Document the delta and set a target remediation SLA for

critical browser vulnerabilities. Review whether Chromium-based browsers (Edge, Brave, Opera) have a

defined patch tracking process. Map the gap against NIST AC-6 (least privilege); assess whether browser

use on privileged accounts is restricted. Evaluate NIST IA-2 (multi-factor authentication) and CIS 6.3

controls as compensating measures for sessions where browser compromise could pivot to authenticated

services.

Detection Guidance

Primary detection focus is on behavioral indicators of exploitation, since no CVE identifier or public IOCs were

available at time of publication. In EDR and SIEM, alert on Chrome renderer or GPU processes spawning

unexpected child processes, particularly cmd.exe, powershell.exe, wscript.exe, mshta.exe on Windows, or

bash/sh/python on macOS and Linux. Drive-by compromise (T1189) leaves proxy and DNS traces: look for

connections to recently registered domains, domains with low categorization scores, or URLs delivering

JavaScript payloads followed immediately by process anomalies. Review Chrome crash reports in enterprise

telemetry for renderer-side crashes preceding any anomalous network activity, which can indicate failed or

successful exploitation attempts. On endpoints where Chrome was unpatched during the active exploitation
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window, run a full review of browser extension inventory for unauthorized additions (a common post-exploitation

persistence mechanism). Per NIST AU-6, review and analyze audit records continuously or at minimum hourly

frequency during the active exploitation window. CIS 8.2 requires audit log collection to be confirmed enabled

across all endpoints before hunting. No confirmed IOCs (IPs, domains, hashes) were present in source data at

time of ingestion; update detection rules when indicators are published.

Framework Mappings

MITRE-ATTACK

• T1059.007 — JavaScript

• T1189 — Drive-by Compromise

• T1203 — Exploitation for Client Execution

• T1566.002 — Spearphishing Link

NIST-800-53R5

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• AT-2 — Literacy Training and Awareness

• SI-8 — Spam Protection

• SI-16 — Memory Protection

• IR-5 — Incident Monitoring

CIS-V8

• 16.10 — Apply Secure Design Principles in Application Architectures

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

NIST-CSF-2

• DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1059.007 JavaScript Execution

T1189 Drive-by Compromise Initial-Access
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Technique ID Technique Name Tactic

T1203 Exploitation for Client Execution Execution

T1566.002 Spearphishing Link Initial-Access

Sources

Source URL Tier

Google Chrome
Releases

http://chromereleases.googleblog.com/2026/06/stable-channel-update-... T3

/goto?url=CAESngEB7keqTTZlmcQ9gqzbDXbBXZgzb_7xPbaNOeK4I0N0

Pteo712eC...

T3

/goto?url=CAESfgHuR6pNgMZt3AnakteW56RiA7j5xk_qKRcSU7blZG4Oq

Uz2q9mia...

T3

/goto?url=CAESvAEB7keqTdZ33kmhZK2uQwDrM-rqYiv95LoS0bG1iuITJF

FWReQoF...

T3

Critical vulnerability
with Google Chrome
and Chromium based ...

https://ociso.ucla.edu/news/critical-vulnerability-google-chrome-an... T1
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