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Security Command Center 2026-06-03 06:51 UTC

themeum Kirki - Freeform Page Builder, Website
Builder & Customizer - Improper Privilege
Management

CVE VULNERABILITY | CRITICAL | CVSS 9.8 | CISA KEV

SCC Item ID SCC-CVE-2026-0256

Type CVE Vulnerability

CVE ID CVE-2026-8206

Severity CRITICAL

CVSS Base Score 9.8

EPSS Score 0.0012 (30th percentile)

KEV Status Yes — CISA Known Exploited Vulnerability

Affected Products Kirki - Freeform Page Builder, Website Builder & Customizer (WordPress plugin) versions

6.0.0 through 6.0.6 (themeum)
Published 2026-06-02T00:00:00Z

Discovery Source Vulncheck Kev

I Executive Summary

A critical vulnerability in the Kirki WordPress plugin (versions 6.0.0-6.0.6) alows any unauthenticated
attacker to take over any user account, including administrator accounts, by redirecting password reset
emails to an attacker-controlled address. No credentials, prior access, or user interaction are required, and
the attack is trividly repeatable at scale. Organizations running WordPress sites with this plugin face
immediate risk of complete site compromise, data theft, and defacement.

I Technical Analysis

CVE-2026-8206 is an improper privilege management vulnerability (CWE-285, CWE-640) in the Kirki - Freeform
Page Builder, Website Builder & Customizer WordPress plugin, versions 6.0.0 through 6.0.6 (vendor:
themeum). The plugin's password reset flow accepts a user-supplied email address as the reset link destination
without validating that the address belongs to the account identified by the submitted username. An
unauthenticated remote attacker submits a password reset request with a legitimate WordPress username and
an attacker-controlled email address. The plugin delivers the reset token to the attacker's address, granting full
account takeover, including administrator-level accounts. CVSS base score: 9.8 (Critical). Attack vector:
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Network. Authentication required: None. Attack complexity: Low. MITRE ATT&CK techniques: T1078 (Valid
Accounts), T1098 (Account Manipulation). The vulnerability is confirmed in CISA's Known Exploited
Vulnerabilities catalog. Vendor CVSS vector is not available in the current data; CVSS score may be pending
NVD refinement. Patch status: Upgrade to a version beyond 6.0.6; verify with the themeum plugin repository for
the confirmed fixed release.

I Action Checklist

1. Step 1: Containment, Immediately disable or remove the Kirki plugin (versions 6.0.0-6.0.6) on all
WordPress installations. If removal is not operationally feasible, block external access to the WordPress
password reset endpoint (wp-login.php?action=lostpassword) at the WAF or web server layer until
patching is complete. Prioritize internet-facing sites.

2. Step 2: Detection, Query web server and WordPress access logs for POST requests to wp-login.php
with action=lostpassword where the user_login parameter is present alongside a non-matching user_email
value. Review application logs for password reset events where the reset email address does not match
the registered address for the submitted username. Check WordPress user audit logs for unexpected
password changes or new administrator account creation (NIST AU-2, AU-6; CIS 8.2). Alert on any
admin-level account password reset events not initiated by the account owner.

3. Step 3: Eradication, Update the Kirki plugin to the vendor-confirmed fixed version via the WordPress
admin dashboard or WP-CLI. Verify the installed version exceeds 6.0.6. After patching, force-rotate
credentials for all WordPress administrator and editor accounts as a precaution, particularly for accounts
where password reset activity was logged during the exposure window (NIST CM-6, 1A-4).

4. Step 4: Recovery, After patching, re-enable normal access to the password reset endpoint. Validate
plugin functionality in a staging environment before re-enabling on production. Enable or confirm active
logging of all authentication and account modification events (NIST AU-12, IR-5). Review all WordPress
user accounts for unauthorized additions, privilege escalations, or suspicious last-login timestamps.
Monitor for backdoor plugins or file modifications that may have been introduced during any compromise
window (NIST SI-7).

5. Step 5: Post-Incident, Conduct a review of all third-party WordPress plugins against a maintained
software inventory to identify unsupported or unpatched components (CIS 2.1, CIS 2.2, CIS 7.1). Establish
a documented patch management process for WordPress plugins with at minimum monthly cadence for
non-critical updates and emergency patching SLAs for critical/KEV vulnerabilities (CIS 7.3, CIS 7.4, NIST
CM-3). Evaluate WAF rules to enforce email ownership validation on password reset flows as a
defense-in-depth measure. Document this incident per NIST IR-5 and IR-8 requirements.

I IR/ Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate to CISO, legal counsel, and breach notification review immediately if forensic
analysis of wp_users, wp_usermeta, or mail relay logs confirms that any administrator
account password reset was successfully redirected to an attacker-controlled address during
the exposure window, as this constitutes confirmed account takeover and potential
unauthorized access to PII, PHI, or regulated data stored or processed by the WordPress site,
triggering breach notification obligations under GDPR, HIPAA, or applicable US state privacy
laws.

Recovery Notes After patching Kirki to the vendor-confirmed fixed version exceeding 6.0.6 and rotating all
administrator and editor credentials, maintain elevated monitoring of WordPress
authentication events — specifically admin-role logins, plugin installations, and file
modifications — for a minimum of 30 days, as threat actors who successfully exploited
CVE-2026-8206 to achieve account takeover may have implanted persistent backdoors
(webshells in wp-content/uploads/, rogue administrator accounts, or malicious plugins) that
survive the plugin patch. Validate that the fixed version correctly enforces email ownership
during password reset by testing the flow in a staging environment before declaring recovery
complete. If any confirmed exploitation is found, treat the entire WordPress filesystem and
database as compromised and consider a full rebuild from a known-good backup predating
the installation of Kirki 6.0.0.

Forensic Artifacts Web server access logs (Apache /var/log/apache2/access.log or Nginx
Ivar/log/nginx/access.log): filter for POST requests to wp-login.php with query parameter
action=lostpassword — the CVE-2026-8206 exploit sends a crafted POST where the
user_email parameter differs from the registered email for the supplied user_login, redirecting
the reset token to an attacker-controlled address. | WordPress database tables wp_users and
wp_usermeta: specifically the user_email column in wp_users (to identify accounts whose
registered email was altered post-exploitation), wp_capabilities meta values (to identify
unauthorized administrator role assignments), and session_tokens meta values (to enumerate
active attacker-controlled sessions resulting from account takeover via CVE-2026-8206). |
Outbound SMTP / email relay delivery logs (e.g., /var/log/mail.log, Postfix queue logs, or
third-party relay provider logs from SendGrid/Mailgun/SES): records of password reset emails
delivered to non-registered or external email addresses are direct evidence of successful
exploitation of the email redirect mechanism in Kirki 6.0.0-6.0.6. | WordPress wp_options
table: examine the admin_email value for unauthorized modification and any transient keys
(option_name LIKE '_transient_setpwd_%' or similar password-reset token transients) that
may preserve attacker-requested reset tokens still active at time of containment. | Filesystem
modification timestamps on wp-content/plugins/ and wp-content/uploads/ directories: files
created or modified during the exploitation window — particularly .php files in the uploads
directory or newly installed plugin directories — may represent webshells or backdoor plugins
dropped by an attacker after achieving administrator access through CVE-2026-8206 account
takeover.

Per-Action IR Details

Step 1: Containment — Immediately disable or remove the Kirki plugin (versions 6.0.0-6.0.6) on all WordPress
installations. If removal is not operationally feasible, block external access to the WordPress password reset
endpoint (wp-login.php?action=lostpassword) at the WAF or web server layer until patching is complete.
Prioritize internet-facing sites.

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST CM-7 (Least Functionality), NIST SC-7 (Boundary Protection), CIS 4.4
(Implement and Manage a Firewall on Servers), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
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Compensating: For teams without a WAF appliance: add an Apache .htaccess rule — “RewriteCond
%{QUERY_STRING} action=lostpassword [NC] RewriteRule *wp-login\.php$ - [F,L]" — or an Nginx location block:
“location = /wp-login.php { if ($arg_action = lostpassword) { return 403; } }'. For WP-CLI access, deactivate the plugin
immediately with “wp plugin deactivate kirki --allow-root’. Confirm deactivation across all virtual hosts in a multisite
environment using “wp site list --fields=blog_id | xargs -I{} wp plugin status kirki --url=". Document the timestamp of
containment action for chain-of-custody purposes.

Evidence: Before disabling or blocking, snapshot the current state of the Kirki plugin directory
(‘wp-content/plugins/kirki/*) including file hashes (‘md5sum’ or “sha256sum’ of all .php files) to establish a
pre-remediation baseline. Capture the WordPress “wp_options’ table dump (specifically “siteurl’, “admin_email’, and
any password-reset-related option keys) and export the "wp_users™ and "wp_usermeta’ tables to preserve the
pre-incident account state. Archive current web server access logs (Apache: “/var/log/apache2/access.log’; Nginx:
“Ivar/log/nginx/access.log’) before log rotation destroys evidence of reset requests targeting admin accounts.

Step 2: Detection — Query web server and WordPress access logs for POST requests to wp-login.php with
action=lostpassword where the user_login parameter is present alongside a non-matching user_email value.
Review application logs for password reset events where the reset email address does not match the
registered address for the submitted username. Check WordPress user audit logs for unexpected password
changes or new administrator account creation (NIST AU-2, AU-6; CIS 8.2). Alert on any admin-level account
password reset events not initiated by the account owner.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-3
(Content of Audit Records), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Run this grep command against web server access logs to surface all password reset POST
requests: “grep -E 'POST.*wp-login\.php.*lostpassword' /var/log/apache2/access.log | awk {print $1, $7, $12}' | sort |
uniq -c | sort -rn". For WordPress-native logging without a SIEM, install the free WP Audit Log plugin (formerly WP
Security Audit Log) and query the "wp_wsal_occurrences’ table for event code 4002 (password reset request) and
4003 (password changed) filtered to admin-role accounts: "SELECT * FROM wp_wsal_occurrences WHERE object =
‘'user' AND event_id IN (4002, 4003) AND created_on > UNIX_TIMESTAMP(DATE_SUB(NOW(), INTERVAL 30
DAY));". Use “wp user list --role=administrator --fields=ID,user_login,user_email,user_registered" to enumerate current
admin accounts and cross-reference against your baseline. Write a Sigma rule targeting POST to “wp-login.php™ with
query string "action=lostpassword” and a mismatch between the “user_login" value and the email address in
‘wp_users’ — this is the precise exploitation pattern for CVE-2026-8206.

Evidence: Capture raw web server access logs covering the full exposure window (Kirki versions 6.0.0-6.0.6
installation date through containment timestamp), specifically filtering for POST requests to
‘wp-login.php?action=lostpassword’. Extract WordPress database tables "wp_users™ (columns: “user_login’,
‘user_email’, "user_pass’, ‘user_registered’, “user_status’) and “"wp_usermeta’ (columns: "user_id’, ‘meta_key",
‘meta_value’) — look for “'wp_capabilities” meta entries showing unexpected “administrator’ role assignments and
“default_password_nag" flags indicating forced resets. If WP Audit Log or a similar plugin was active, export its full
event log table. Capture any outbound SMTP logs or email relay logs from the WordPress mail sender (e.g.,
“/var/log/mail.log™ or SendGrid/Mailgun delivery logs) to identify reset emails delivered to non-registered addresses —
this is direct forensic evidence of exploitation of CVE-2026-8206's email redirect mechanism.

Step 3: Eradication — Update the Kirki plugin to the vendor-confirmed fixed version via the WordPress admin
dashboard or WP-CLI. Verify the installed version exceeds 6.0.6. After patching, force-rotate credentials for all
WordPress administrator and editor accounts as a precaution, particularly for accounts where password reset
activity was logged during the exposure window (NIST CM-6; D3-CRO).

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST CM-6 (Configuration Settings), NIST SI-2 (Flaw Remediation), NIST IA-5 (Authenticator Management),
CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform Automated Application Patch
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Management), CIS 5.2 (Use Unique Passwords)

Compensating: Apply the patch via WP-CLI: “wp plugin update kirki --allow-root™ then verify with “wp plugin get Kirki
--field=version’. If the WordPress.org repository has not yet pushed the fixed version, download the patched release
directly from the Themeum vendor advisory or wordpress.org/plugins/kirki/ release page and install manually: “wp
plugin install /path/to/kirki-fixed.zip --force --allow-root’. Force-rotate all administrator and editor passwords using
WP-CLI in bulk: “wp user list --role=administrator --field=ID | xargs -I{} wp user update {} --user_pass=$(openssl rand
-base64 20) --allow-root™ and record all new credentials securely. For accounts confirmed to have had reset events
during the exposure window, also revoke all active authentication cookies by changing the WordPress secret keys in
‘wp-config.php” (replace AUTH_KEY, SECURE_AUTH_KEY, LOGGED_IN_KEY, NONCE_KEY and their salts using
the WordPress secret key API generator).

Evidence: Before applying the patch, capture the exact contents of “wp-content/plugins/kirki/® with recursive file
hashes to document the vulnerable state for post-incident reporting. Export the current ‘wp_users’ table one final time
to compare against the pre-incident baseline and identify any accounts modified or created during the exposure
window. If any account takeovers are confirmed, preserve the "wp_usermeta” entries for those user IDs — specifically
“session_tokens® (serialized array of active auth cookies) and “wp_capabilities — as these constitute forensic
evidence of unauthorized privilege assignment resulting from exploitation of CVE-2026-8206.

Step 4: Recovery — After patching, re-enable normal access to the password reset endpoint. Validate plugin
functionality in a staging environment before re-enabling on production. Enable or confirm active logging of
all authentication and account modification events (NIST AU-12, IR-5). Review all WordPress user accounts
for unauthorized additions, privilege escalations, or suspicious last-login timestamps. Monitor for backdoor
plugins or file modifications that may have been introduced during any compromise window (D3-SFA).

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-12 (Audit Record Generation), NIST IR-5 (Incident Monitoring), NIST CM-2 (Baseline
Configuration), NIST CM-8 (System Component Inventory), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset
Inventory), CIS 5.1 (Establish and Maintain an Inventory of Accounts)

Compensating: Run a filesystem integrity check against your WordPress installation using the free Wordfence CLI
scanner (‘wp-cli.org/packages/wordfence/") or compare current file hashes against the WordPress core checksum API:
“wp core verify-checksums --allow-root™ and “wp plugin verify-checksums kirki --allow-root™. Audit all installed plugins
for unexpected additions using: “wp plugin list --format=csv --allow-root | grep -v 'active\|inactive" and cross-reference
against your software inventory baseline. Check for recently modified PHP files that could be webshells or backdoors:
“find /var/www/html/wp-content/ -name *.php' -newer /var/www/html/wp-config.php -mtime -30 -Is’. Review WordPress
user accounts for unauthorized administrator additions: “wp user list --role=administrator
--fields=ID,user_login,user_email,user_registered,last_login --allow-root” — flag any accounts registered during the
exploitation window. Use “inotifywait™ (Linux) for real-time monitoring of “wp-content/uploads/® and
“wp-content/plugins/” directories during the observation period.

Evidence: Capture a post-remediation snapshot of all active WordPress plugin files with checksums to establish the
clean baseline. Export the final "wp_users’, "wp_usermeta’, and "wp_options’ tables to document the recovered state.
Collect and archive web server error logs (*/var/log/apache2/error.log” or “/var/log/nginx/error.log’) covering the full
compromise window — PHP fatal errors or 500 responses to “wp-login.php™ may indicate failed exploitation attempts
that preceded successful ones. If any webshells or backdoor plugins are discovered, preserve them in a quarantined
location with their original file metadata (timestamps, permissions, owning process) before removal.

Step 5: Post-Incident — Conduct a review of all third-party WordPress plugins against a maintained software
inventory to identify unsupported or unpatched components (CIS 2.1, CIS 2.2, CIS 7.1). Establish a
documented patch management process for WordPress plugins with at minimum monthly cadence for
non-critical updates and emergency patching SLAs for critical/KEV vulnerabilities (CIS 7.3, CIS 7.4, NIST
CM-3). Evaluate WAF rules to enforce email ownership validation on password reset flows as a
defense-in-depth measure. Document this incident per NIST IR-5 and IR-8 requirements.

NIST Phase: Post Incident
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Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-5 (Incident Monitoring), NIST IR-8 (Incident Response Plan), NIST CM-3 (Configuration Change
Control), NIST SI-2 (Flaw Remediation), CIS 2.1 (Establish and Maintain a Software Inventory), CIS 2.2 (Ensure
Authorized Software is Currently Supported), CIS 7.1 (Establish and Maintain a Vulnerability Management Process),
CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform Automated Application Patch
Management)

Compensating: Generate a full WordPress plugin inventory across all managed sites using WP-CLI: “wp plugin list
--format=csv --fields=name,version,status,update --allow-root > plugin_inventory_$(date +%F).csv' and compare
against the wordpress.org Plugin API for EOL or unsupported status. Subscribe to the Patchstack WordPress
vulnerability database (free tier available) or WPScan Vulnerability Database API to receive automated alerts when
plugins in your inventory receive new CVE disclosures — this directly addresses the class of unauthenticated privilege
escalation vulnerabilities like CVE-2026-8206. Draft a WAF rule (ModSecurity or equivalent free tool) that validates
password reset POST requests: if “user_login’ is present, the rule should compare the user's registered email in
‘wp_users’ against any ‘user_email” parameter before allowing the request to proceed. Document the CVE-2026-8206
incident timeline, affected systems, containment actions, and lessons learned in a post-incident report structured per
NIST IR-8 Appendix requirements, and share indicators (anomalous reset request patterns, attacker-controlled email
domains observed) with CISA or an ISAC if applicable.

Evidence: Compile the complete incident record: all collected log exports, database snapshots, file hash baselines,
and account audit outputs from Steps 1-4. Preserve the original vulnerable Kirki plugin files (quarantined, not deleted)
as forensic evidence of the vulnerable codebase, specifically the password reset handling code in the Kirki plugin that
permitted the email address override — this documents the root cause for the post-incident report. Retain all web
server access logs covering the full exposure window (from installation of version 6.0.0 through confirmed
containment) per your log retention policy under NIST AU-11 (Audit Record Retention), minimum 90 days, longer if
regulatory obligations apply.

I Detection Guidance

Primary detection targets: WordPress access logs and server-side application logs. Query for POST requests to
wp-login.php with action=lostpassword. Flag any reset request where the submitted user_login resolves to a
registered account but the accompanying email address does not match that account's registered email in the
wp_users table. In SIEM environments, correlate WordPress authentication events with user account
modification events (password changes) occurring within minutes of a reset request. Look for sequences: reset
request — password changed — new login from a previously unseen IP. Behavioral indicator: multiple reset
requests across different usernames from a single source IP within a short window, consistent with automated
enumeration. No public IOCs (IPs, hashes, domains) are available in the source data for this CVE; detection is
behavior- and log-pattern-based. Reference NIST AU-6 for review frequency and AU-3 for required audit record
content. CIS 8.2 requires audit logging to be enabled across enterprise assets; confirm WordPress access
logging is active and forwarded to a central log platform.

I Framework Mappings

MITRE-ATTACK

e T1098 — Account Manipulation
e T1078 — Valid Accounts

NIST-800-53R5

* AC-2 — Account Management
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e AC-6 — Least Privilege
e |A-2 — Identification and Authentication (Organizational Users)

* |A-5 — Authenticator Management
ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1098 Account Manipulation Persistence

T1078 Valid Accounts Defense-Evasion
Sources

Source URL Tier

vulncheck_kev https://nvd.nist.gov/vuln/detail/CVE-2026-8206 T1

CVE-2026-8206 https://orca.security/resources/blog/kirki-wordpress-plugin-vulnera... T3

WordPress Vulnerability
| Orca Security

CVE-2026-8206 - CVE https://www.cve.org/CVERecord?id=CVE-2026-8206 T3
Record

CVE-2026-2206 - NVD https://nvd.nist.gov/vuln/detail/ CVE-2026-2206 T1
Kirki WordPress Plugin https://threat-modeling.com/kirki-wordpress-plugin-account-takeover... T3

Account Takeover
(CVE-2026-8206)

CISA KEV https://www.cisa.gov/known-exploited-vulnerabilities-catalog T1

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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