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Type Threat Campaign
Severity HIGH
CVSS Base Score 7.5
Affected Products Enterprise organizations with staff traveling to or operating in FIFA 2026 host cities (USA,

Canada, Mexico); event attendees; ticketing and hospitality platforms; public Wi-Fi and mobile
users in venue areas
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Discovery Source Rss

I Executive Summary

Threat actors are actively exploiting the FIFA 2026 World Cup's tri-national footprint across the United
States, Canada, and Mexico to run phishing, fraud, DDoS, and social engineering campaigns targeting
enterprises, travelers, and event infrastructure. Organizations with staff traveling to host cities, ticketing
platforms, and hospitality providers face elevated credential theft, account takeover, and service disruption
risk across three distinct regulatory regimes (US state privacy laws, PIPEDA, LFPDPPP) that require
separate breach notification and remediation actions, slowing coordinated incident response. The business
risk is compounded by jurisdictional complexity: a breach or service disruption that begins in one country
may require containment actions across three distinct legal and infrastructure environments
simultaneously.

I Technical Analysis

The FIFA 2026 attack surface spans three national infrastructures, creating detection and response gaps threat
actors are actively exploiting. Primary vectors include spoofed ticketing and travel domains (T1583.001, Acquire
Infrastructure: Domains), credential harvesting pages impersonating FIFA and partner brands (T1566,
T1566.002, T1598), adversary-in-the-middle interception on public and semi-public Wi-Fi in high-density venue
areas (T1557), and DDoS campaigns against event infrastructure and media properties (T1498, T1499,
T1499.003). Input capture techniques (T1056) are relevant to keylogging and form-grabbing on compromised or
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attacker-controlled pages. User execution (T1204) applies to phishing-driven credential harvesting where users
click malicious links or enter credentials on spoofed pages. Valid account abuse (T1078) follows successful
credential compromise. C2 over standard web protocols (T1071.001) supports post-compromise persistence.
Relevant CWEs: CWE-287 (Improper Authentication) underpins phishing-driven credential compromise where
authentication mechanisms fail to verify identity; CWE-346 (Origin Validation Error) applies to spoofed domain
abuse where systems or users fail to validate the true origin of requests or communications; CWE-441
(Unintended Proxy) applies to adversary-in-the-middle scenarios on venue-area public Wi-Fi where traffic is
silently proxied. No CVE identifiers are associated with this campaign. Threat actor attribution is unknown; no
specific group has been identified in available source material.

I Action Checklist

1. Step 1: Containment. Brief all traveling staff before departure on the spoofed domain and credential
harvesting risk; enforce VPN-only connectivity for corporate resources from host city locations; block
employee access to known spoofed or lookalike ticketing and travel domains at the proxy or DNS layer;
maintain an allowlist of verified FIFA and official partner domains to prevent over-blocking of legitimate
services.

2. Step 2: Detection. Monitor authentication logs for logins originating from host city IP ranges or
unexpected geographies (NIST AU-6, Audit Record Review, Analysis, and Reporting); alert on newly
registered domains spoofing your organization's brand or FIFA partner brands (T1583.001); review DNS
query logs for employee lookups of lookalike domains; enable alerts for concurrent session anomalies
consistent with credential replay (NIST AC-10, Concurrent Session Control; CIS 8.2, Collect Audit Logs).

3. Step 3: Eradication. Enforce MFA on all externally exposed applications and VPN entry points before
the event window (NIST IA-2, Authentication; CIS 6.3, Require MFA for Externally-Exposed Applications;
CIS 6.4, Require MFA for Remote Network Access; CIS 6.5, Require MFA for Administrative Access);
rotate credentials for any accounts flagged as potentially compromised (NIST 1A-4, Identifier
Management); disable or quarantine dormant accounts that could be abused if credentials are harvested
(CIS 5.3, Disable Dormant Accounts).

4. Step 4: Recovery. Validate that MFA enforcement is active and logging correctly on all remote access
paths; confirm DNS sinkholing or proxy blocks on identified spoofed domains are functioning; review
session logs post-event for any anomalous access patterns from host city regions; rotate credentials for
any accounts that authenticated from untrusted networks during the event window.

5. Step 5: Post-Incident. Conduct a tabletop exercise covering cross-jurisdictional incident response
coordination across US, Canada, and Mexico environments; document gaps in your travel security briefing
program (NIST AC-17, Remote Access; NIST IR controls); assess whether your DDoS mitigation posture
covers externally facing services that saw elevated traffic; review your spoofed domain monitoring
coverage and close gaps (NIST SlI-4, Information System Monitoring; CIS 7.1, Establish and Maintain a
Vulnerability Management Process for tracking exposure).

I IR / Forensic Enrichment

Triage Priority URGENT

Generated by TJS Security Command Center | 2026-06-25 06:50 UTC SCC-CAM-2026-0563 Page 2



SECURITY COMMAND CENTER SCC- CAM 2026- 0563
Tech Jacks Solutions TLP:CLEAR

Escalation Criteria Escalate immediately to CISO and legal counsel if authentication logs confirm successful
credential replay from a host city IP resulting in access to systems containing Pll, PHI, or
payment card data, as this triggers breach notification obligations under PIPEDA (Canada),
Mexico's LFPDPPP, and applicable US state laws (e.g., California CCPA) within a fragmented
tri-national regulatory perimeter that requires parallel, time-sensitive notifications.

Recovery Notes Post-containment, maintain a 90-day active monitoring window on authentication logs for all
accounts that traveled to or authenticated from US, Canada, or Mexico host city IP ranges
during the event window, as harvested credentials from FIFA-themed phishing campaigns are
frequently held and monetized weeks after the triggering event. Confirm that all OAuth tokens,
VPN session tokens, and SSO refresh tokens issued during the event window have been
revoked and reissued under post-event MFA-enforced policies, not just passwords rotated.
Validate DNS sinkhole and proxy blocklist coverage weekly against passive DNS feeds to
catch newly registered post-event lookalike domains that threat actors register after the
tournament to target organizations still processing expense reports, hospitality invoices, or
travel reimbursements.

Forensic Artifacts IdP authentication logs (Azure AD Sign-In logs / Okta System Log) with source IP, ASN,
city-level geolocation, user-agent string, and session token issuance timestamp — the
primary artifact for identifying credential replay from FIFA host city ASNs | Corporate DNS
resolver query logs showing employee lookups of newly registered FIFA-branded lookalike
domains (e.g., domains containing 'fifa2026', ‘wc2026match’, 'hospitality-wc26") correlated
against the registrant WHOIS creation date to confirm campaign-era registration | Browser
credential stores and OS credential managers (Windows Credential Manager at
"%APPDATA%\Microsoft\Credentials’, macOS Keychain) on devices used in host cities,
which may contain harvested credentials submitted to spoofed ticketing or VPN portals |
NetFlow or sFlow telemetry from externally facing web and API services showing volumetric
request spikes from host city and CDN-anonymized IP ranges correlated with match-day
schedules, establishing the DDoS component's operational pattern | Email gateway logs and
quarantine queue exports filtered on sender domains registered within 90 days of the event
containing FIFA, World Cup, or hospitality keyword strings, preserving the phishing lure
corpus for IOC extraction and threat intelligence sharing with sector ISACs

Per-Action IR Details

Step 1: Containment — Brief all traveling staff before departure on the spoofed domain and credential
harvesting risk; enforce VPN-only connectivity for corporate resources from host city locations; block
employee access to unverified ticketing, travel, and FIFA-branded domains at the proxy or DNS layer.

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-17 (Remote Access), NIST AC-4 (Information Flow Enforcement), CIS 4.4 (Implement and
Manage a Firewall on Servers), CIS 4.5 (Implement and Manage a Firewall on End-User Devices)

Compensating: For teams without enterprise proxy infrastructure: deploy Pi-hole or pfSense with blocklists populated
from WHOIS queries on newly registered FIFA-2026-themed domains (filter on registrations within 90 days of event);
distribute a manual browser extension blocklist (uBlock Origin with custom filter lists) to all traveling staff devices; use
Windows Group Policy to enforce corporate DNS resolver routing all queries through a filtered forwarder before
departure.

Evidence: Before enforcing VPN-only or DNS blocks, capture: current DNS resolver cache on traveling staff endpoints
(Cipconfig /displaydns™ on Windows, “sudo dscacheutil -cachedump™ on macOS) to identify any pre-departure lookups
of lookalike FIFA or ticketing domains; browser history and cached credentials from the default credential store
(%APPDATA%\Microsoft\Credentials®, macOS Keychain) for evidence of pre-compromise; export proxy or DNS query
logs covering the 7 days prior to VPN enforcement to establish a baseline of staff browsing behavior before host city
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travel begins.

Step 2: Detection — Monitor authentication logs for logins originating from host city IP ranges or unexpected
geographies (NIST AU-6 — Audit Record Review, Analysis, and Reporting); alert on newly registered domains
spoofing your organization's brand or FIFA partner brands (T1583.001); review DNS query logs for employee
lookups of lookalike domains; enable alerts for concurrent session anomalies consistent with credential
replay (NIST AC-10 — Concurrent Session Control; CIS 8.2 — Collect Audit Logs).

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AC-10 (Concurrent Session Control), CIS
8.2 (Collect Audit Logs)

Compensating: Without SIEM: schedule hourly PowerShell jobs pulling Azure AD or Entra ID sign-in logs filtered on
“location.countryOrRegion -in (‘US','CA','MX")" cross-referenced against your known traveler roster — flag any
authenticating user NOT on the approved travel list; use Zeek or Suricata with a Sigma rule matching DNS queries to
domains registered within 90 days containing strings 'fifa’, ‘worldcup’, 'wc2026', 'hospitality', or your organization's
brand name; subscribe to a free passive DNS feed (SecurityTrails free tier or CIRCL's PDNS) and diff against your
brand keyword list daily.

Evidence: Volatile evidence to capture continuously during detection phase: real-time exports of IdP authentication
logs (Azure AD Sign-In logs, Okta System Log) preserving source IP, ASN, city, and session token issuance
timestamps; live DNS query logs from corporate resolvers showing employee lookups of FIFA-branded lookalike
domains (retain raw query records, not just aggregates, to support timeline reconstruction); concurrent session records
showing the same account token used from geographically impossible IP pairs within the event window (e.g., corporate
HQ and a host city within minutes), which is the primary forensic indicator of credential replay from a phishing capture.

Step 3: Eradication — Enforce MFA on all externally exposed applications and VPN entry points before the
event window (NIST IA controls; CIS 6.3 — Require MFA for Externally-Exposed Applications; CIS 6.4 —
Require MFA for Remote Network Access; CIS 6.5 — Require MFA for Administrative Access; D3-MFA —
Multi-factor Authentication); rotate credentials for any accounts flagged as potentially compromised (D3-CRO
— Credential Rotation); disable or quarantine dormant accounts that could be abused if credentials are
harvested (CIS 5.3 — Disable Dormant Accounts).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication and Recovery

Controls: CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network
Access), CIS 6.5 (Require MFA for Administrative Access), CIS 5.3 (Disable Dormant Accounts), CIS 5.1 (Establish
and Maintain an Inventory of Accounts), NIST AC-2 (Account Management)

Compensating: For teams without an identity governance platform: run *Search-ADAccount -Accountlnactive
-TimeSpan 45.00:00:00 -UsersOnly" to enumerate dormant Active Directory accounts and pipe to
“Disable-ADAccount’; enforce MFA by enabling Microsoft Authenticator or Google Authenticator via conditional access
policies in Entra ID free tier (no license required for basic MFA); generate a credential rotation work list by exporting all
accounts that authenticated from host city IP ranges during the event window and resetting passwords via
“Set-ADAccountPassword” with a force-change-at-next-logon flag.

Evidence: BEFORE rotating credentials or disabling accounts, capture: a full export of active session tokens and
refresh tokens for flagged accounts from the IdP (Azure AD: "Get-MgUserAuthenticationMethod™ and revoke only after
export; Okta: “/api/vl/sessions” endpoint dump) to preserve evidence of unauthorized session establishment;
authentication log snapshots showing the specific timestamps, source IPs (geo-tagged to host city ASNs such as
Telmex in Mexico, Rogers/Bell in Canada, and US event venue ISPs), and user-agent strings used during suspected
credential replay, which establishes the forensic chain of custody for any downstream HR or legal action; browser
saved-credential stores and OS credential manager exports from any device that connected to a spoofed FIFA or
ticketing domain prior to credential rotation.
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Step 4: Recovery — Validate that MFA enforcement is active and logging correctly on all remote access paths;
confirm DNS sinkholing or proxy blocks on identified spoofed domains are functioning; review session logs
post-event for any anomalous access patterns from host city regions; rotate credentials for any accounts that
authenticated from untrusted networks during the event window.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AC-17 (Remote Access), CIS 6.3
(Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network Access)
Compensating: For teams without automated compliance monitoring: build a post-event PowerShell verification script
that (1) queries Entra ID conditional access policy status to confirm MFA is enforced on all externally exposed apps, (2)
runs "Resolve-DnsName"™ against your sinkholed FIFA lookalike domain blocklist to confirm NXDOMAIN or sinkhole IP
responses, and (3) pulls the last 30 days of VPN authentication logs filtered on host city country codes — schedule this
as a weekly cron or Task Scheduler job through the post-event monitoring window (recommended: 90 days after final
match).

Evidence: During recovery validation, collect and retain: post-event IdP session logs covering all authentications from
US/Canada/Mexico IP ranges for 90 days following the tournament close, preserving source ASN metadata to detect
delayed credential replay from harvested credentials that were not immediately used; DNS resolver logs confirming
zero successful resolutions of domains on your FIFA-campaign blocklist during the monitoring window; a differential
account access report comparing pre-event and post-event access patterns for all accounts that traveled or
authenticated from host city networks, which will surface any persistence mechanisms (e.g., OAuth token abuse,
registered MFA device additions) installed during the event window.

Step 5: Post-Incident — Conduct a tabletop exercise covering cross-jurisdictional incident response
coordination across US, Canada, and Mexico environments; document gaps in your travel security briefing
program (NIST AC-17 — Remote Access; NIST IR controls); assess whether your DDoS mitigation posture
covers externally facing services that saw elevated traffic; review your spoofed domain monitoring coverage
and close gaps (D3-SFA — System File Analysis for configuration integrity; CIS 7.1 — Establish and Maintain
a Vulnerability Management Process for tracking exposure).

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST AC-17 (Remote Access), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS
7.2 (Establish and Maintain a Remediation Process)

Compensating: For teams without a GRC platform or dedicated tabletop facilitation budget: use the CISA Tabletop
Exercise Package (CTEP) template (freely available at cisa.gov) adapted with FIFA 2026 tri-national scenario injects
— specifically model a simultaneous phishing wave during a high-traffic match day combined with a DDoS against your
public-facing ticketing or hospitality portal; document lessons learned in a structured after-action report (AAR) covering
response timeline, jurisdictional handoff delays (US-CERT vs. CCCS Canada vs. CERT-MX), and detection gaps; use
SpiderFoot HX free tier or dnstwist (open source) to enumerate remaining brand-spoofing domains and feed results
into a watchlist for the next major event.

Evidence: Post-incident artifacts to compile and retain for the lessons-learned record: aggregated DNS query logs
showing peak lookup volumes of FIFA-branded lookalike domains correlated against match schedule dates, which
guantifies the campaign's operational tempo and informs future detection thresholds; a complete inventory of all
accounts that authenticated from host city IP ranges during the event window with disposition (legitimate travel vs.
anomalous), serving as the evidentiary basis for the AAR; DDoS traffic telemetry (NetFlow or sFlow exports) from
externally facing services showing volumetric spikes correlated with high-viewership match windows, which supports
both the AAR and future DDoS mitigation capacity planning.

I Detection Guidance
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Focus detection on three behavioral clusters. First, authentication anomalies: correlate login events against
traveler itineraries; flag accounts authenticating from host city IP ranges (major US, Canadian, and Mexican
metro areas) that do not match expected travel records; alert on concurrent sessions from geographically distant
IPs within short timeframes (NIST AU-6, AU-3; CIS 8.2). Second, domain and DNS abuse: monitor for newly
registered domains containing 'fifa', 'worldcup2026', 'wc2026', or your organization's brand combined with
event-related terms (T1583.001); flag DNS queries from internal hosts to lookalike or newly registered domains;
use passive DNS or threat intelligence feeds to identify spoofed ticketing domains before employee clicks. Third,
network interception indicators: alert on certificate anomalies or unexpected certificate authorities on
connections from traveling endpoints (NIST SI-4, Information System Monitoring); monitor for T1557
(adversary-in-the-middle) indicators including unexpected ARP behavior or SSL stripping attempts on
VPN-connected devices returning from venue areas. For DDoS exposure, baseline traffic to externally facing
services now and alert on volume anomalies consistent with T1498 or T1499.003 during match windows.

I Indicators of Compromise

Type Value Context Confidence
DOMAI fifa2026-tickets[.]com Spoofed ticketing domains
N pattern (lookalike class) impersonating FIFA and partner brands;

no specific confirmed IOCs published in
available source material — treat newly
registered domains matching this pattern
as suspicious

DOMAI wor | dcup2026[.]* pattern Event-themed domain class used in

N (I ookal i ke cl ass) credential harvesting campaigns;
specific domains not confirmed in
available source material

I Framework Mappings

MITRE-ATTACK

e T1583.001 — Domains

e T1204 — User Execution

e T1498 — Network Denial of Service

e T1499.003 — Application Exhaustion Flood
e T1598 — Phishing for Information

e T1071.001 — Web Protocols

e T1589 — Gather Victim Identity Information
e T1566.002 — Spearphishing Link

e T1056 — Input Capture

e T1557 — Adversary-in-the-Middle

* T1566 — Phishing

e T1078 — Valid Accounts
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e T1499 — Endpoint Denial of Service
NIST-800-53R5
* AT-2 — Literacy Training and Awareness
* CA-7 — Continuous Monitoring
* SI-3 — Malicious Code Protection
e Sl-4 — System Monitoring
e SC-7 — Boundary Protection
¢ SI-8 — Spam Protection
* AC-2 — Account Management
e AC-6 — Least Privilege
¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management
e SC-5 — Denial-of-Service Protection
* |A-8 — Identification and Authentication (Non-Organizational Users)
OWASP-TOP10-2021
* AQ07:2021 — Identification and Authentication Failures
CIS-Vv8
* 6.3 — Require MFA for Externally-Exposed Applications
¢ 6.4 — Require MFA for Remote Network Access
¢ 6.5 — Require MFA for Administrative Access
e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

e 8.2 — Collect Audit Logs
SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

HIPAA-SECURITY

e 164.312(d) — Person or Entity Authentication
e 164.308(a)(5)(i) — Security Awareness and Training

ISO-27001-2022
¢ A.5.34 — Privacy and protection of personal information
NIST-CSF-2

¢ DE.CM-01 — Networks and network services are monitored

I MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic

T1583. 001 Domains Resource-Development

T1204 User Execution Execution

T1498 Network Denial of Service Impact

T1499. 003 Application Exhaustion Flood Impact

T1598 Phishing for Information Reconnaissance

T1071. 001 Web Protocols Command-And-Control

T1589 Gather Victim Identity Information Reconnaissance

T1566. 002 Spearphishing Link Initial-Access

T1056 Input Capture Collection

T1557 Adversary-in-the-Middle Credential-Access

T1566 Phishing Initial-Access

T1078 Valid Accounts Defense-Evasion

T1499 Endpoint Denial of Service Impact
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