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China and DPRK Drive Technology Sector
Compromise: 2026 Threat Landscape Shows
Escalating Nation-State and eCrime Pressure
THREAT CAMPAIGN | HIGH | CVSS 9.5

SCC Item ID SCC-CAM-2026-0468

Type Threat Campaign

Severity HIGH

CVSS Base Score 9.5

Affected Products GitHub repositories, npm ecosystem (Axios package v1.14.1 and v0.30.4), macOS platforms,
mail infrastructure, software development code repositories

Discovery Source Rss:T1 Threatintel

Executive Summary

The technology sector faces significant concentrated nation-state and criminal threat pressure in 2026,

with China-nexus actors accounting for a substantial portion of state-sponsored intrusions and DPRK

operatives actively infiltrating tech companies as fraudulent employees (per CrowdStrike 2026

Technology Threat Landscape Report). A confirmed supply chain attack on the widely-used Axios npm

package (versions 1.14.1 and 0.30.4) deployed a remote access trojan through a hijacked maintainer

account, directly exposing organizations that consume this library in their software builds. Any

organization with software development pipelines, open-source dependencies, or technology IP faces

elevated risk of data theft, operational disruption, and long-dwell compromise.

Technical Analysis

CrowdStrike's 2026 Technology Threat Landscape Report (medium confidence, vendor-sourced) identifies the

technology sector as significantly targeted globally. China-nexus actors prioritize intellectual property and

AI-focused espionage; DPRK operatives conduct insider threat operations through fraudulent employment at

tech firms. Separately, a high-confidence supply chain compromise affected Axios npm package versions 1.14.1

and 0.30.4. A hijacked maintainer account published malicious versions containing a remote access trojan

(RAT; malware family not publicly named). The attack aligns with MITRE T1195.002 (Compromise Software

Supply Chain) and T1204.002 (Malicious File Execution). Relevant CWEs include CWE-494 (Download of Code

Without Integrity Check), CWE-829 (Inclusion of Functionality from Untrusted Control Sphere), CWE-287

(Improper Authentication), and CWE-798 (Use of Hard-coded Credentials). Corroborating sources:
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StepSecurity, Trend Micro, Endor Labs, and Phoenix Security. Safe Axios versions are those outside v1.14.1

and v0.30.4; teams should pin to the latest verified clean release per upstream maintainer guidance. This

campaign does not have a single CVE ID; the Axios supply chain attack is tracked by package version rather

than a CVE identifier.

Action Checklist

1. Step 1: Containment. Immediately audit all package.json, package-lock.json, and yarn.lock files across

development and CI/CD environments for Axios versions 1.14.1 or 0.30.4. Quarantine any build pipelines

or containers where these versions are present. Block outbound network connections from affected build

nodes pending investigation (NIST AC-4, Information Flow Enforcement).

2. Step 2: Detection. Query SIEM and EDR for npm install events referencing axios@1.14.1 or

axios@0.30.4. Review CI/CD pipeline logs for unexpected outbound connections or process spawning

during or after npm install steps. Search endpoint logs for RAT-associated behaviors: unexpected shell

execution, new persistence mechanisms, or anomalous network beaconing from build agents. Apply

D3-LAM (Local Account Monitoring; CISA Defend Forward) to detect unauthorized activity on developer

workstations and build servers. Review AU-2 (Event Logging) coverage to confirm npm and build tool

activity is captured.

3. Step 3: Eradication. Downgrade or upgrade Axios to a verified clean version as confirmed by the

upstream npm maintainer advisory. Rotate all secrets, tokens, API keys, and credentials accessible from

any environment where the malicious package was installed (D3-CRO: Credential Rotation). Remove any

persistence artifacts identified during detection. Revoke and reissue npm publish tokens for any internal

packages whose pipelines were exposed (CIS 5.2, Use Unique Passwords; CIS 6.2, Establish an Access

Revoking Process).

4. Step 4: Recovery. Re-run builds from clean environments using the verified Axios version. Validate build

output integrity through hash verification against known-good artifacts (D3-FMBV: File Magic Byte

Verification). Re-enable outbound pipeline connectivity only after confirming clean state. Enable audit

logging on npm registry access and package publish events (NIST AU-12, Audit Record Generation; CIS

8.2, Collect Audit Logs).

5. Step 5: Post-Incident (Axios Supply Chain). Implement software composition analysis (SCA) tooling in

CI/CD pipelines to detect compromised or unexpected package versions at build time (CIS 7.1, Establish

and Maintain a Vulnerability Management Process). Enforce package version pinning and integrity hash

verification for all third-party dependencies (CWE-494 mitigation).

6. Step 6: Broader Threat Mitigation. Establish an insider threat detection program addressing DPRK

fraudulent employment TTPs, including enhanced identity verification for remote engineering hires and

anomalous data access monitoring (NIST AC-2, Account Management; NIST AC-6, Least Privilege).

Review maintainer account security practices and enforce MFA on all package registry accounts (CIS 6.5,

Require MFA for Administrative Access; D3-MFA: Multi-Factor Authentication).

Detection Guidance

Primary detection focus is the Axios supply chain compromise. Query package managers and artifact

repositories for axios@1.14.1 and axios@0.30.4 across all projects. In CI/CD systems (GitHub Actions, Jenkins,

GitLab CI), search pipeline execution logs for npm install events that resolved either malicious version. On
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developer endpoints and build agents, hunt for child processes spawned by Node.js or npm that execute shell

commands, establish outbound TCP connections to non-standard destinations, or write files to user startup or

persistence locations, behavioral indicators consistent with a post-install RAT dropper (MITRE T1059,

T1204.002). For nation-state detection: monitor for anomalous access to code repositories and internal

documentation systems (T1213), large-scale data staging or exfiltration from IP-heavy storage systems, and

unusual remote access patterns (T1133). For DPRK insider threat: flag unusual access to proprietary source

code or AI training data by recently hired remote employees, particularly those with inconsistent identity

documentation or access patterns that diverge from peer baselines (T1078). Apply D3-SFA (System File

Analysis) to monitor for modification of npm config files, .npmrc, or shell profiles on build systems. Capture and

retain all relevant logs per NIST AU-11 (Audit Record Retention) to support forensic analysis if compromise is

confirmed.

Indicators of Compromise

Type Value Context Confidence

URL https://registry.npmjs.org

/axios/-/axios-1.14.1.tgz
Malicious Axios npm package version
1.14.1 — confirmed RAT dropper; do not
install

HIGH

URL https://registry.npmjs.org

/axios/-/axios-0.30.4.tgz
Malicious Axios npm package version
0.30.4 — confirmed RAT dropper; do not
install

HIGH

Framework Mappings

MITRE-ATTACK

• T1133 — External Remote Services

• T1608.001 — Upload Malware

• T1136 — Create Account

• T1078 — Valid Accounts

• T1213 — Data from Information Repositories

• T1486 — Data Encrypted for Impact

• T1059 — Command and Scripting Interpreter

• T1176 — Software Extensions

• T1657 — Financial Theft

• T1195.002 — Compromise Software Supply Chain

• T1566 — Phishing

• T1110.003 — Password Spraying

• T1588.006 — Vulnerabilities

• T1204.002 — Malicious File

NIST-800-53R5
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• AC-17 — Remote Access

• AC-20 — Use of External Systems

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• SC-7 — Boundary Protection

• AC-2 — Account Management

• AC-6 — Least Privilege

• CP-9 — System Backup

• CP-10 — System Recovery and Reconstitution

• CM-7 — Least Functionality

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• SI-7 — Software, Firmware, and Information Integrity

• SA-9 — External System Services

• SR-3 — Supply Chain Controls and Processes

• AT-2 — Literacy Training and Awareness

• CA-7 — Continuous Monitoring

• SI-8 — Spam Protection

• CM-3 — Configuration Change Control

• IA-8 — Identification and Authentication (Non-Organizational Users)

• SR-2 — Supply Chain Risk Management Plan

OWASP-TOP10-2021

• A08:2021 — Software and Data Integrity Failures

• A07:2021 — Identification and Authentication Failures

CIS-V8

• 2.5 — Allowlist Authorized Software

• 2.6 — Allowlist Authorized Libraries

• 16.10 — Apply Secure Design Principles in Application Architectures

• 6.3 — Require MFA for Externally-Exposed Applications

• 6.4 — Require MFA for Remote Network Access

• 6.5 — Require MFA for Administrative Access

• 15.1 — Establish and Maintain an Inventory of Service Providers

ISO-27001-2022

• A.8.28 — Secure coding

• A.5.21 — Managing information security in the ICT supply chain

SOC2-TSC



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-CAM-2026-0468
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-06-15 14:30 UTC Page 5SCC-CAM-2026-0468

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC9.2 — Manages risks associated with vendors and business partners

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

NIST-CSF-2

• GV.SC-01 — Cybersecurity supply chain risk management program

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1133 External Remote Services Persistence

T1608.001 Upload Malware Resource-Development

T1136 Create Account Persistence

T1078 Valid Accounts Defense-Evasion

T1213 Data from Information Repositories Collection

T1486 Data Encrypted for Impact Impact

T1059 Command and Scripting Interpreter Execution

T1176 Software Extensions Persistence

T1657 Financial Theft Impact

T1195.002 Compromise Software Supply Chain Initial-Access

T1566 Phishing Initial-Access

T1110.003 Password Spraying Credential-Access

T1588.006 Vulnerabilities Resource-Development

T1204.002 Malicious File Execution

Sources

Source URL Tier

Blog https://www.crowdstrike.com/en-us/blog/crowdstrike-2026-technology-... T3
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Source URL Tier

axios Compromised on
npm - Malicious
Versions Drop Remote
...

https://www.stepsecurity.io/blog/axios-compromised-on-npm-malicious... T3

Axios NPM Package
Compromised: Supply
Chain Attack Hits ...

https://www.trendmicro.com/en_us/research/26/c/axios-npm-package-co... T3

axios npm
Compromised: RAT in
v1.14.1 & v0.30.4 (2026)

https://phoenix.security/axios-supply-chain-compromise-npm-rat-2026/ T3

Axios compromised:
hijacked maintainer
account pushes
malicious ...

https://www.endorlabs.com/learn/npm-axios-compromise T3
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