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I Executive Summary

A researcher known as Nightmare-Eclipse is conducting a sustained campaign of proof-of-concept exploit
releases targeting Windows Defender, with the latest enabling system-level privilege escalation on
Windows endpoints. Because Windows Defender is enabled by default across virtually all enterprise and
consumer Windows environments, each new PoC potentially lowers the barrier for opportunistic attackers
to weaponize these techniques and compromise endpoints at scale. No CVE has been confirmed for this
specific release; claims require cross-validation against NVD and CISA KEV before operational action,
but the pattern of serial disclosure warrants elevated monitoring and accel erated patch readiness.

I Technical Analysis

A researcher publicly identified as Nightmare-Eclipse (associated project: RoguePlanet, per unconfirmed
security reporting) has released a series of proof-of-concept exploits against Windows Defender, with the most
recent PoC demonstrating system-level code execution or privilege escalation. The associated weakness
classes are CWE-119 (buffer errors, enabling memory corruption), CWE-269 (improper privilege management,
enabling escalation), and CWE-284 (improper access control, enabling unauthorized resource access). No CVE
identifier has been confirmed in available source data for this specific release. The CVSS 7.5 base score reflects
the estimated severity of a Windows Defender privilege escalation capability, not an official NVD or vendor
CVSS vector. This score is editorial and should not be treated as authoritative until a CVE is assigned and
officially scored. EPSS score and percentile are not yet populated, indicating the vulnerability has not been
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formally registered in NVD scoring pipelines. CISA KEV status: not listed. MITRE ATT&CK techniques
associated with this campaign include T1562.001 (Impair Defenses: Disable or Modify Tools), T1587.001
(Develop Capabilities: Malware), T1190 (Exploit Public-Facing Application), T1588.005 (Obtain Capabilities:
Exploits), T1068 (Exploitation for Privilege Escalation), and T1203 (Exploitation for Client Execution). Affected
scope is all Windows platforms with Defender enabled; specific version boundaries have not been confirmed
from available sources. Claims originating from security reporting on this activity could not be independently
verified during audit preparation. All claims should be cross-referenced against Microsoft Security Response
Center (MSRC) advisories and NVD before operational escalation.

I Action Checklist

1. Step 1: Containment. Verify Windows Defender definition and engine versions across all endpoints via
Microsoft Defender Vulnerability Management console or Intune compliance reports. Until a confirmed
patch or advisory is published by MSRC, increase EDR alert sensitivity for Defender-related process
tampering. Reference NIST AC-6 (Least Privilege, ensure only authorized administrators can modify
Defender configuration) to restrict which accounts can modify Defender configuration or exclusions.
Implement CIS 4.4 and CIS 4.5 (host-based firewall controls for defense in depth) to reduce lateral
movement surface on potentially affected hosts.

2. Step 2: Detection. Monitor Windows Event Log for Defender service disruption (Event IDs 5001, 5004,
5007, 5010, 5012 under Microsoft-Windows-Windows Defender/Operational). Query SIEM for process
creation events where a child process of MsMpEng.exe or MpCmdRun.exe spawns with SYSTEM-level
tokens unexpectedly. Look for Defender exclusion additions (Event ID 5007) not correlated to approved
change tickets. Cross-reference endpoint telemetry against MITRE T1562.001 behavioral patterns.
Reference NIST AU-6 (Audit Record Review, Analysis, and Reporting, verify audit data is collected) and
CIS 8.2 (Collect Audit Logs) to confirm logging is active on all Windows endpoints before relying on
absence of alerts as assurance.

3. Step 3: Eradication. Monitor MSRC (https://msrc.microsoft.com/update-guide) for an official advisory
tied to this PoC activity. Apply any released Defender engine or definition update immediately via Windows
Update, WSUS, or Intune. Reference CIS 7.3 (Perform Automated Operating System Patch Management)
and CIS 7.4 (Perform Automated Application Patch Management, ensure automated patch deployment is
active across endpoints). If a specific patch is not yet available, enforce D3-UAP (User Account
Permissions, limit service account interaction with Defender) to limit accounts that can interact with
Defender processes, and apply D3-CH (Credential Hardening) to prevent escalated credential reuse
post-exploit.

4. Step 4: Recovery. After applying any available updates, validate Defender is running and real-time
protection is active on all endpoints. Re-run compliance scans via Defender Vulnerability Management or
Intune. Review audit logs (NIST AU-6) for any historical Defender tampering events predating the patch.
Confirm no unauthorized Defender exclusions remain (Event ID 5007 audit). Monitor for re-emergence of
T1562.001 activity for at least 30 days post-remediation.

5. Step 5: Post-Incident. Conduct a gap review against NIST AC-6 (Least Privilege, verify only
administrators can modify Defender policy) to ensure no accounts beyond IT administrators can modify
Defender policy or exclusions. Review CIS 5.4 (Restrict Administrator Privileges to Dedicated
Administrator Accounts) compliance; privilege escalation exploits are most valuable in environments
where standard user accounts already hold local admin rights. Evaluate whether Defender tamper
protection is enabled enterprise-wide. Document this event as a case for accelerating patch SLA timelines
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for Microsoft security component updates. Establish a threat intelligence intake process to systematically
track researcher aliases, GitHub repositories, and disclosure patterns associated with known security tool
disclosers, to improve early warning for future serial PoC releases.

I Detection Guidance

Primary detection surface is the Microsoft-Windows-Windows Defender/Operational event log channel. Key
Event IDs to monitor: 5001 (real-time protection disabled), 5004 (real-time protection configuration changed),
5007 (Defender configuration changed, watch for exclusion additions), 5010 (scanning for malware disabled),
5012 (scanning for viruses disabled). In your SIEM, build a rule alerting on MsMpEng.exe or MpCmdRun.exe
spawning child processes with elevated integrity levels not matching baseline. Monitor for processes writing to
System32 from a Defender-parented process tree, consistent with the PoC's reported capability of malware
installation into System32. Behavioral indicators aligned with MITRE T1068 (Exploitation for Privilege
Escalation): unexpected token impersonation or privilege token manipulation in Defender process space. For
T1562.001 (Impair Defenses): alert on Defender service stop/disable attempts via sc.exe, PowerShell
Set-MpPreference, or registry modifications to HKLM\SOFTWARE\Policies\Microsoft\Windows Defender. No
indicators of compromise (hashes, IPs, domains) or confirmed in-the-wild exploitation have been reported as of
this analysis date. Detection guidance is based on the reported technical capability (privilege escalation via
Windows Defender exploitation) rather than observed attack signatures. Tune these rules conservatively to
avoid false positives until weaponization is confirmed. Cross-validate any emerging IOCs against NVD and
MSRC before operationalizing. Reference NIST AU-2 (Event Logging, ensure event types are captured) and
AU-6 (Audit Record Review, Analysis, and Reporting) to confirm these event types are captured and reviewed.
Reference CIS 8.2 (Collect Audit Logs) to verify log collection is active across all Windows endpoints.

I Framework Mappings

MITRE-ATTACK

e T1562.001 — Disable or Modify Tools

e T1587.001 — Malware

e T1190 — Exploit Public-Facing Application

e T1588.005 — Exploits

e T1068 — Exploitation for Privilege Escalation

e T1203 — Exploitation for Client Execution
NIST-800-53R5

e CA-8 — Penetration Testing

* RA-5— Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
¢ AC-6 — Least Privilege

¢ S|-3 — Malicious Code Protection
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e Sl|-4 — System Monitoring
e SI-16 — Memory Protection
e SI-10 — Information Input Validation
e AC-3 — Access Enforcement
OWASP-TOP10-2021
e A03:2021 — Injection
e A01:2021 — Broken Access Control
CIS-Vv8
e 16.10 — Apply Secure Design Principles in Application Architectures
e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts
* 6.8 — Define and Maintain Role-Based Access Control
e 6.1 — Establish an Access Granting Process
e 6.2 — Establish an Access Revoking Process
SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e (CC6.3 — Authorizes, modifies, or removes access
HIPAA-SECURITY

e 164.312(a)(1) — Access Control

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1562. 001 Disable or Modify Tools Defense-Evasion
T1587. 001 Malware Resource-Development
T1190 Exploit Public-Facing Application Initial-Access
T1588. 005 Exploits Resource-Development
T1068 Exploitation for Privilege Escalation Privilege-Escalation
T1203 Exploitation for Client Execution Execution

I Sources

Security News https://www.darkreading.com/vulnerabilities-threats/nightmare-eclip... T3
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Source URL Tier

Microsoft Defender https://learn.microsoft.com/en-us/defender-vulnerability-management... T1
Vulnerability
Management

Microsoft Defender https://www.microsoft.com/en-us/security/business/threat-protection... T1
Vulnerability

Management | Microsoft

Security

Recent Microsoft https://www.securityweek.com/recent-microsoft-defender-vulnerabilit... T3
Defender Vulnerability
Exploited as Zero-Day

Windows Defender https://www.youtube.com/watch?v=ukkmx_pxRyk T3
Vulnerability lets

malware install into

System 32

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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