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I Executive Summary

North Korean and Chinese state-sponsored threat groups are conducting sustained, parallel campaigns
against business and financial sector organizations across the Asia-Pacific region. North Korean actors are
assessed as generating national revenue through financially motivated attacks, consistent with documented
DPRK cyber operation patterns, Chinese APT actors are pursuing intelligence collection in the same
environment simultaneously. Organizations operating in APAC financial services face a compounded,
persistent threat from two well-resourced nation-state actors whose overlapping activity increases both
financial loss and data exposure risk.

I Technical Analysis

This item describes a campaign-level threat, not a discrete vulnerability. No CVEs, CWEs, or specific malware
families are identified in the source data. Attribution to North Korean and Chinese state-sponsored actors is
drawn from the Dark Reading report cited (T3 source); specific sub-groups are not named. MITRE ATT&CK
techniques mapped to this campaign include: T1078 (Valid Accounts), T1566 (Phishing), T1486 (Data
Encrypted for Impact), T1071 (Application Layer Protocol), T1059 (Command and Scripting Interpreter), T1537
(Transfer Data to Cloud Account), T1583 (Acquire Infrastructure), T1588 (Obtain Capabilities), T1657 (Financial
Theft), and T1190 (Exploit Public-Facing Application). North Korean activity is assessed as financially motivated,
consistent with DPRK's documented pattern of using cyber operations for revenue generation. Chinese APT
activity is assessed as espionage-oriented. No patch, vendor advisory, or specific IOCs are available from the
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source data. Source quality score is 0.712; primary sourcing is T3 (Dark Reading) with one T1 source (CISA)
providing sector-level context only. Note: Attribution to specific North Korean and Chinese state-sponsored
groups is sourced from a T3 news outlet. Organizations should cross-reference with CISA alerts, vendor threat
reports, or intelligence feeds before operational deployment of detections or incident response procedures. This
item uses MITRE ATT&CK v14 (T1657 reference).

I Action Checklist

1. Step 1: Exposure Assessment. Inventory all externally facing systems and identify any with privileged
access to financial data or cross-border data flows. Prioritize assets in APAC-region infrastructure.
Reference CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) and CIS 3.2 (Establish
and Maintain a Data Inventory).

2. Step 2: Detection. Hunt for T1078 (Valid Accounts) indicators: review authentication logs for anomalous
logon times, source geographies inconsistent with user baselines, and concurrent sessions across
disparate locations. Enable and review logs per NIST AU-2 (Event Logging) and AU-6 (Audit Record
Review, Analysis, and Reporting). Apply behavioral detection rules (D3-LAM: Local Account Monitoring) to
flag suspicious local account activity. No specific IOCs are available from source data.

3. Step 3: Access Hardening. Enforce MFA on all externally exposed applications and remote access
paths per CIS 6.3 (Require MFA for Externally-Exposed Applications) and CIS 6.4 (Require MFA for
Remote Network Access). Disable dormant accounts per CIS 5.3 (Disable Dormant Accounts, 45-day
threshold). Apply MFA and credential hardening controls. Restrict administrator privileges to dedicated
accounts per CIS 5.4.

4. Step 4: Privilege and Lateral Movement Controls. Enforce least privilege across financial system
accounts per NIST AC-6 (Least Privilege) and NIST AC-5 (Separation of Duties). Review and restrict
information flow controls between internal segments per NIST AC-4 (Information Flow Enforcement).
Apply user account permission restrictions to limit lateral access paths consistent with T1078 and T1059
technique patterns.

5. Step 5: Post-Assessment Controls. Conduct a threat-informed review of logging coverage against NIST
AU-12 (Audit Record Generation) and AU-11 (Audit Record Retention) to confirm log completeness and
retention for forensic support. Document any control gaps identified during this review. Evaluate whether
current incident response playbooks address nation-state-level persistent access scenarios, including
T1537 (data exfiltration to cloud) and T1486 (ransomware-style encryption). D3 references denote
NIST-aligned defense countermeasures; internal teams should map these to their specific detection and
hardening tools.

I IR/ Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate immediately to senior IR leadership, legal counsel, and relevant APAC regulatory
bodies (e.g., MAS in Singapore, APRA in Australia, HKMA in Hong Kong) if authentication
anomalies consistent with T1078 are confirmed on systems with access to SWIFT
infrastructure, cross-border payment rails, or customer financial data subject to local breach
notification obligations — NK actors targeting APAC financial institutions have demonstrated
capability to initiate fraudulent SWIFT transactions within hours of gaining valid-account
access.

Recovery Notes Before restoring any financial systems to production, perform memory forensics and full disk
imaging on all hosts in the blast radius to rule out NK-style persistent implants or Chinese
APT backdoors that survive reboots via registry run keys
(HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run) or scheduled tasks
('%SystemRoot%\System32\Tasks\"); do not rely on AV scan results alone as both actor
groups use custom loaders designed to evade signature detection. Monitor authentication
logs, DNS query logs, and outbound network flows continuously for a minimum of 90 days
post-recovery, as both NK Lazarus-affiliated groups and Chinese APT actors (notably APT41)
are documented to re-establish access weeks after initial remediation using pre-staged
credentials or secondary implants. Coordinate with APAC sector peers and relevant ISACs
(FS-ISAC) to share sanitized I0Cs and TTP observations, as these campaigns are parallel
and intelligence shared from one targeted organization directly improves detection posture
across the regional financial sector.

Forensic Artifacts Windows Security Event Log (Event IDs 4624, 4625, 4648, 4768, 4769, 4776) from domain
controllers and VPN/jump hosts — specifically filter for Logon Type 3/10 originating from
APAC ASN ranges inconsistent with user baselines, a primary indicator of NK and Chinese
APT T1078 valid-account exploitation in APAC financial campaigns | Active Directory
replication metadata and LDAP query logs (DC Event ID 1644) — Chinese APT espionage
actors (APT10, APT41) routinely perform AD enumeration using valid credentials as a
precursor to targeting high-value personnel and financial data repositories; replication
metadata reveals unauthorized DC sync attempts (DCSync, T1003.006) | Cloud storage
provider audit logs (AWS CloudTrail S3 data events, Azure Blob Storage diagnostic logs,
GCP Cloud Audit Logs) covering all PUT/COPY operations from financial server source IPs —
directly maps to T1537 (Transfer Data to Cloud Account), a documented NK exfiltration
technique used to stage stolen financial data outside victim-controlled infrastructure | Memory
images (acquired via WinPmem or LIME on Linux) from financial application servers and any
hosts showing anomalous outbound connections — NK toolsets including BLINDINGCAN and
COPPERHEDGE and Chinese APT implants including PlugX and ShadowPad variants
operate in-memory and are not recoverable from disk; volatile memory is the only forensic
source for these artifacts | SWIFT Alliance Access and Alliance Gateway transaction logs and
operator audit trails — NK Lazarus-affiliated actors have specifically targeted SWIFT operator
workstations in prior APAC bank heist campaigns (Bangladesh Bank, FAR Eastern
International Bank); these logs are the primary forensic source for identifying unauthorized
transaction injection or operator session hijacking and must be preserved with
chain-of-custody controls before any system changes are made

Per-Action IR Details

Step 1: Exposure Assessment — Inventory all externally facing systems and identify any with privileged
access to financial data or cross-border data flows. Prioritize assets in APAC-region infrastructure. Reference
CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) and CIS 3.2 (Establish and Maintain a
Data Inventory).

NIST Phase: Preparation
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Reference: NIST 800-61r3 §2 — Preparation: Establish IR capability, asset visibility, and data classification baselines
before adversary activity is detected

Controls: CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 3.2 (Establish and Maintain a
Data Inventory), NIST AC-20 (Use Of External Systems)

Compensating: Run 'nmap -sV -p 80,443,22,3389,8080,8443 -oN apac_exposure.txt' to enumerate externally
reachable services. Cross-reference output against an osquery query (‘'SELECT * FROM listening_ports WHERE
address !1="127.0.0.1";") on each host to identify services with financial data access. Document results in a flat
spreadsheet tagging each asset with data sensitivity (PII, financial, cross-border) — a 2-person team can complete this
sweep per /24 subnet in a half-day shift.

Evidence: Before scoping begins, capture a point-in-time snapshot of firewall and NAT rule tables (export from
perimeter device CLI, e.g., 'show running-config' on Cisco ASA or equivalent), DNS zone transfer or forward-lookup
enumeration of APAC-facing hostnames, and NetFlow or connection-state tables showing active sessions into financial
systems. These baselines are critical because both North Korean Lazarus-linked actors and Chinese APT groups (e.g.,
APTA41) are known to identify and pre-position on financial infrastructure before executing their primary mission —
without a pre-incident baseline you cannot distinguish adversary-staged access from legitimate cross-border business
flows.

Step 2: Detection — Hunt for T1078 (Valid Accounts) indicators: review authentication logs for anomalous
logon times, source geographies inconsistent with user baselines, and concurrent sessions across disparate
locations. Enable and review logs per NIST AU-2 (Event Logging) and AU-6 (Audit Record Review, Analysis,
and Reporting). Apply D3-LAM (Local Account Monitoring) to flag suspicious local account activity. No
specific IOCs are available from source data.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: Correlate authentication telemetry across sources to identify
adversary use of valid credentials, a primary TTP of both NK financial operators and Chinese espionage actors in
APAC campaigns

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AU-3
(Content Of Audit Records), NIST AU-12 (Audit Record Generation)

Compensating: On Windows hosts: query the Security Event Log for Event ID 4624 (successful logon) and 4625
(failed logon) filtering on Logon Type 3 (network) and 10 (remote interactive) using: 'Get-WinEvent -LogName Security
| Where-Object {$_.1d -eq 4624 -and $_.Message -match "Logon Type:\s+3|10"} | Select-Object TimeCreated,
Message | Export-Csv auth_review.csv'. For Linux/SSH: parse /var/log/auth.log or /var/log/secure with 'grep -E
"Accepted|Failed" /var/log/auth.log | awk "{print $1,$2,$3,$9,$11}" | sort | uniq -c | sort -rn". Deploy the Sigma rule
‘'win_susp_logon_types.yml' (SigmaHQ) against collected logs to flag anomalous logon type combinations consistent
with T1078 lateral movement. Cross-reference source IPs against APAC ASN ranges associated with NK and Chinese
state infrastructure using free MaxMind GeolLite2 lookups.

Evidence: Capture before analysis: Windows Security Event Log exports (Event IDs 4624, 4625, 4648, 4768, 4769,
4776) from all authentication chokepoints (domain controllers, VPN concentrators, jump hosts); VPN authentication
logs showing source IP, timestamp, user, and session duration; Active Directory last-logon timestamps (‘Get-ADUser
-Filter * -Properties LastLogonDate | Export-Csv ad_lastlogon.csv') to identify accounts with logon patterns inconsistent
with known user geography. For Chinese APT campaigns targeting intelligence collection, also capture LDAP query
logs (Event ID 1644 on DCs if enabled) and Exchange/OWA access logs — APT41 and related groups routinely
enumerate AD and mailboxes using valid credentials before exfiltrating.

Step 3: Access Hardening — Enforce MFA on all externally exposed applications and remote access paths per
CIS 6.3 (Require MFA for Externally-Exposed Applications) and CIS 6.4 (Require MFA for Remote Network
Access). Disable dormant accounts per CIS 5.3 (Disable Dormant Accounts, 45-day threshold). Apply D3-MFA
and D3-CH (Credential Hardening) countermeasures. Restrict administrator privileges to dedicated accounts
per CIS 5.4.

NIST Phase: Containment
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Reference: NIST 800-61r3 §3.3 — Containment Strategy: Deny adversary re-entry and degrade persistence
mechanisms without disrupting financial operations; NK actors specifically re-exploit valid credentials after initial
access if MFA gaps are not closed

Controls: CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network
Access), CIS 6.5 (Require MFA for Administrative Access), CIS 5.3 (Disable Dormant Accounts), CIS 5.4 (Restrict
Administrator Privileges to Dedicated Administrator Accounts), NIST AC-7 (Unsuccessful Logon Attempts), NIST
AC-17 (Remote Access)

Compensating: Identify dormant accounts (no logon in 45 days) with: 'Get-ADUser -Filter {Enabled -eq $true}
-Properties LastLogonDate | Where-Object {$_.LastLogonDate -It (Get-Date).AddDays(-45)} | Select-Object Name,
SamAccountName, LastLogonDate | Export-Csv dormant_accounts.csv'. Disable (do not delete immediately —
preserve for forensic attribution) with: 'Disable-ADAccount -Identity ‘. For MFA on externally exposed apps without
enterprise SSO budget, deploy Authelia (open-source, self-hosted) or Google Authenticator TOTP integrated with your
VPN's RADIUS backend. Configure account lockout policy via Group Policy: Account Policies > Account Lockout
Policy — set threshold to 5 attempts, lockout duration 30 minutes, specifically to degrade NK actors' credential-stuffing
TTPs observed in SWIFT-targeting campaigns.

Evidence: Before disabling accounts or enforcing MFA changes, preserve: full AD account attribute export including
adminCount, memberOf, ServicePrincipalNames, and PasswordLastSet (‘Get-ADUser -Filter * -Properties * |
Export-Csv full_ad_export.csv'); current VPN/remote access session table showing all active connections at time of
containment; screenshot or export of current MFA enroliment status per user from your identity provider. These are
critical for post-incident attribution — NK actors operating in APAC financial campaigns frequently compromise service
accounts with SPNs for Kerberoasting, and the pre-containment state of those accounts is key forensic evidence.

Step 4: Privilege and Lateral Movement Controls — Enforce least privilege across financial system accounts
per NIST AC-6 (Least Privilege) and NIST AC-5 (Separation of Duties). Review and tighten information flow
controls between internal segments per NIST AC-4 (Information Flow Enforcement). Apply D3-UAP (User
Account Permissions) to restrict lateral access paths consistent with T1078 and T1059 technique patterns.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: Restrict adversary lateral movement across financial system
segments; both NK and Chinese APT actors use T1078 combined with T1059 (command execution via valid shells) to
traverse from initial access toward high-value financial data repositories and SWIFT-connected infrastructure

Controls: NIST AC-6 (Least Privilege), NIST AC-5 (Separation Of Duties), NIST AC-4 (Information Flow Enforcement),
NIST AC-3 (Access Enforcement), CIS 3.3 (Configure Data Access Control Lists)

Compensating: Audit local administrator group membership on all financial-segment hosts using:
'Get-LocalGroupMember -Group "Administrators" | Export-Csv local_admins_.csv' (run via PSExec or a scheduled task
deployed via Group Policy across the environment). On Linux financial hosts: 'getent group sudo wheel | tr ":" "\n" | tail
-n +4' to enumerate privileged users. Deploy Sysmon (SwiftOnSecurity config as baseline) on financial system hosts
and enable Event ID 1 (Process Create) and Event ID 3 (Network Connection) to detect T1059 (cmd.exe,
powershell.exe, wscript.exe) spawned in the context of financial application service accounts — a pattern consistent
with both NK post-exploitation tooling (e.g., BLINDINGCAN, COPPERHEDGE variants) and Chinese APT toolsets.
Use Windows Firewall with Advanced Security to create explicit deny rules blocking lateral RDP and SMB between
workstation segments and SWIFT/financial server VLANs.

Evidence: Capture before tightening ACLs and firewall rules: current Windows Firewall rule export (‘'netsh advfirewall
export firewall_baseline.wfw'); SMB share permission audit ('Get-SmbShare | Get-SmbShareAccess | Export-Csv
smb_shares.csv'); process execution history from Sysmon logs or Windows Event ID 4688 (Process Creation) filtered
on financial application process names as parents; network flow data (NetFlow/IPFIX or Windows Firewall connection
log at %SystemRoot%\System32\LogFiles\Firewall\pfirewall.log) showing east-west traffic between financial system
segments. Chinese APT actors conducting intelligence collection in APAC environments specifically target
inter-segment flows between financial analytics platforms and core banking systems — baseline flow data is required
to identify anomalous exfiltration paths post-containment.

Step 5: Post-Assessment Controls — Conduct a threat-informed review of logging coverage against NIST
AU-12 (Audit Record Generation) and AU-11 (Audit Record Retention) to confirm log completeness and
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retention for forensic support. Document any control gaps identified during this review. Evaluate whether
current incident response playbooks address nation-state-level persistent access scenarios, including T1537
(data exfiltration to cloud) and T1486 (ransomware-style encryption).

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Update detection coverage, logging posture, and IR playbooks
based on observed NK and Chinese APT TTPs; lessons-learned output must directly address the dual-threat
(espionage + financial crime) scenario specific to APAC financial sector targeting

Controls: NIST AU-12 (Audit Record Generation), NIST AU-11 (Audit Record Retention), NIST AU-9 (Protection Of
Audit Information), NIST AU-4 (Audit Storage Capacity), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and Maintain
a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Audit log coverage gaps using osquery: 'SELECT name, path, start_time FROM processes WHERE
name IN ("sysmon"”, "auditd", "winlogbeat");' to confirm log collection agents are running on all financial hosts. Validate
cloud egress logging for T1537 detection: if using AWS, confirm CloudTrail and S3 access logging are enabled (‘aws
s3api get-bucket-logging --bucket ); for Azure, confirm Diagnostic Settings are forwarding to Log Analytics or a storage
account. Build a Sigma rule targeting T1537 (unusual outbound data to cloud storage endpoints from financial servers):
filter on process network connections (Sysmon Event ID 3) where destination resolves to amazonaws.com,
blob.core.windows.net, or storage.googleapis.com from hosts that have no legitimate business need for cloud storage
access. For T1486 ransomware-style encryption (an NK revenue-generation TTP), deploy Canary files (plain text
documents with distinctive names placed in financial data directories) and monitor for modification via a simple
PowerShell FileSystemWatcher script — a low-cost tripwire requiring no SIEM.

Evidence: Before closing post-incident review, collect and retain: complete Sysmon or Windows Event Log archives
covering the suspected activity window (minimum 90-day retention recommended for nation-state campaigns given
typical APT dwell times); DNS query logs from internal resolvers (covering the same window) to identify C2 beaconing
patterns or exfiltration staging domains used by NK actors (Lazarus group has historically used fast-flux DNS for APAC
financial campaign C2); cloud provider access logs (CloudTrail, Azure Monitor, GCP Audit Logs) covering all storage
and compute activity for T1537 exfiltration path reconstruction; memory images from any hosts suspected of persistent
implant activity — both NK toolsets (e.g., BLINDINGCAN) and Chinese APT implants (e.g., PlugX, ShadowPad
variants) operate predominantly in-memory and will not be recoverable from disk post-reboot.

I Detection Guidance

Source data does not provide I0Cs or malware signatures. Detection guidance below is derived from MITRE
ATT&CK technigue mappings associated with this campaign. Organizations should supplement with indicators
from CISA, sector ISACs, and vendor threat feeds as they become available. Focus on the following, mapped to
ATT&CK technigues present in this item: T1078, review authentication logs for logins outside normal hours or
from unexpected geographies, token reuse across sessions, and service account activity outside scheduled
jobs. T1566, review email gateway logs for spear-phishing patterns targeting finance and executive staff; look
for credential harvesting link clicks. T1059, monitor for unusual script interpreter invocations (PowerShell, bash,
Python) from user endpoints and servers, especially those spawned from Office applications or email clients.
T1071, inspect proxy and DNS logs for beaconing patterns, high-frequency low-volume connections to
unfamiliar external destinations. T1537, alert on large or unusual data transfers to cloud storage services,
particularly from systems holding financial records. T1190, review WAF and application logs for exploitation
attempts against public-facing services. Apply local account monitoring and system file analysis detection for
persistence indicator detection. Log coverage should meet NIST AU-2 (Event Logging) and AU-3 (Content of
Audit Records) requirements. No verified 10C list is available; teams should subscribe to CISA and
sector-specific ISAC feeds for updated indicators as they become available.
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I Framework Mappings

MITRE-ATTACK

T1078 — Valid Accounts

T1566 — Phishing

T1486 — Data Encrypted for Impact

T1071 — Application Layer Protocol

T1059 — Command and Scripting Interpreter
T1537 — Transfer Data to Cloud Account
T1583 — Acquire Infrastructure

T1588 — Obtain Capabilities

T1657 — Financial Theft

T1190 — Exploit Public-Facing Application

NIST-800-53R5

AC-2 — Account Management

AC-6 — Least Privilege

IA-2 — Identification and Authentication (Organizational Users)

IA-5 — Authenticator Management

AT-2 — Literacy Training and Awareness
CA-7 — Continuous Monitoring

SC-7 — Boundary Protection

SI-3 — Malicious Code Protection

Sl-4 — System Monitoring

SI-8 — Spam Protection

CP-9 — System Backup

CP-10 — System Recovery and Reconstitution
CM-7 — Least Functionality

SI-7 — Software, Firmware, and Information Integrity
CA-8 — Penetration Testing

RA-5 — Vulnerability Monitoring and Scanning

SI-2 — Flaw Remediation

I MITRE ATT&CK Mapping

Tactic
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T1078 Valid Accounts
T1566 Phishing
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Technique ID Techniqgue Name Tactic
T1486 Data Encrypted for Impact Impact
T1071 Application Layer Protocol Command-And-Control
T1059 Command and Scripting Interpreter Execution
T1537 Transfer Data to Cloud Account Exfiltration
T1583 Acquire Infrastructure Resource-Development
T1588 Obtain Capabilities Resource-Development
T1657 Financial Theft Impact
T1190 Exploit Public-Facing Application Initial-Access
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