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I Executive Summary

Threat actors across three categories - financially motivated criminals, nation-state espionage operators,
and hacktivist proxies - are assessed to be building and deploying attack infrastructure targeting the 2026
FIFA World Cup ecosystem. Assessed pre-tournament activity includes spoofed FIFA domains, fraudulent
ticketing platforms, and payment fraud infrastructure, with additional risk to corporate sponsors, logistics
vendors, and government-affiliated entities across 16 host cities in the US, Canada, and Mexico.
Organizations with any affiliation to the tournament, sponsors, travel and hospitality providers,
telecommunications firms, and event logistics suppliers face elevated risk of credential theft, financial
fraud, ransomware, and espionage operations through the tournament's conclusion.

I Technical Analysis

This campaign represents a convergent threat environment documented by Recorded Future and Intel 471
ahead of the 2026 FIFA World Cup (June-July 2026). No single CVE anchors this advisory; the threat surface is
campaign-driven and multi-vector. Active attack infrastructure includes spoofed FIFA and host-city domains
(CWE-346: Origin Validation Error; CWE-290: Authentication Bypass by Spoofing), fraudulent ticketing and
hospitality portals conducting credential harvesting (CWE-287: Improper Authentication), and payment portals
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deploying CSRF and clickjacking techniques (CWE-352: Cross-Site Request Forgery; CWE-1021: Improper
Restriction of Rendered Ul Layers). MITRE ATT&CK techniques in active or high-probability use include: T1566
(Phishing), T1566.002 (Spearphishing Link), T1598 (Phishing for Information), T1583.001 and T1584.001
(Acquire/Compromise Infrastructure, Domains), T1585 (Establish Accounts), T1078 (Valid Accounts), T1110
(Brute Force), T1090 (Proxy), T1071 (Application Layer Protocol), T1114 (Email Collection), T1539 (Steal Web
Session Cookie), T1189 (Drive-by Compromise), T1204.001 (Malicious Link), and T1657 (Financial Theft).
Nation-state actors are assessed as targeting corporate sponsors and government-affiliated entities for
espionage. Ransomware risk is elevated for logistics and supply chain vendors. No patch exists; this is a
campaign requiring detection and hardening controls.

I Action Checklist

1. Step 1: Containment. Block newly registered domains containing FIFA, World Cup, WC2026, host-city
names (Boston, Dallas, Miami, etc.), or tournament sponsor branding using DNS filtering and proxy
blocklists. Prioritize externally facing email gateways and web proxies. Apply controls per NIST AC-4
(Information Flow Enforcement) to restrict access to uncategorized or newly registered domains from
corporate endpoints.

2. Step 2: Detection. Query DNS logs, web proxy logs, and email gateway alerts for requests to domains
registered within the last 90 days matching tournament keyword patterns. Hunt for T1566/T1598
indicators: email headers with FIFA or ticketing lures, links to non-official FIFA TLDs (official: fifa.com,
FIFA26.com), and credential submission events to unrecognized hosts. Enable logging per NIST AU-2
(Event Logging) and AU-6 (Audit Record Review) across email, endpoint, and network layers. Apply CIS
8.13 (Deploy and Maintain Intruder Detection Signatures) to ensure log coverage is active across all
enterprise assets before the tournament window opens.

3. Step 3: Eradication. Enforce phishing-resistant MFA on all externally exposed applications and remote
access paths per CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for
Remote Network Access), and CIS 6.5 (Require MFA for Administrative Access). Rotate credentials for
any accounts that interacted with suspected spoofed infrastructure per NIST AC-2 (Account
Management). Disable or remove unauthorized accounts identified during hunt activity per NIST AC-2 and
CIS 5.3 (Disable Dormant Accounts).

4. Step 4: Recovery. Validate MFA enforcement across all external-facing and administrative interfaces.
Confirm DNS filtering and proxy blocklists are active and logging blocks. Verify email gateway rules are
flagging tournament-themed lures. Monitor for resumed credential stuffing or brute force activity (T1110)
against external authentication endpoints. Review account access logs for anomalous logins per NIST
AU-6 (Audit Record Review) and NIST SI-4 (Information System Monitoring).

5. Step 5: Post-Incident. Conduct a tabletop exercise simulating a FIFA-themed spearphishing
compromise against a sponsor-affiliated executive. Assess gaps in: domain monitoring coverage,
vendor/third-party access controls (NIST AC-20: Use of External Systems), and employee awareness
training for event-themed social engineering. Document findings and update the incident response
playbook with tournament-specific indicators before the June 2026 opening match.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate immediately to legal, compliance, and executive leadership if forensic evidence
confirms successful credential submission to spoofed FIFA infrastructure by accounts with
access to payment card systems, PIlI of event attendees or sponsor employees, or any
system subject to PCI-DSS, state breach notification law (US), PIPEDA (Canada), or
LFPDPPP (Mexico), as all three host nations' regulatory frameworks may trigger concurrent
notification obligations.

Recovery Notes Post-containment, maintain elevated monitoring on external authentication endpoints (VPN,
OWA, SSO portals) through the tournament's conclusion in July 2026, as the threat landscape
will remain active for the full event lifecycle — financially motivated actors will intensify activity
around high-profile match dates (opening June 11, semifinals, and final). Verify that all
sponsor and logistics vendor third-party access paths have MFA enforced and that no vendor
accounts provisioned for tournament-related work remain active after their contractual access
window closes. Confirm that DNS blocklists and email gateway rules are updated at least
weekly with newly registered tournament-themed domains using automated feeds, as
adversaries will rotate infrastructure in response to takedowns.

Forensic Artifacts DNS resolver query logs (BIND: /var/log/named/queries.log; Windows DNS debug log:
%SystemRoot%\System32\dns\dns.log) showing resolution attempts to newly registered
FIFA/WC2026-themed domains — these reveal which endpoints contacted spoofed ticketing
or credential-harvesting infrastructure before blocks were applied | Web proxy access logs
showing HTTP POST requests (credential submissions) from corporate endpoints to
non-fifa.com/non-FIFA26.com hosts with URI paths mimicking FIFA fan ID portal, ticket
purchase, or hospitality booking workflows — the POST body and destination URL are the
primary phishing success indicators for this campaign | Email gateway headers and raw .eml
files for all inbound messages containing tournament lure keywords, preserving full Received
chain, SPF/DKIM/DMARC authentication results, and embedded URL destinations —
DMARC failures on messages claiming to originate from FIFA or sponsor domains are
definitive spoofing indicators | Windows Security Event Log entries: Event ID 4624
(Successful Logon) and 4648 (Logon Using Explicit Credentials) for accounts flagged as
having interacted with spoofed domains, correlated with the source IP and logon type to
identify whether compromised credentials were used from attacker-controlled infrastructure |
Certificate Transparency logs (via crt.sh queries for *.fifa*, *.wc2026*, *.worldcup2026*)
documenting the adversary domain registration and TLS certificate issuance timeline — this
establishes infrastructure build-out chronology and supports attribution analysis and proactive
blocklist expansion

Per-Action IR Details

Step 1: Containment — Block newly registered domains containing FIFA, World Cup, WC2026, host-city
names (Boston, Dallas, Miami, etc.), or tournament sponsor branding using DNS filtering and proxy blocklists.
Prioritize externally facing email gateways and web proxies. Apply controls per NIST AC-4 (Information Flow
Enforcement) to restrict access to uncategorized or newly registered domains from corporate endpoints.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-4 (Information Flow Enforcement), CIS 4.4 (Implement and Manage a Firewall on Servers), CIS
4.5 (Implement and Manage a Firewall on End-User Devices)

Compensating: Without a commercial DNS filtering platform, deploy Pi-hole or bind9 RPZ (Response Policy Zones)
with a regex-fed blocklist. Use a cron job pulling daily newly registered domain feeds from WhoisDS or DomainTools
Community (free tier) filtered for tokens: fifa|worldcup|wc2026|boston2026|dallas2026|miami2026|[sponsor-name].
Push blocklist updates every 6 hours. For email gateways running Postfix or Exchange on-prem, add header_checks
rules rejecting messages with FIFA/WC2026 keyword patterns in Reply-To or Return-Path pointing to non-fifa.com or

Generated by TJS Security Command Center | 2026-06-04 14:09 UTC SCC-CAM-2026-0406 Page 3



SECURITY COMMAND CENTER SCC- CAM 2026- 0406
Tech Jacks Solutions TLP:CLEAR

non-FIFA26.com domains.

Evidence: Before applying DNS blocks, export the full DNS query log from your resolver (e.g.,
/var/log/named/queries.log on BIND, or Windows DNS debug log at %SystemRoot%\System32\dns\dns.log) covering
the prior 90 days. Capture proxy access logs (Squid: /var/log/squid/access.log; Zscaler/Bluecoat export) filtered for
HTTP 200/301/302 responses to domains registered after 2025-09-01 matching tournament keywords. Preserve these
logs read-only before the blocklist is active — post-block, successful connections to spoofed FIFA infrastructure will
disappear from logs.

Step 2: Detection — Query DNS logs, web proxy logs, and email gateway alerts for requests to domains
registered within the last 90 days matching tournament keyword patterns. Hunt for T1566/T1598 indicators:
email headers with FIFA or ticketing lures, links to non-official FIFA TLDs (official: fifa.com, FIFA26.com), and
credential submission events to unrecognized hosts. Enable logging per NIST AU-2 (Event Logging) and AU-6
(Audit Record Review) across email, endpoint, and network layers. Apply CIS 8.2 (Collect Audit Logs) to
ensure log coverage is active across all enterprise assets before the tournament window opens.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, And Reporting), CIS 8.2 (Collect
Audit Logs)

Compensating: Deploy Sysmon (config: SwiftOnSecurity baseline + add ProcessCreate rules for browser child
processes spawning credential-harvesting binaries) to capture endpoint DNS resolution events (Event ID 22) and
network connections (Event ID 3) to newly registered hosts. Parse Sysmon XML logs with Get-WinEvent PowerShell:
Get-WinEvent -LogName 'Microsoft-Windows-Sysmon/Operational' | Where-Object {$_.Id -eq 22 -and $_.Message
-match 'fifajwc2026|worldcup'}. For email, use the free EML Analyzer or emlAnalyzer CLI to batch-parse .eml exports
from your mail server queue, extracting Return-Path, X-Originating-IP, and embedded URLs for
non-fifa.com/FIFA26.com destinations. Write a Sigma rule targeting email gateway logs: condition on subject keywords
(ticket|pass|hospitality|2026|FIFA) AND sender domain NOT ENDSWITH ‘fifa.com' OR 'FIFA26.com’'.

Evidence: Capture email headers (full RFC 5322 headers including Received chain, DKIM-Signature,
Authentication-Results SPF/DKIM/DMARC pass-fail) from all inbound messages containing FIFA/WC2026/ticketing
keywords over the last 90 days before tuning gateway rules — post-tuning, blocked messages may not be fully
preserved. Export browser history and DNS cache (ipconfig /displaydns on Windows; resolvectl query --cache on
Linux) from endpoints that clicked suspicious tournament links. Preserve web proxy logs showing POST requests
(credential submissions) to non-fifa.com hosts — these are the primary indicator of successful phishing against
corporate users attending or supporting the event.

Step 3: Eradication — Enforce phishing-resistant MFA on all externally exposed applications and remote
access paths per CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for
Remote Network Access), and CIS 6.5 (Require MFA for Administrative Access). Rotate credentials for any
accounts that interacted with suspected spoofed infrastructure (D3-CRO: Credential Rotation). Disable or
remove unauthorized accounts identified during hunt activity per NIST AC-2 (Account Management) and CIS
5.3 (Disable Dormant Accounts).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST AC-2 (Account Management), CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 6.4
(Require MFA for Remote Network Access), CIS 6.5 (Require MFA for Administrative Access), CIS 5.3 (Disable
Dormant Accounts), CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts)

Compensating: For credential rotation without a PAM tool: export Active Directory last-logon data with PowerShell
(Get-ADUser -Filter * -Properties LastLogonDate | Where-Object {$_.LastLogonDate -It (Get-Date).AddDays(-45)} |
Select Name,SamAccountName,LastLogonDate) to identify dormant accounts for disabling. For accounts confirmed to
have submitted credentials to spoofed FIFA domains (identified from proxy POST logs), force immediate password
reset via Set-ADAccountPassword and disable legacy auth protocols (NTLM, Basic Auth on OWA/Exchange) using
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Set-AuthenticationPolicy. For phishing-resistant MFA on a zero-budget: deploy Duo MFA free tier (up to 10 users) or
configure FIDO2 hardware keys (YubiKey) for administrator accounts; for broader coverage, enforce certificate-based
auth via Windows Hello for Business using existing AD infrastructure at no additional cost.

Evidence: Before rotating credentials, snapshot the Active Directory Security Event Log (Windows Security Event ID
4624 — Successful Logon, ID 4625 — Failed Logon, ID 4648 — Logon Using Explicit Credentials) for all accounts
flagged as having interacted with spoofed FIFA domains during the detection phase. Capture Azure AD / Entra ID
sign-in logs (if applicable) showing authentication source IP, user agent, and MFA bypass indicators for the same
account set. These logs establish the timeline of credential compromise and are required for breach notification
scoping if Pll-adjacent sponsor or logistics data was accessed.

Step 4: Recovery — Validate MFA enforcement across all external-facing and administrative interfaces.
Confirm DNS filtering and proxy blocklists are active and logging blocks. Verify email gateway rules are
flagging tournament-themed lures. Monitor for resumed credential stuffing or brute force activity (T1110)
against external authentication endpoints. Review account access logs for anomalous logins per NIST AU-6
and D3-LAM (Local Account Monitoring).

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AC-7 (Unsuccessful Logon Attempts),
NIST AU-11 (Audit Record Retention)

Compensating: Use the free Lynis hardening tool (lynis audit system) to validate MFA configuration and
authentication policy enforcement on Linux-based external-facing servers. For Windows, run the Microsoft Security
Compliance Toolkit's Policy Analyzer against your AD GPO to confirm MFA and account lockout policies are applied to
all external interfaces. Monitor for T1110 (Credential Stuffing/Brute Force) against VPN and OWA endpoints by
scripting a log parser: parse /var/log/auth.log or Windows Security Event ID 4625 with a threshold alert (e.g., >10
failures per account per 5 minutes from a single IP) using a simple Python counter or fail2ban rule. Set fail2ban jail for
your VPN concentrator and OWA with bantime=86400 during the tournament window.

Evidence: During the recovery monitoring window (recommend minimum 30 days post-containment through the
tournament's July 2026 final), continuously collect: authentication logs from VPN concentrators and OWA/Exchange
showing source IPs and user agents for all login attempts; DNS filtering block logs confirming that previously identified
spoofed FIFA domains are being blocked and not generating successful resolutions; and email gateway quarantine
logs confirming ongoing detection of FIFA/WC2026-themed lures. Any authentication success from IPs previously
associated with credential stuffing attempts against tournament-related accounts is an immediate re-escalation trigger.

Step 5: Post-Incident — Conduct a tabletop exercise simulating a FIFA-themed spearphishing compromise
against a sponsor-affiliated executive. Assess gaps in: domain monitoring coverage, vendor/third-party
access controls (NIST AC-20: Use of External Systems), and employee awareness training for event-themed
social engineering. Document findings and update the incident response playbook with tournament-specific
indicators before the June 2026 opening match.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST AC-20 (Use Of External Systems), NIST AU-6 (Audit Record Review, Analysis, And Reporting), CIS
7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation
Process)

Compensating: Tabletop exercises require no budget — use the CISA Tabletop Exercise Packages (CTEPS) as a
free template base and inject FIFA-specific scenario injects: a spoofed email from 'tickets@FIFA26-hospitality[.Jcom' to
the CFO requesting wire transfer for executive hospitality package, a credential phishing page mimicking the official
FIFA26.com fan ID portal, and a fake logistics vendor portal targeting the supply chain team. For third-party access gap
assessment without a GRC platform, build a manual vendor access register in a spreadsheet cross-referencing NIST
AC-20 criteria: document each vendor's access path, authentication method, and whether MFA is enforced. For
ongoing domain monitoring post-tabletop, configure free alerts via SecurityTrails free tier or Cert.sh certificate
transparency log monitoring for newly issued TLS certificates containing FIFA/WC2026/host-city keyword patterns.
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Evidence: The primary evidence artifacts for post-incident review are: the full timeline of DNS block events and email
gateway quarantine records from the tournament window; the account access anomaly log compiled during recovery
monitoring; and any threat intelligence reports from CISA, MS-ISAC, or the FIFA cybersecurity team shared during the
tournament period. Document which spoofed domain patterns evaded initial blocklists (these are the detection gaps to
close before the 2026 final). If any vendor or third-party account was implicated in anomalous access, preserve their
access logs under legal hold pending the post-incident vendor access review.

I Detection Guidance

Primary detection targets are spoofed domain infrastructure and phishing lure delivery. DNS query logs: alert on
resolutions to domains registered within 90 days containing keywords FIFA, WC2026, WorldCup2026, host-city
names (e.g., LosAngeles, Dallas, Atlanta, Boston, Miami, Seattle, SanFrancisco, KansasCity, Philadelphia,
NewYork, Houston, Vancouver, Toronto, Guadalajara, Monterrey, MexicoCity), and major tournament sponsor
names. Email gateway: flag messages with FIFA or ticketing-themed subject lines, mismatched reply-to
domains, and embedded URLs pointing to non-official domains. Official FIFA domains are fifa.com and
FIFA26.com; any variant should be treated as suspect. Web proxy: alert on POST requests to newly registered
domains from endpoints immediately following tournament-lure email delivery. Endpoint: hunt for T1539 (cookie
theft) indicators, browser credential store access by unexpected processes, and T1189 (drive-by) indicators
such as script execution following navigation to flagged domains. SIEM correlation rule: link inbound phishing
email delivery events to same-user DNS resolution of the embedded domain within 10 minutes. Payment
systems: monitor for unusual cross-border transaction volumes, card-not-present anomalies, and transaction
spikes tied to FIFA-affiliated merchant category codes during the tournament window (June-July 2026). Apply
NIST SI-7 (Software, Firmware, and Information Integrity) to authentication configuration files on ticketing and
payment-adjacent systems for unauthorized modification.

I Indicators of Compromise

Type Value Context Confidence
DOMAI fifa26-tickets[.]com Spoofed FIFA ticketing domain pattern
N (pattern) confirmed by Recorded Future; treat any

non-fifa.com or non-FIFA26.com domain
with FIFA or WC2026 branding as
suspect

DOMAI wor | dcup2026[.]* (pattern) Newly registered domains matching

N World Cup 2026 keyword patterns used
in phishing and payment fraud
infrastructure
URL Fraudul ent ticketing and Recorded Future confirmed active LOW
hospitality portal URLs payment fraud infrastructure; specific
(unspeci fi ed) URLSs not publicly released in

open-source reporting as of
configuration date

DOMAI Host-city thened donami ns Domain impersonation pattern targeting
N (pattern: [citynane] 2026, host cities; block via DNS filtering using
[citynanme] worl dcup, etc.) keyword lists for all 16 host city names
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I Framework Mappings

MITRE-ATTACK

T1110 — Brute Force

T1090 — Proxy

T1566 — Phishing

T1078 — Valid Accounts

T1585 — Establish Accounts
T1114 — Email Collection
T1584.001 — Domains

T1598 — Phishing for Information
T1204.001 — Malicious Link

T1539 — Steal Web Session Cookie
T1583.001 — Domains

T1189 — Drive-by Compromise
T1566.002 — Spearphishing Link
T1071 — Application Layer Protocol
T1657 — Financial Theft

NIST-800-53R5

AC-7 — Unsuccessful Logon Attempts

IA-2 — Identification and Authentication (Organizational Users)
IA-5 — Authenticator Management

AT-2 — Literacy Training and Awareness

CA-7 — Continuous Monitoring

SC-7 — Boundary Protection

SI-3 — Malicious Code Protection

Sl-4 — System Monitoring

SI-8 — Spam Protection

AC-2 — Account Management

AC-6 — Least Privilege

IA-8 — Identification and Authentication (Non-Organizational Users)
SC-23 — Session Authenticity

SI-10 — Information Input Validation

CP-9 — System Backup

IR-4 — Incident Handling

SR-2 — Supply Chain Risk Management Plan

OWASP-TOP10-2021
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* AQ07:2021 — Identification and Authentication Failures
* A01:2021 — Broken Access Control
CIS-Vv8
* 6.3 — Require MFA for Externally-Exposed Applications
* 6.4 — Require MFA for Remote Network Access
e 6.5 — Require MFA for Administrative Access
e 16.10 — Apply Secure Design Principles in Application Architectures
e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

e 15.1 — Establish and Maintain an Inventory of Service Providers
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

¢ CC9.2 — Manages risks associated with vendors and business partners
HIPAA-SECURITY

e 164.312(d) — Person or Entity Authentication
e 164.308(a)(7)(ii)(A) — Data Backup Plan
e 164.308(a)(5)(i) — Security Awareness and Training

NIST-CSF-2

* RS.MI-01 — Incidents are contained

e GV.SC-01 — Cybersecurity supply chain risk management program

* DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria
ISO-27001-2022

e A.5.29 — Information security during disruption

e A.5.34 — Privacy and protection of personal information

¢ A.5.21 — Managing information security in the ICT supply chain

I MITRE ATT&CK Mapping

Technique ID Technigue Name Tactic

T1110 Brute Force Credential-Access
T1090 Proxy Command-And-Control
T1566 Phishing Initial-Access

T1078 Valid Accounts Defense-Evasion
T1585 Establish Accounts Resource-Development
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Technique ID Technique Name Tactic

T1114 Email Collection Collection

T1584. 001 Domains Resource-Development

T1598 Phishing for Information Reconnaissance

T1204. 001 Malicious Link Execution

T1539 Steal Web Session Cookie Credential-Access

T1583. 001 Domains Resource-Development

T1189 Drive-by Compromise Initial-Access

T1566. 002 Spearphishing Link Initial-Access

T1071 Application Layer Protocol Command-And-Control

T1657 Financial Theft Impact
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DISCLAIMER
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