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Kimwolf Botnet Operator 'Dort' (Jacob Butler)
Arrested in U.S./Canada Joint Operation

THREAT ACTOR | | CVSS 7.5

SCC Item ID SCC-TAC-2026-0019

Type Threat Actor

Severity HIGH

CVSS Base Score 7.5

Affected Products loT devices (broadly); approximately 2 million compromised endpoints forming Kimwolf DDoS

botnet infrastructure
Published 2026-05-22

Discovery Source Gemini

I Executive Summary

U.S. and Canadian authorities arrested Jacob Butler, alias 'Dort,' for allegedly operating the Kimwolf
botnet, a DDoS-for-hire infrastructure that compromised approximately two million 10T devices and
conducted over 25,000 attacks, including record-setting volumetric assaults. Organizations running
unmanaged or consumer-grade |oT devices face residual risk from surviving botnet nodes and copycat
operators. The law enforcement disruption reduces near-term attack capacity but does not eliminate the
underlying loT exploitation infrastructure that enabled this threat.

I Technical Analysis

Kimwolf is an loT-targeting botnet linked to the Aisuru botnet family, propagating primarily by exploiting weak or
default credentials (CWE-798), missing authentication on critical functions (CWE-306), and insecure default
configurations (CWE-1188) across consumer and industrial loT devices. At peak, the botnet comprised roughly
two million compromised endpoints used to launch volumetric and application-layer DDoS attacks (MITRE
T1498, Network Denial of Service, T1499, Endpoint Denial of Service). Command-and-control communications
used standard application-layer protocols (T1071.001, Web Protocols). Infrastructure was built through botnet
acquisition (T1584.005) and establishment of new botnet nodes (T1583.005). No specific CVE is attached to
this item; exploitation relied on systemic loT hygiene failures rather than a single patchable vulnerability. The
DOJ press release (justice.gov, T1 source) confirms the arrest and disruption. Specific technical IOC details are
pending primary source verification, the source quality score is 0.712 and core facts are rated medium-high
confidence.
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I Action Checklist

1. Step 1: Containment, Audit all internet-exposed 0T devices (cameras, routers, NAS, industrial sensors)
immediately. Block outbound traffic from IoT segments to known DDoS C2 port ranges and unexpected
external IPs. Apply CIS 4.4 and CIS 4.5 to enforce host-based firewall rules on loT segments; isolate any
device that cannot be managed or patched.

2. Step 2: Detection, Query firewall and NetFlow logs for 0T device IPs generating anomalous outbound
UDP or TCP flood traffic. Look for devices initiating connections to large numbers of external IPs on ports
80, 443, or high-number UDP ports. Monitor for devices communicating outside their expected geographic
or functional baseline. Apply NIST AU-6 (Audit Record Review) to flag volumetric outbound spikes from
0T subnets. CIS 8.2 requires audit log collection to be enabled across all enterprise assets including loT
where supported.

3. Step 3: Eradication, Change all default credentials on I0oT devices immediately (CWE-798 remediation);
apply D3-CRO (Credential Rotation) and D3-CH (Credential Hardening). Disable remote management
interfaces not required for operation. Apply CIS 4.7 to manage and disable default accounts. For devices
that cannot be reconfigured, initiate replacement under CIS 2.2 (Ensure Authorized Software is Currently
Supported). Factory reset any device confirmed or suspected to be compromised.

4. Step 4: Recovery, After reconfiguration, validate that 10T devices are no longer generating anomalous
outbound traffic. Confirm management interfaces are accessible only from internal, authenticated
sessions. Apply D3-LAM (Local Account Monitoring) to detect re-compromise attempts. Review NIST IR-5
(Incident Monitoring) requirements to ensure all loT-related incident activity is tracked and documented
through resolution.

5. Step 5: Post-Incident, Conduct a gap assessment against CIS 1.1 (Enterprise Asset Inventory) to verify
all IoT devices are inventoried and attributed to an owner. Implement network segmentation to isolate 0T
devices from critical business systems. Establish a recurring review process under NIST IR-4 (Incident
Handling) that includes loT device classes. Document lessons learned per NIST IR-8 (Incident Response
Plan) and update playbooks to include 10T botnet compromise scenarios.

I IR/ Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to senior IR leadership and legal counsel immediately if any 10T device is confirmed
to have participated in outbound DDoS attacks against external third parties (potential
Computer Fraud and Abuse Act / Canadian Criminal Code liability), if forensic evidence links
your infrastructure to any of Kimwolf's documented 25,000+ attacks, or if law enforcement
contacts the organization in connection with the Butler/Dort prosecution.

Recovery Notes After reconfiguration, monitor the loT VLAN for a minimum of 14 days using NetFlow or
firewall log analysis before declaring full recovery — Kimwolf-lineage bots have been
observed re-infecting devices via scanning from surviving botnet nodes that were not
disrupted by the law enforcement action. Validate that all factory-reset devices received
updated firmware (not a re-flash of the same vulnerable version) and that no device is
reachable on Telnet port 23 or UPnP from the internet by running an external scan via
Shodan CLI or nmap from an external IP. Retain a watch on CISA and FBI advisories for the
60 days following the Butler arrest for indicators that a successor operator has assumed
control of surviving Kimwolf nodes or cloned its infrastructure.

Generated by TJS Security Command Center | 2026-05-24 06:20 UTC SCC-TAC-2026-0019 Page 2



SECURITY COMMAND CENTER SCC- TAG- 2026- 0019
Tech Jacks Solutions TLP:CLEAR

Forensic Artifacts Perimeter firewall and NetFlow logs (30-day retention minimum): filter on loT subnet source
IPs for outbound volumetric UDP or TCP SYN traffic to large numbers of distinct destination
IPs — the signature pattern of Kimwolf DDoS bot participation, specifically fan-out to
hundreds of targets within 60-second windows | ELF binaries in /tmp, /var/tmp, or /dev/shm on
Linux-based IoT devices (routers, NAS, cameras): Kimwolf-lineage malware (Mirai-derived)
drops unnamed or encoded ELF executables in world-writable directories; capture with 'find /
-name *.elf' -0 -perm /111 -newer /etc/passwd 2>/dev/null’ before factory reset | Crontab and
init/rc startup scripts on compromised loT devices: botnet persistence mechanisms typically
inject entries into /etc/crontab, /etc/rc.local, or /etc/init.d/ to survive reboots; export these
before wiping as evidence of the Kimwolf bot's persistence technique on your specific device
models | DHCP server lease history correlated with ARP table exports: maps the timeframe
each 10T device MAC address was active and its assigned IP during the suspected
compromise window, enabling reconstruction of which specific devices participated in Kimwolf
C2 callbacks and for how long | DNS resolver query logs for 10T device source IPs: Kimwolf
C2 infrastructure used domain-based callbacks; resolver logs showing IoT device IPs
querying high-entropy or newly-registered domains (check registration date via whois) provide
direct evidence of C2 communication and may match domains attributed to the Dort/Butler
operation in court filings or CISA advisories

Per-Action IR Details

Step 1: Containment — Audit all internet-exposed I0T devices (cameras, routers, NAS, industrial sensors)
immediately. Block outbound traffic from loT segments to known DDoS C2 port ranges and unexpected
external IPs. Apply CIS 4.4 and CIS 4.5 to enforce host-based firewall rules on IoT segments; isolate any
device that cannot be managed or patched.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 4.4 (Implement and Manage a
Firewall on Servers), CIS 4.5 (Implement and Manage a Firewall on End-User Devices), CIS 1.1 (Establish and
Maintain Detailed Enterprise Asset Inventory)

Compensating: Use nmap from a management host to enumerate live 10T devices on each subnet: 'nmap -sn
192.168.x.0/24 --open -oN iot_sweep.txt'. Immediately apply egress ACLs on the perimeter firewall or managed switch
blocking outbound UDP floods (block destination ports 80, 443, and UDP >1024 from IoT VLAN to non-whitelisted
external IPs). For devices with no firmware management interface, physically isolate them by moving the port to a
guarantine VLAN. Use Wireshark or tcpdump on the 10T gateway: ‘tcpdump -i ethO -nn src net 192.168.x.0/24 and (udp
or tcp) -w iot_capture.pcap' to capture baseline before ACL enforcement.

Evidence: Before blocking, capture full NetFlow or a 15-minute pcap from the loT segment gateway to document the
C2 callback pattern — Kimwolf-compromised devices characteristically generate high-volume outbound UDP or TCP
SYN floods to rotating external IPs. Record the source MAC and IP of each chatty device, the destination IP ranges
contacted, and the volume/packets-per-second baseline. Export firewall deny logs showing which |oT device IPs
attempted connections to external ranges in the 72 hours prior to detection. Preserve the router or switch ARP table
('show arp' or 'arp -a') to correlate IPs to physical MACs before any network changes.

Step 2: Detection — Query firewall and NetFlow logs for 0T device IPs generating anomalous outbound UDP
or TCP flood traffic. Look for devices initiating connections to large numbers of external IPs on ports 80, 443,
or high-number UDP ports. Monitor for devices communicating outside their expected geographic or
functional baseline. Apply NIST AU-6 (Audit Record Review) to flag volumetric outbound spikes from IoT
subnets. CIS 8.2 requires audit log collection to be enabled across all enterprise assets including lIoT where
supported.

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-12 (Audit Record Generation), NIST
SI-4 (System Monitoring), CIS 8.2 (Collect Audit Logs), CIS 13.2 (Deploy a Host-Based Intrusion Detection Solution)

Compensating: If no SIEM is available, use ntopng (free community edition) or flow-tools to parse NetFlow exports
from your router and sort by bytes/packets per source IP — any IoT device in the top talkers list that is not a known
video streaming device is a candidate. Alternatively, run this on a Linux log aggregator: 'grep -E "(SRC=192\.168\.x\.)"
Ivar/log/firewall.log | awk {print $NF}' | sort | uniq -c | sort -rn | head -20' to find 10T IPs with the highest deny/allow
event counts. For devices supporting SSH (some NAS, routers), log in and check 'netstat -anup' or 'ss -anup' for
established connections to unexpected external IPs. Cross-reference suspicious external IPs against free threat intel:
guery Shodan for the destination IP and check AbuselPDB at https://www.abuseipdb.com (verify this URL before use).
Evidence: Pull firewall logs filtered to 10T subnet source IPs for the prior 30 days — Kimwolf botnet nodes are known
for sustained volumetric outbound traffic, so look for any single 1oT device IP that generated more than 10,000
outbound connections or transferred more than 1 GB outbound in a 24-hour window. Capture NetFlow records
showing fan-out patterns: a single loT device IP connecting to hundreds of distinct destination IPs in under 60 seconds
is a strong botnet indicator. Review DHCP lease logs to confirm the MAC address of the offending device maps to a
known IoT hardware OUI (use IEEE OUI lookup). Check DNS query logs (from your resolver) for 10T device IPs
guerying domains with high entropy names or domains newly registered within the past 90 days, which are consistent
with Kimwolf C2 domain generation or fast-flux infrastructure.

Step 3: Eradication — Change all default credentials on I0T devices immediately (CWE-798 remediation);
apply D3-CRO (Credential Rotation) and D3-CH (Credential Hardening). Disable remote management
interfaces not required for operation. Apply CIS 4.7 to manage and disable default accounts. For devices that
cannot be reconfigured, initiate replacement under CIS 2.2 (Ensure Authorized Software is Currently
Supported). Factory reset any device confirmed or suspected to be compromised.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IA-5 (Authenticator Management), NIST CM-6 (Configuration Settings), NIST SI-2 (Flaw Remediation),
CIS 4.7 (Manage Default Accounts on Enterprise Assets and Software), CIS 2.2 (Ensure Authorized Software is
Currently Supported), CIS 5.2 (Use Unique Passwords)

Compensating: Build a credential audit spreadsheet from your 10T asset inventory (CIS 1.1) listing device
make/model, default credential pair (look up each on routerpasswords.com or the vendor's default credential
documentation), and current management URL. For each device, log into the admin interface and confirm the
password has been changed from factory default — Kimwolf and similar botnets (Mirai lineage) exploit unchanged
default credentials as the primary initial access vector. Disable Telnet (port 23), UPnP, and remote SSH where not
operationally required using each device's admin console. For routers, run 'nmap -p 23,80,443,8080,8443,22 '
post-hardening to confirm attack surface reduction. Devices running end-of-life firmware with no patch available must
be flagged for immediate procurement replacement.

Evidence: Before factory reset, preserve the device's current running configuration if accessible (e.g., router config
export, NAS syslog). For devices that support SSH or Telnet, capture 'ps aux' or equivalent process list output to
document any unknown processes injected by Kimwolf malware (Mirai-lineage bots often run as unnamed or
base64-named processes). Check /var/tmp, /tmp, or /dev/shm on Linux-based IoT devices for dropped binaries —
Kimwolf-style bots commonly stage ELF binaries in world-writable directories. Capture the crontab (‘crontab -I' and
'letc/cron*') and /etc/rc.local or equivalent startup scripts for persistence mechanisms before wiping. Document the
firmware version on each compromised device to support vendor notification and post-incident root cause analysis.

Step 4: Recovery — After reconfiguration, validate that loT devices are no longer generating anomalous
outbound traffic. Confirm management interfaces are accessible only from internal, authenticated sessions.
Apply D3-LAM (Local Account Monitoring) to detect re-compromise attempts. Review NIST IR-5 (Incident
Monitoring) requirements to ensure all loT-related incident activity is tracked and documented through
resolution.

NIST Phase: Recovery
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Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-5 (Incident Monitoring), NIST CP-10 (System Recovery and Reconstitution), NIST AU-6 (Audit
Record Review, Analysis, and Reporting), NIST 1A-2 (Identification and Authentication), CIS 6.2 (Establish an Access
Revoking Process)

Compensating: After returning each 0T device to service, run a 24-hour tcpdump or ntopng session on the [oT VLAN
gateway to confirm traffic volumes have returned to baseline — any device still generating volumetric outbound traffic
after factory reset and recredentialing indicates either re-infection or persistent firmware-level compromise requiring
physical replacement. Use a simple bash script run hourly via cron on a Linux management host to alert on outbound
connection count: 'netstat -an | grep ESTABLISHED | awk {print $5}' | cut -d: -f1 | sort | uniq -c | sort -rn | head -10 >
/var/log/iot_conn_check.txt'. Verify management interface access by attempting to reach the admin page from an
external IP — it must be unreachable. Log all recovery actions with timestamps in the incident ticket per NIST IR-5.

Evidence: Collect a post-remediation NetFlow or firewall log snapshot (minimum 24 hours) to establish the new clean
baseline for each recovered IoT device — this is the comparison artifact for any future re-compromise detection. Verify
and retain the firmware version and checksum of the current running firmware against the vendor's published hash to
confirm no persistent firmware-level backdoor (a capability associated with sophisticated botnet operators). Document
the date/time each device was returned to service and by which administrator to support chain-of-custody requirements
under NIST AU-10 (Non-Repudiation). Retain the quarantine-period pcap files for a minimum of 90 days in case law
enforcement (FBI, RCMP, given the U.S./Canada joint operation context) requests network evidence related to
Butler/Dort's Kimwolf infrastructure.

Step 5: Post-Incident — Conduct a gap assessment against CIS 1.1 (Enterprise Asset Inventory) to verify all
IoT devices are inventoried and attributed to an owner. Implement network segmentation to isolate 10T
devices from critical business systems. Establish a recurring review process under NIST IR-4 (Incident
Handling) that includes IoT device classes. Document lessons learned per NIST IR-8 (Incident Response Plan)
and update playbooks to include IoT botnet compromise scenarios.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), CIS 1.1
(Establish and Maintain Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability
Management Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Run an authenticated nmap scan of all subnets to discover |oT devices not currently in the asset
inventory: 'nmap -O -sV --osscan-guess 10.0.0.0/8 -oX full_scan.xml' and import results into a spreadsheet tagged by
OUl/vendor. For segmentation without enterprise SDN, create a dedicated IoT VLAN on a managed switch (e.g., Cisco
SG series, Ubiquiti UniFi — both support VLAN tagging at no additional license cost) with an inter-VLAN firewall rule
blocking loT-to-corporate traffic. Publish a Sigma rule to your log aggregator targeting the Kimwolf traffic pattern (high
fan-out UDP from loT source IPs) so the detection persists after the incident closes — Sigma rules are free and
community-maintained at github.com/SigmaHQ/sigma. Schedule a quarterly IoT credential review as a calendar event
assigned to a named owner to prevent credential drift.

Evidence: Compile the full incident timeline from firewall deny logs, DHCP lease history, and pcap files into a single
chronological record documenting when each I0T device first exhibited botnet behavior — this is the primary artifact for
the NIST 800-61r3 84 lessons-learned session and for any future law enforcement cooperation requests related to the
Kimwolf investigation. Retain all raw evidence (pcaps, firewall logs, device configs pre-reset) for a minimum of one year
given the criminal prosecution of Jacob Butler/Dort is ongoing and evidence may be subpoenaed. Document the total
number of affected 10T devices, the duration of compromise, and whether any device was used to participate in attacks
against third parties — the latter may trigger breach notification obligations depending on jurisdiction and sector.

I Detection Guidance

Focus detection on anomalous outbound behavior from 10T device segments. Key indicators: (1) A single 10T
device IP generating sustained high-volume outbound UDP or TCP traffic, particularly to many distinct external
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destinations, is a strong behavioral indicator of DDoS participation. (2) NetFlow or firewall logs showing 0T
devices initiating connections on ports not associated with their function (e.g., a security camera initiating HTTP
POSTSs to external IPs). (3) DNS queries from IoT devices resolving to domains outside expected vendor update
or telemetry ranges. (4) NIST AU-12 (Audit Record Generation) should be configured to capture source and
destination IPs, ports, byte counts, and session duration for IoT network segments. (5) Behavioral baselines for
0T subnets should be established so threshold alerts fire when outbound session counts or data volumes spike.
Note: Specific Kimwolf I0C lists (IP ranges, C2 domains, payload hashes) are not confirmed in the current
sourced data, check the DOJ press release (justice.gov/usao-ak/pr/...) and Cloudflare's Aisuru-Kimwolf glossary
page for any published indicators. Treat any published I0Cs as time-limited; botnet infrastructure may be rapidly
repurposed or abandoned following an arrest.

I Indicators of Compromise

Type Value Context Confidence

DOMAI See DQJ press rel ease (jus Specific Kimwolf C2 domains and IPs LOW

N tice. gov/ usao- ak/ pr/aut hor are not confirmed in currently sourced
ities-disrupt-worlds-large data — primary source verification

st-i ot -ddos-bot nets-respon
si bl e-record-breaking-atta
cks) for any published C2
infrastructure indicators

required before operationalizing as IOCs

HASH Not available in current Payload or implant hashes for LOW
sourced data Kimwolf/Aisuru malware family not
confirmed in sourced reporting — check
Cloudflare and Barracuda sources for
technical IOC publication

I Framework Mappings

MITRE-ATTACK

e T1498 — Network Denial of Service
e T1499 — Endpoint Denial of Service
e T1071.001 — Web Protocols

e T1584.005 — Botnet

e T1583.005 — Botnet

NIST-800-53R5

e SC-5 — Denial-of-Service Protection
¢ |A-2 — Identification and Authentication (Organizational Users)

e |A-5 — Authenticator Management
OWASP-TOP10-2021
e A07:2021 — Identification and Authentication Failures

CIS-Vv8
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¢ 6.3 — Require MFA for Externally-Exposed Applications

e 16.10 — Apply Secure Design Principles in Application Architectures

ISO-27001-2022

e A.8.28 — Secure coding

¢ A.5.23 — Information security for use of cloud services

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1584. 005 Botnet

T1583. 005 Botnet

T1498 Network Denial of Service Impact

T1499 Endpoint Denial of Service Impact

T1071. 001 Web Protocols Command-And-Control

Resource-Development

Resource-Development

I Sources

Source

Feds Disrupt loT
Botnets Behind Huge
DDoS Attacks

What is the
Aisuru-Kimwolf botnet?
- Cloudflare

Malware Brief: New
wave of botnets driving
DDoS chaos

Kimwolf 1oT Botnet
Spreads to 2M Devices,
Threatens
Organizations

Authorities disrupt
world's largest IoT
DDoS botnets
responsible for ...

URL

https://krebsonsecurity.com/2026/03/feds-disrupt-iot-botnets-behind...

https://www.cloudflare.com/learning/ddos/glossary/aisuru-kimwolf-bo...

https://blog.barracuda.com/2026/01/29/malware-brief-new-wave-botnet...

https://www.linkedin.com/posts/bkrebs_kimwolf-botnet-lurking-in-cor...

https://www.justice.gov/usao-ak/pr/authorities-disrupt-worlds-large...

Tier

T3

T3

T3

DISCLAIMER
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This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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