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I Executive Summary

Canadian national Jacob Butler, operating under the alias 'Dort," has been arrested for running the Kimwolf
botnet, an AISURU variant that issued over 25,000 attack commands and generated DDoS peaks of 31.4
Thps. Concurrent law enforcement action seized 45 DDoS-for-hire platforms, significantly reducing
available attack infrastructure. Organizations running internet-exposed services and those relying on IoT
devices with weak authentication remain at elevated risk of botnet recruitment and DDoS targeting.

I Technical Analysis

Kimwolf is a variant of the AISURU botnet family. Operator Jacob Butler (alias 'Dort") allegedly directed over
25,000 DDoS attack commands, with peak volumetric output reaching 31.4 Tbps. Primary botnet nodes were
consumer-grade 10T devices, specifically digital photo frames and web cameras, compromised via three
weakness classes: CWE-306 (missing authentication for critical functions), CWE-284 (improper access control),
and CWE-400 (uncontrolled resource consumption). MITRE ATT&CK techniques observed include T1595.002
(Active Scanning: Vulnerability Scanning), T1583.005 and T1584.005 (Botnet acquisition/compromise), T1498
and T1498.001 (Network Denial of Service: Direct/Reflected), T1499 (Endpoint Denial of Service), T1071 and
T1071.001 (Application Layer Protocol: Web Protocols for C2), and T1219 (Remote Access Software).
DoD-affiliated networks were considered within the threat landscape; Department of Defense 10T policy
recommendations are relevant for federal sector defense. C2 infrastructure was disrupted approximately two
months prior to arrest; public attribution by journalist Brian Krebs in February 2026 preceded the arrest. The 45
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concurrent platform seizures suggest coordinated multi-agency action targeting the broader DDoS-for-hire
ecosystem. No patch is applicable; the risk vector is 10T device hardening and network-layer DDoS resilience.

I Action Checklist

1. Step 1: Containment, Audit all loT devices (cameras, digital photo frames, smart displays) connected to
corporate or OT networks. Isolate any device running default credentials or without firmware
authentication enforcement. Place 10T assets on a dedicated VLAN with outbound rate limiting. Reference
CIS 1.1: Establish and Maintain Detailed Enterprise Asset Inventory.

2. Step 2: Detection, Query firewall and NetFlow logs for outbound traffic spikes from loT device IP
ranges, particularly high-volume UDP/TCP flood patterns. Look for C2 beacon behavior: repeated
short-interval outbound connections from IoT endpoints to non-inventory IPs. Monitor for devices issuing
abnormal volumes of SYN, UDP, or HTTP requests (T1071.001, T1498). Enable NIST AU-2 event logging
on network boundary devices to capture anomalous traffic patterns.

3. Step 3: Eradication, Apply firmware updates to all IoT devices where available. Disable remote
management interfaces not actively required (CWE-306 remediation). Replace or retire devices that
cannot be updated or do not support authentication enforcement. Enforce unique, complex credentials per
device per CIS 5.2. Apply D3-CH (Credential Hardening) and D3-CRO (Credential Rotation) to all loT
management interfaces.

4. Step 4: Recovery, Validate that all 10T devices in inventory are running current firmware and have
non-default credentials. Confirm VLAN segmentation isolates 10T traffic from critical systems. Test DDoS
mitigation controls, upstream scrubbing, rate limiting, and ISP-level blackholing agreements to verify they
handle volumetric attack scenarios. Monitor outbound IoT traffic for 30 days post-remediation per NIST
Sl-4 (System Monitoring) and IR-4 (Incident Handling).

5. Step 5: Post-Incident, This incident exposes two persistent control gaps: (1) absence of 10T asset
visibility per CIS 1.1 and CIS 2.1 (Software Inventory), and (2) insufficient DDoS resilience planning.
Document 10T device lifecycle policy requiring authentication capability as a procurement requirement.
Update the contingency plan (NIST CP-2) to include DDoS scenarios. Review DDoS-for-hire service
availability as a standing threat in the annual risk assessment.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to senior leadership, legal counsel, and potentially FBI IC3 or CISA if
NetFlow or firewall evidence confirms any organization-owned loT device was an active
Kimwolf botnet node that participated in DDoS attacks against external targets — including
DoDIN infrastructure — as this creates potential legal liability and mandatory incident
reporting obligations under federal contractor or critical infrastructure sector requirements.
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Recovery Notes Verify re-infection has not occurred by running a second full 10T subnet scan with "nmap" at
day 7 and day 30 post-remediation, comparing firmware versions and open management
ports against the remediated baseline. Given that law enforcement seized 45 DDoS-for-hire
platforms but did not eliminate the broader AISURU botnet ecosystem, surviving threat actors
may attempt to re-recruit your loT devices using updated malware variants — maintain
elevated outbound traffic monitoring thresholds on the 10T VLAN for a minimum of 90 days.
Confirm your ISP-level DDoS blackholing agreement is documented and executable within 15
minutes, as Kimwolf-scale attacks (31.4 Thps peak) can saturate upstream links before
on-premise mitigations engage.

Forensic Artifacts 10T device firmware memory dumps (‘dd” images of “/dev/mtdblock*") from suspect cameras
and digital photo frames — AISURU variant malware drops executables in “/tmp/" or “/var/" on
BusyBox Linux-based firmware and modifies “/etc/init.d/" for persistence; these directories are
cleared on reboot, making pre-reboot acquisition critical | NetFlow session records (source IP,
destination IP, destination port, byte count, packet count, start/end time) for all loT VLAN
egress over the 72 hours preceding containment — Kimwolf botnet issued 25,000+ attack
commands, and UDP/TCP flood sessions from recruited devices will appear as
high-packet-rate, short-duration flows to rotating external IPs | Firewall and edge router syslog
entries capturing outbound connection attempts from IoT device IPs to non-inventory external
hosts on ports 23 (Telnet), 2323 (alternative Telnet), and high-ephemeral UDP ports —
AISURU variants propagate by scanning for Telnet-exposed loT devices using default
credentials identical to those that allowed initial Kimwolf recruitment | DNS resolver query logs
filtered to I0T subnet source IPs showing domain resolution history — Kimwolf C2
infrastructure uses fast-flux DNS; repeated NXDOMAIN responses or queries to newly
registered domains (registration date within 30 days of the incident) from loT device IPs
indicate active C2 channel establishment or DDoS target resolution | Running process list and
active network socket table (*/proc/net/tcp’, “/proc/net/udp’) captured live from the device shell
before eradication — AISURU botnet processes on compromised devices maintain persistent
TCP connections to C2 servers and open raw sockets for flood generation; these entries
directly map to the Kimwolf operator's attack command infrastructure and may support law
enforcement referral

Per-Action IR Details

Step 1: Containment — Audit all 10T devices (cameras, digital photo frames, smart displays) connected to
corporate or OT networks. Isolate any device running default credentials or without firmware authentication
enforcement. Place loT assets on a dedicated VLAN with outbound rate limiting. Reference CIS 1.1: Establish
and Maintain Detailed Enterprise Asset Inventory.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 1.1 (Establish and Maintain Detailed
Enterprise Asset Inventory), CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 4.5 (Implement and Manage
a Firewall on End-User Devices)

Compensating: Run “nmap -sV --script=banner -p 23,80,8080,8443,554 " to fingerprint exposed management
interfaces on cameras and digital photo frames without requiring SIEM. Use “arp-scan --localnet™ or “netdiscover to
enumerate all devices on the subnet. Immediately apply firewall ACLs via “iptables’ or your edge router CLI to rate-limit
outbound UDP from the 10T VLAN to 1 Mbps per host — this directly constrains Kimwolf/AISURU botnet flood capacity
before full remediation is complete.

Evidence: Before isolating any device, capture: (1) current ARP table ("arp -a" or “ip neigh show") to document
MAC-to-IP mappings for all 10T endpoints; (2) NetFlow or firewall session logs showing existing outbound connections
from each IoT device IP at time of containment — these will reveal active C2 channels to Kimwolf infrastructure; (3) a
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packet capture (‘tcpdump -i host -w iot_precapture.pcap’) of at least 60 seconds per suspect device to preserve C2
beacon timing intervals characteristic of AISURU variants; (4) device management interface screenshots or HTTP
responses from port 80/8080 confirming default credential exposure (e.g., default admin panels on Hikvision cameras
or common digital frame firmware).

Step 2: Detection — Query firewall and NetFlow logs for outbound traffic spikes from IoT device IP ranges,
particularly high-volume UDP/TCP flood patterns. Look for C2 beacon behavior: repeated short-interval
outbound connections from lIoT endpoints to non-inventory IPs. Monitor for devices issuing abnormal
volumes of SYN, UDP, or HTTP requests (T1071.001, T1498). Enable NIST AU-2 event logging on network
boundary devices to capture anomalous traffic patterns.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST IR-5
(Incident Monitoring), NIST SI-4 (System Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, use “ntopng’ (free community edition) or “argus’/’ra’ to analyze NetFlow data for
per-host bandwidth anomalies — flag any 10T device exceeding 10 Mbps sustained outbound as a Kimwolf botnet
candidate. For C2 beacon detection, run “zeek™ (formerly Bro) with the “conn.log™ output and filter for 10T source IPs
with connection intervals under 30 seconds to external non-inventory IPs: “cat conn.log | awk '$3 ~ // {print $3, $5, $9}'
| sort | uniq -c | sort -rn". For volumetric flood detection, deploy a Sigma rule against syslog from your firewall targeting
UDP packet rates — the Kimwolf/AISURU botnet is documented generating DNS amplification and UDP floods; a
threshold of >500 UDP packets/sec from a single 0T IP is a strong indicator.

Evidence: Preserve before any blocking action: (1) firewall deny/allow logs covering the prior 72 hours for all loT
subnet egress — AISURU botnet commands were issued in bursts; gaps or spikes in the deny log timestamp
sequence indicate received C2 instructions; (2) DNS query logs from your recursive resolver filtered to 10T device
source IPs — Kimwolf uses DNS for C2 channel establishment and DDoS amplification (look for high-frequency
gueries to non-CDN, non-inventory external resolvers); (3) NetFlow records showing destination IP/port distributions —
AISURU-variant attacks targeting DoDIN infrastructure used UDP floods to specific port ranges; document destination
AS numbers for all high-volume flows to identify whether your devices were directed at government or critical
infrastructure targets; (4) SNMP interface counters from the loT VLAN switch port showing ifOutUcastPkts and
ifOutOctets spikes correlated to attack windows reported in Kimwolf activity (peaks reaching Thps-scale aggregate).

Step 3: Eradication — Apply firmware updates to all loT devices where available. Disable remote management
interfaces not actively required (CWE-306 remediation). Replace or retire devices that cannot be updated or
do not support authentication enforcement. Enforce unique, complex credentials per device per CIS 5.2.
Apply D3-CH (Credential Hardening) and D3-CRO (Credential Rotation) to all loT management interfaces.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST IA-5 (Authenticator Management), NIST CM-7 (Least Functionality),
CIS 5.2 (Use Unique Passwords), CIS 4.7 (Manage Default Accounts on Enterprise Assets and Software), CIS 7.3
(Perform Automated Operating System Patch Management)

Compensating: For devices without vendor-supported firmware update mechanisms, use “binwalk™ to inspect existing
firmware images for embedded default credential strings before deploying replacements — this confirms whether a
device is intrinsically vulnerable to AISURU-style recruitment. Automate credential rotation across camera and digital
frame management interfaces using “curl” or ‘wget’ scripting against the device's HTTP admin API (document each
device's API endpoint during the CIS 1.1 audit). For devices that must be physically replaced, use “dd" to wipe any
flash storage before disposal per CIS 3.5. Maintain a per-device credential vault in KeePassXC shared via encrypted
file to the two-person team.

Evidence: Before wiping or reflashing any device: (1) acquire a full firmware image from suspect devices using “dd
if=/dev/mtdblock0 of=/tmp/device_fw.img" (accessible via Telnet/SSH if the device was already compromised with
default creds) — AISURU malware modifies “/etc/init.d/" startup scripts or drops binaries in “/tmp/* or “/var/ on
Linux-based IoT firmware; (2) extract and preserve the running process list via “ps aux’ over the device's shell before
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eradication — Kimwolf botnet processes on AISURU-infected devices run as daemons with randomized names in
“ftmp/*; (3) capture “/proc/net/tcp” and “/proc/net/udp” from the device to document active C2 socket connections at
time of eradication; (4) photograph or screenshot the device's management Ul showing default credential state as
documentation for the post-incident report and potential law enforcement referral given the active Kimwolf prosecution.

Step 4: Recovery — Validate that all 10T devices in inventory are running current firmware and have
non-default credentials. Confirm VLAN segmentation isolates loT traffic from critical systems. Test DDoS
mitigation controls — upstream scrubbing, rate limiting, and ISP-level blackholing agreements — to verify
they handle volumetric attack scenarios. Monitor outbound 10T traffic for 30 days post-remediation per NIST
AU-6 (Audit Record Review, Analysis, and Reporting).

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST CP-10 (System Recovery and
Reconstitution), NIST SC-5 (Denial of Service Protection), NIST CM-6 (Configuration Settings), CIS 7.1 (Establish and
Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process)
Compensating: Validate VLAN segmentation with ‘nmap -sn ™ sourced from the 10T VLAN — any response confirms a
segmentation failure. For DDoS mitigation testing without a scrubbing service contract, use “hping3 --flood --udp -p 53 °
in a lab environment to validate that your edge router's rate-limiting ACL drops excess traffic at the configured
threshold. Establish a 30-day monitoring baseline using "ntopng” or “vnstat™ per IoT device IP, alerting on any host
exceeding its 7-day rolling average outbound bandwidth by more than 300% — this threshold catches re-infection by
residual AISURU botnet recruitment attempts from the remaining DDoS-for-hire infrastructure not seized in the law
enforcement action.

Evidence: During the 30-day monitoring window, preserve weekly snapshots of: (1) firewall egress logs for the 10T
VLAN showing per-IP outbound byte counts — re-infection by AISURU variants would appear as renewed outbound
flood traffic from previously remediated device IPs; (2) DNS query logs for the 10T subnet to detect re-establishment of
Kimwolf C2 channels, specifically querying for domains registered after the 2026 arrest date (newly stood-up
replacement infrastructure); (3) configuration audit exports from each IoT device's management interface confirming
firmware version and non-default credential state at 0, 15, and 30 days post-remediation; (4) ISP or upstream
scrubbing provider traffic reports confirming inbound DDoS mitigation was not triggered against your IP space, which
would indicate your network is being used as a reflector by surviving Kimwolf infrastructure.

Step 5: Post-Incident — This incident exposes two persistent control gaps: (1) absence of 10T asset visibility
per CIS 1.1 and CIS 2.1 (Software Inventory), and (2) insufficient DDoS resilience planning. Document loT
device lifecycle policy requiring authentication capability as a procurement requirement. Update the
contingency plan (NIST CP-2) to include DDoS scenarios. Review DDoS-for-hire service availability as a
standing threat in the annual risk assessment.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST CP-2 (Contingency Plan), NIST
RA-3 (Risk Assessment), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and
Maintain a Software Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
Compensating: Implement a free |oT asset discovery scan using “nmap’ with the *--script=broadcast-dhcp-discover
and “--script=snmp-info” scripts on a weekly cron job, outputting to a CSV that feeds a simple spreadsheet-based asset
inventory — this directly closes the CIS 1.1 gap exposed by Kimwolf botnet recruitment of untracked devices. For the
DDoS contingency plan update, document your ISP's BGP blackholing request process (phone number, NOC contact,
required information) and test the escalation path with a tabletop exercise framed around a 31 Thps volumetric attack
scenario modeled on the Kimwolf peak. Add MITRE ATT&CK T1498 (Network Denial of Service) and T1071.001
(Application Layer Protocol: Web Protocols) as tracked threat techniques in your annual risk register.

Evidence: Collect for the post-incident lessons-learned report: (1) the complete 10T device inventory compiled during
Step 1, annotated with which devices were found with default credentials — this quantifies the control gap for
leadership and documents the organization's pre-incident exposure to AISURU-style botnet recruitment; (2) timeline
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reconstruction from firewall and NetFlow logs showing when each 10T device first exhibited anomalous outbound
behavior relative to the known Kimwolf campaign activity period, establishing whether the organization was an active
botnet node during any of the 25,000+ documented attack commands; (3) written record of any DDoS-for-hire platform
I0Cs (IPs, domains) from law enforcement advisories cross-referenced against your firewall logs to determine whether
your infrastructure was targeted by Kimwolf-directed attacks in addition to being a potential botnet participant; (4)
procurement policy gap documentation listing all 10T device models in inventory that lack firmware update capability or
mandatory authentication enforcement, to support the updated acquisition policy requiring authentication as a baseline
procurement criterion.

I Detection Guidance

Focus detection on two vectors: botnet node recruitment and inbound DDoS targeting your infrastructure. For
recruitment detection: monitor outbound NetFlow from l0T device subnets for high-frequency, low-variance
connection patterns to external IPs, a behavioral signature of C2 heartbeats (T1071, T1071.001). Alert on loT
devices initiating more than a configurable threshold of unique outbound connections per hour. Query DHCP
and NAC logs to identify unmanaged loT devices on the network (CIS 1.1 gap indicator). For inbound DDoS
detection: configure interface-level traffic baselines on perimeter devices and alert on deviations exceeding 2x
baseline in a 60-second window. Look for SYN flood, UDP amplification, and HTTP request flood signatures
consistent with T1498.001. NIST SI-4 (System Monitoring) supports continuous monitoring requirements for
both vectors. D3-LAM (Local Account Monitoring) applies to detecting unauthorized access to IoT management
interfaces. D3-SFA (System File Analysis) applies to detecting firmware tampering on manageable 10T devices.
No confirmed public 10C list for Kimwolf C2 infrastructure has been released as of this item's source date;
subscribe to CISA alerts, vendor threat feeds (Cloudflare, Akamai), and community I0C repositories (abuse.ch,
GreyNoise) for Kimwolf/AISURU indicators as they become available.

I Indicators of Compromise

Type Value Context Confidence
DOMAI Kimwol f C2 infrastructure C2 infrastructure was disrupted LOW
N approximately two months prior to

arrest; specific domains/IPs not publicly
released as of source date. Monitor
threat intel feeds for Kimwolf/AISURU
indicators.

I Framework Mappings

MITRE-ATTACK

e T1595.002 — Vulnerability Scanning
e T1498.001 — Direct Network Flood
* T1583.005 — Botnet

e T1498 — Network Denial of Service
e T1071.001 — Web Protocols

e T1584.005 — Botnet
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e T1219 — Remote Access Tools

e T1499 — Endpoint Denial of Service

e T1071 — Application Layer Protocol

NIST-800-53R5

e SC-5 — Denial-of-Service Protection

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e Sl|-4 — System Monitoring

¢ AC-3 — Access Enforcement

¢ |A-2 — Identification and Authentication (Organizational Users)

OWASP-TOP10-2021

e A01:2021 — Broken Access Control

e A07:2021 — Identification and Authentication Failures

CIS-v8

e 6.1 — Establish an Access Granting Process

* 6.2 — Establish an Access Revoking Process

e 13.8 — Deploy a Network Intrusion Prevention Solution

* 6.3 — Require MFA for Externally-Exposed Applications

SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

HIPAA-SECURITY

e 164.312(a)(1) — Access Control

I MITRE ATT&CK Mapping

Technique ID Technique Name
T1595. 002 Vulnerability Scanning
T1498. 001 Direct Network Flood
T1583. 005 Botnet
T1498 Network Denial of Service
T1071. 001 Web Protocols
T1584. 005 Botnet
T1219 Remote Access Tools
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Command-And-Control
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Technique ID Techniqgue Name Tactic

T1499 Endpoint Denial of Service Impact

T1071 Application Layer Protocol Command-And-Control
Sources

Source URL Tier

Security News https://thehackernews.com/2026/05/kimwolf-ddos-botnet-operator-arre... T3

Holiday Tech Alert: https://www.quokka.io/blog/major-security-issues-digital-picture-fr... T3

Digital Picture Frame
Security Issues -
Quokka.io

How Digital Photo https://www.youtube.com/watch?v=hacMnC58Nbc T3
Frames Could Put Your
Network in Danger

[PDF] DoD Policy https://dodcio.defense.gov/Portals/0/Documents/Announcement/DoD%20P T1
Recommendations for

The Internet of Things

(loT)

0T Security Risks: Why https://www.inteltech.com/iot-security-risks-how-digital-photo-fram... T3
Photo Frames Could
Pose a Threat
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