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Threat Activity Enablers (TAEs): Bulletproof
Hosting Networks Outlast IOC-Level Defenses

THREAT ACTOR | | CVSS 7.5

SCC Item ID SCC-TAC-2026-0015

Type Threat Actor

Severity HIGH

CVSS Base Score 7.5

Affected Products No specific product CVE; affects organizations relying on 10C-based blocking, network

defenders monitoring ASN/IP reputation, enterprises with third-party provider exposure, and
threat intelligence consumers using Recorded Future

Published 2026-05-06T00:00:00+00:00

Discovery Source Rss:T1 Threatintel

I Executive Summary

Recorded Future's threat actor infrastructure analysis introduces Threat Activity Enablers (TAEs) -
bulletproof hosting providers that deliberately sustain ransomware, botnet, and advanced persistent threat
operations by resisting takedowns through shell companies, Autonomous System Number (ASN) control,
and rapid rebranding. Case studies document how public attribution and sanctions trigger infrastructure
pivots rather than operational shutdown. Organizations that rely solely on Indicator of Compromise
(10C)-based blocking remain exposed because adversaries continuously provision new IPs and domains
while preserving the underlying hosting relationships that enable persistent operations.

I Technical Analysis

TAEs maintain operational continuity through layered obfuscation: shell company hierarchies obscure beneficial
ownership, ASN control enables rapid IP space reassignment, and domain churn defeats point-in-time 10C
feeds. Infrastructure tradecraft spans the full resource development matrix: T1583 (Acquire Infrastructure),
T1583.003 (Virtual Private Server), T1583.004 (Server), T1584 (Compromise Infrastructure), T1584.001
(Domains), T1584.003 (Virtual Private Server), T1590 (Gather Victim Network Information), T1590.005 (IP
Addresses), T1036.005 (Match Legitimate Name or Location), T1090.003 (Multi-hop Proxy), T1105 (Ingress
Tool Transfer), and T1650 (Acquire Access). The defensive gap is structural: IOC feeds operate at the leaf node
(IP, domain), while TAEs operate at the root (ASN, hosting relationship). This analysis covers infrastructure
tradecraft and hosting relationships, not software vulnerabilities; CWE and CVE references do not apply to this
item type.
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I Action Checklist

1. Assessment: Audit current blocklist composition. Identify what percentage of blocks are point-in-time
IOCs (IPs, domains) versus ASN-level or hosting-provider-level controls. If your program has no ASN-level
blocking capability, flag this as a gap requiring immediate architectural review.

2. Detection Capability Review: Query your threat intelligence platform for ASN associations tied to known
TAE infrastructure and documented rebranding chains. Cross-reference netflow and proxy logs against
identified TAE-associated ASN ranges. Look for multi-hop proxy chains (T1090.003) and infrastructure
provisioned through residential or bulletproof hosting ASNSs.

3. Infrastructure Intelligence Upgrade: Shift threat intelligence consumption from 10C-only feeds to
infrastructure-graph analysis. Engage your Tl provider to identify ASN lineage, hosting relationships, and
rebranding chains associated with active TAEs. Implement ASN-level blocking where operationally
feasible, with change-management controls to prevent broad collateral blocking.

4. Detection Validation: Confirm that detection rules include ASN-level and infrastructure-graph indicators,
not only IP/domain IOCs. Verify that third-party risk monitoring covers hosting provider relationships, not
only direct vendor connections. Run a tabletop scenario in which a known TAE rebrand occurs and assess
whether your current controls would detect the continuity.

5. Program Assessment: Conduct a gap assessment of your threat intelligence program against
infrastructure-graph coverage. Document which threat actors in your risk register use TAE-linked
infrastructure. Evaluate whether your SOC playbooks include ASN reputation checks and hosting lineage
review during alert triage. Present findings to leadership with a recommended investment tier for upgraded
TI capabilities.

I IR/ Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to CISO and legal counsel if netflow or proxy log analysis (Step 2)
confirms active outbound connections to Stark Industries or Virtualine ASN ranges, as this
indicates a live threat actor using TAE infrastructure may have established C2 or exfiltration
channels within your environment, potentially triggering breach notification obligations under
GDPR, HIPAA, or applicable state privacy law if sensitive data transited those connections.

Recovery Notes Recovery for a TAE exposure is not a one-time event — TAEs are specifically designed to
outlast point-in-time remediation, so the Stark Industries and Virtualine rebranding pattern
documented in the Recorded Future May 2026 report means new successor ASNs may
appear within days of sanctions or attribution. Maintain a weekly cadence of RIPE NCC and
BGPView ASN ownership checks against your blocked ranges for a minimum of 90 days
post-implementation to detect infrastructure pivots that would re-open blocked channels under
new ASN numbers. Confirm with your upstream ISP or cloud provider that ASN-level null
routes are propagating correctly at the BGP layer and are not being overridden by
more-specific routes advertised by TAE successor infrastructure.
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Forensic Artifacts Proxy server CONNECT tunnel logs (Squid access.log or equivalent) filtered for long-lived
sessions or high-byte-count transfers to IPs resolving within Stark Industries ASN ranges
(AS44477 and successors) — multi-hop proxy chains per T1090.003 will manifest as
sequential CONNECT requests through intermediate TAE-hosted IPs rather than direct
destination connections | Netflow/IPFIX records for the 30-day window prior to this advisory
showing all egress sessions to TAE-associated CIDR prefixes, with particular focus on
sessions initiated on ports 443, 80, 8080, and 1080 (common bulletproof hosting C2 and
proxy ports) to establish whether TAE infrastructure was communicating with your
environment before detection controls were in place | DNS query logs (Windows DNS debug
log, BIND query log, or Pi-hole query log) capturing all lookups for domains hosted on Stark
Industries or Virtualine ASN ranges at time of query, including domains that have since
rotated to successor infrastructure — these timestamped DNS records establish the earliest
indicator of TAE contact and support timeline reconstruction | BGP routing table snapshots
from your border router (pre- and post-blocking) documenting which TAE-associated CIDR
prefixes were reachable, exported via “show ip bgp™ or equivalent, to serve as before/after
evidence of ASN-level blocking implementation and to detect any successor prefix
announcements that circumvent existing null routes | Tl platform or blocklist export showing
I0C feed composition at time of advisory receipt — specifically the ratio of point-in-time
IP/domain 10Cs to ASN-level or hosting-provider-level controls — which documents the
structural detection gap that TAEs exploit and provides the baseline measurement for
program improvement tracking

Per-Action IR Details

Step 1: Containment — Audit current blocklist composition. Identify what percentage of blocks are
point-in-time I0OCs (IPs, domains) versus ASN-level or hosting-provider-level controls. If your program has no
ASN-level blocking capability, flag this as a gap requiring immediate architectural review.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SI-4 (System Monitoring), CIS 4.4 (Implement and Manage a Firewall
on Servers), CIS 4.5 (Implement and Manage a Firewall on End-User Devices), CIS 7.1 (Establish and Maintain a
Vulnerability Management Process)

Compensating: Export your current firewall/proxy blocklist to CSV and run a one-time enrichment script using the free
BGPView API (bgpview.io/api) or Team Cymru's IP-to-ASN bulk whois service (whois.cymru.com) to map each
blocked IP to its originating ASN. Command example: “whois -h whois.cymru.com ' -v . Count entries with ASN
ownership tied to Stark Industries (AS44477 and successors) versus point-in-time IPs. If zero ASN-level blocks exist,
document this as a critical program gap. pfSense or OPNsense users can implement ASN-level blocking via
pfBlockerNG using RADB or RIPE BGP feed imports at no cost.

Evidence: Before restructuring blocklists, snapshot and preserve: (1) current firewall/proxy deny-list with timestamps
showing when each IOC was added, to establish a baseline for TAE infrastructure coverage at a point in time; (2) BGP
routing table snapshots from your border router (e.g., 'show ip bgp™ on Cisco I10S or “birdc show route™ on BIRD) to
document which ASNs were reachable before blocking changes; (3) netflow records (IPFIX/sFlow) for the prior 30 days
showing connection attempts to IPs within Stark Industries ASN ranges (AS44477 and documented successor ASNs
per the Recorded Future May 2026 report), as these establish whether TAE infrastructure was already communicating
with your environment prior to this review.

Step 2: Detection — Query your threat intelligence platform for ASN associations tied to Stark Industries and
Virtualine Technologies, including rebranded successors. Cross-reference netflow and proxy logs against
known TAE-associated ASN ranges documented in the Recorded Future report. Look for multi-hop proxy
chains (T1090.003) and infrastructure provisioned through residential or bulletproof hosting ASNs.

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-12
(Audit Record Generation), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Without a commercial TIP, use the following free toolchain: (1) Query RIPE NCC's API for ASN
ownership history of Stark Industries-linked prefixes: “curl
'https://stat.ripe.net/data/announced-prefixes/data.json?resource=AS44477". (2) Pull netflow logs and filter with
nfdump: “nfdump -r /var/flows/ 'net " substituting CIDR ranges from RIPE/BGPView lookups. (3) For proxy logs
(Squid/nginx), grep for CONNECT or GET requests to IPs resolving within TAE ASN ranges: “awk ‘{print $7}'
/var/log/squid/access.log | sort | uniq -c | sort -rn". (4) Deploy the public Sigma rule community
(github.com/SigmaHQ/sigma) and search for 'proxy chain' or 'tor' detection rules adaptable to T1090.003 multi-hop
behavior. (5) Use Wireshark with display filter “ip.dst ==~ on egress mirror traffic to spot active multi-hop tunneling
sessions.

Evidence: Capture before analysis proceeds: (1) Proxy server access logs (Squid access.log, Zscaler/Bluecoat logs,
or nginx access.log) filtered for CONNECT tunnel requests — multi-hop TAE chains using T1090.003 will show
sequential CONNECT calls through intermediate IPs, often with unusually long-lived sessions or large byte transfers
inconsistent with normal browsing; (2) DNS query logs (Pi-hole, Windows DNS debug logging, or BIND query log)
showing lookups for domains hosted on Stark Industries or Virtualine ASN ranges, including domains that resolved at
the time of query but have since rotated — these are the 'fast-flux' pivot indicators the Recorded Future report flags as
a TAE evasion technique; (3) Netflow/IPFIX records showing connections to IPs within TAE-associated ASN prefixes,
with particular attention to port 443/80 sessions with high byte counts (C2 beaconing or data exfil over bulletproof
infrastructure) and sessions to newly registered ASN prefixes appearing within 30 days of Stark Industries EU sanction
announcements.

Step 3: Eradication — There is no patch. The remediation is procedural: shift threat intelligence consumption
from IOC-only feeds to infrastructure-graph analysis. Engage your Tl provider to identify ASN lineage, hosting
relationships, and rebranding chains associated with active TAEs. Implement ASN-level blocking where
operationally feasible, with change-management controls to prevent broad collateral blocking.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IR-4 (Incident Handling), NIST SI-5 (Security Alerts, Advisories, and Directives), NIST SI-2 (Flaw
Remediation), NIST CM-4 (Impact Analyses), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 7.1
(Establish and Maintain a Vulnerability Management Process)

Compensating: For teams without a commercial Tl platform supporting infrastructure-graph analysis, build a manual
TAE lineage tracker using free resources: (1) Use RIPE NCC Stat (stat.ripe.net) to pull routing history for Stark
Industries ASNs and identify announced successor prefixes post-sanction. (2) Cross-reference with Shodan's free tier
(shodan.io) searching “org:'Stark Industries" and “org:'Virtualine" to enumerate current hosted IPs and detect rebrand
aliases. (3) Maintain a living Google Sheet or markdown file tracking ASN number - organization name - date of
rebrand - CIDR ranges, updated weekly against RIPE/ARIN whois. (4) Implement ASN-level null-routing on your
edge router using a BGP blackhole community or static deny ACL for documented TAE CIDR blocks, reviewing
additions via a change-management ticket requiring two-analyst sign-off to prevent collateral blocking of legitimate
CDN or ISP ranges that share ASN adjacency.

Evidence: Before executing procedural changes, preserve: (1) A timestamped export of your Tl platform's current I0OC
feed coverage showing the absence of ASN-level or hosting-lineage indicators — this documents the 'before’ state for
the gap assessment and justifies the program investment; (2) WHOIS/RDAP records for all currently blocked IPs
associated with Stark Industries and Virtualine, captured before those records change again post-sanction pivot — use
“rdap --json " or bulk ARIN RDAP queries, since TAEs change registration details rapidly after public attribution; (3) Any
firewall or proxy block-action logs showing traffic that was permitted to TAE-associated infrastructure because only
IP-level (not ASN-level) blocks were in place, establishing the exposure window between initial Recorded Future
reporting (May 2026) and your ASN-level control implementation.

Step 4: Recovery — Validate that detection rules include ASN-level and infrastructure-graph indicators, not
only IP/domain IOCs. Confirm that third-party risk monitoring covers hosting provider relationships, not only
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direct vendor connections. Run a tabletop scenario in which a sanctioned TAE rebrand and assess whether
your current controls would detect the continuity.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-3 (Incident Response Testing), NIST IR-8 (Incident Response Plan), NIST CA-7 (Continuous
Monitoring), NIST SlI-4 (System Monitoring), CIS 7.1 (Establish and Maintain a Vulnerability Management Process),
CIS 4.2 (Establish and Maintain a Secure Configuration Process for Network Infrastructure)

Compensating: Run the tabletop with two analysts using this no-cost scenario script: Present a fictional 'Stark
Industries rebrand' — assign the scenario a new ASN number and company name, then test whether your current
Sigma rules, firewall ACLs, and Tl queries would flag it absent the known 10C. Validate detection rules by running
“sigma check™ (pySigma CLI) against your rule base for any rule that keys exclusively on a static IP or domain versus
an ASN property or infrastructure attribute. For third-party hosting-chain visibility, use SecurityTrails free tier or
HackerTarget's ASN lookup to map your critical vendors' hosting providers and confirm none are routed through
TAE-adjacent ASNs. Document pass/fail for each control tested during the tabletop in a structured findings log.

Evidence: Before certifying recovery: (1) Re-run the netflow and proxy log queries from Step 2 against the current
window (post-blocking implementation) to confirm zero successful connections to TAE ASN ranges, establishing that
ASN-level blocks are enforcing correctly; (2) Pull updated BGP routing table snapshots to confirm TAE CIDR blocks
remain null-routed and that no new successor ASN prefixes have appeared that bypass current blocks — compare
against the pre-remediation BGP snapshot captured in Step 1; (3) Capture detection rule coverage artifacts — export
the rule inventory from your SIEM or Sigma rule deployment and document which rules now include ASN-range or
infrastructure-graph conditions versus IP/domain-only conditions, as evidence of the program shift mandated by this
advisory.

Step 5: Post-Incident — Conduct a gap assessment of your threat intelligence program against
infrastructure-graph coverage. Document which threat actors in your risk register use TAE-linked
infrastructure. Evaluate whether your SOC playbooks include ASN reputation checks and hosting lineage
review during alert triage. Present findings to leadership with arecommended investment tier for upgraded TI
capabilities.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), NIST
SI-5 (Security Alerts, Advisories, and Directives), CIS 7.1 (Establish and Maintain a Vulnerability Management
Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: For a 2-person SOC without a formal Tl program, structure the gap assessment as a structured
spreadsheet audit: (1) List every threat actor in your risk register and manually cross-reference each against
RIPE/BGPView to determine if their known infrastructure routes through TAE-associated ASNs, using Recorded
Future's free community edition or VirusTotal's free ASN pivot as a starting point. (2) Review each SOC triage
playbook for the presence or absence of an 'ASN reputation check' step — if absent, add a manual step: during alert
triage, run “whois -h whois.cymru.com ' -v " to retrieve ASN ownership before escalation decisions. (3) For the
leadership briefing, use the CISA Known Exploited Vulnerabilities (KEV) catalog and Recorded Future's free threat
intelligence reports as no-cost evidence sources to frame the investment case for infrastructure-graph Tl capabilities.

Evidence: Preserve as post-incident documentation: (1) The full gap assessment output documenting the percentage
of your blocklist that was I0C-only versus ASN-level at the time of discovery, the number of threat actors in your risk
register confirmed to use TAE-linked infrastructure, and which SOC playbooks lacked ASN triage steps — this serves
as the baseline for measuring program improvement at the next review cycle; (2) A record of all alerts that fired (or
failed to fire) during the detection window for TAE-associated traffic, exported from your SIEM or firewall logs with
timestamps, to support the lessons-learned analysis and demonstrate the detection gap that IOC-only controls created;
(3) The tabletop scenario findings from Step 4, retained as formal test documentation per NIST IR-3 (Incident
Response Testing), which supports both internal program improvement and potential audit evidence that the
organization assessed and responded to the Recorded Future TAE advisory.
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I Detection Guidance

Detection requires moving beyond IP and domain reputation checks. Key indicators and approaches: (1) ASN
reputation analysis - query WHOIS and BGP routing data for ASNs associated with known TAE infrastructure,
including successor entities; flag traffic to or from these ASN ranges in firewall and proxy logs. (2) Infrastructure
graph correlation - use your threat intelligence platform to trace hosting relationships; look for clusters of newly
provisioned IPs sharing registration metadata, certificate patterns, or ASN lineage with known TAE
infrastructure. (3) Multi-hop proxy detection (T1090.003) - identify traffic patterns indicative of proxy chaining:
unusual hop counts, sequential IP addresses in different ASN ranges within single sessions, or traffic routing
through VPS-heavy ASNs without business justification. (4) Domain registration velocity - monitor for
high-velocity domain registration events tied to ASNs in your watchlist; TAEs provision new domains rapidly
following exposure. (5) Certificate transparency logs - monitor CT logs for certificate issuance patterns
associated with TAE-linked hosting infrastructure. No specific SIEM event IDs apply universally; tailor queries to
your proxy, DNS, and netflow data sources. See sources section for TAE infrastructure indicators and ASN
ranges.

I Framework Mappings

MITRE-ATTACK

e T1105 — Ingress Tool Transfer

e T1583 — Acquire Infrastructure

¢ T1036.005 — Match Legitimate Resource Name or Location
e T1584 — Compromise Infrastructure

e T1590 — Gather Victim Network Information
e T1583.003 — Virtual Private Server

e T1090.003 — Multi-hop Proxy

e T1584.001 — Domains

e T1650 — Acquire Access

e T1583.004 — Server

e T1584.003 — Virtual Private Server

e T1590.005 — IP Addresses

NIST-800-53R5

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e SI-3 — Malicious Code Protection
e Sl|-4 — System Monitoring

¢ CP-9 — System Backup

¢ [IR-4 — Incident Handling

NIST-CSF-2
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* RS.MI-01 — Incidents are contained
HIPAA-SECURITY
e 164.308(a)(7)(ii)(A) — Data Backup Plan
ISO-27001-2022
¢ A.5.29 — Information security during disruption
I MITRE ATT&CK Mapping
Technique ID Technique Name Tactic
T1105 Ingress Tool Transfer Command-And-Control
T1583 Acquire Infrastructure Resource-Development
T1036. 005 Match Legitimate Resource Name or Location Defense-Evasion
T1584 Compromise Infrastructure Resource-Development
T1590 Gather Victim Network Information Reconnaissance
T1583. 003 Virtual Private Server Resource-Development
T1090. 003 Multi-hop Proxy Command-And-Control
T1584. 001 Domains Resource-Development
T1650 Acquire Access Resource-Development
T1583. 004 Server Resource-Development
T1584. 003 Virtual Private Server Resource-Development
T1590. 005 IP Addresses Reconnaissance
I Sources
Source URL Tier
Recorded Future https://www.recordedfuture.com/blog/threat-activity-enablers T3
Monitor Threats with https://www.recordedfuture.com/products/third-party-intelligence T3
Third-Party Risk
Recorded Future: https://www.recordedfuture.com/ T3
Advanced Cyber Threat
Intelligence
Trending software https://www.recordedfuture.com/resources/trending-vulnerabilities T3
vulnerabilities
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Source

September 2025 CVE https://www.recordedfuture.com/blog/september-2025-cve-landscape T3
Landscape

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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