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Executive Summary

Microsoft has open-sourced RAMPART and Clarity, two tools designed to embed AI agent security

testing directly into software development pipelines rather than treating it as a pre-launch checkpoint. The

release signals that the industry is beginning to treat agentic AI systems, autonomous software that can call

APIs, execute code, and interact with external data, as a distinct attack surface requiring dedicated tooling,

not ad hoc review. For CISOs, this is a structural signal: organizations deploying AI agents without

continuous security validation are accumulating technical debt in a threat class that Microsoft's own

concurrent research confirms is actively producing real-world remote code execution patterns.

Technical Analysis

Microsoft's dual release addresses a gap that has widened as agentic AI deployments have outpaced security

tooling. RAMPART integrates with Pytest and CI/CD pipelines, enabling automated red teaming of AI agents on

every build cycle rather than only at launch. Clarity operates earlier, at the design phase, surfacing security risks

in architecture before code is written. Both tools extend the PyRIT (Python Risk Identification Toolkit) ecosystem

that Microsoft's AI Red Team has developed as an open framework for AI-specific risk identification.

The threat class these tools target centers on three structural weaknesses. First, prompt injection (mapped to

CWE-20, Improper Input Validation) occurs when untrusted external input, a malicious web page, a crafted

email, a poisoned data source, reaches the agent's reasoning layer and redirects its behavior. Second,

over-permissioned tool access (CWE-284, Improper Access Control) means agents operating with broader API
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and system permissions than their task requires; if compromised, the blast radius expands proportionally. Third,

safety control bypass (CWE-693, Protection Mechanism Failure) describes scenarios where crafted prompts

circumvent guardrails intended to constrain agent behavior.

The MITRE ATT&CK techniques relevant here are not speculative. T1190 (Exploit Public-Facing Application)

maps directly to prompt injection via external input. T1059 (Command and Scripting Interpreter) covers agent

tool misuse where an agent is manipulated into executing commands. T1119 (Automated Collection) represents

data exfiltration scenarios where an agent with read access to sensitive data is redirected to aggregate and

transmit it. T1078 (Valid Accounts) captures the over-permission problem: an agent operating under a service

account with excessive privileges effectively becomes a valid-account attack vector if its reasoning layer is

subverted.

The timing of this release is notable. A Microsoft Security Blog post published 2026-05-07, concurrent with the

tooling release, documents RCE vulnerability patterns in AI agent frameworks specifically, titled 'When prompts

become shells.' That research confirms this is not theoretical: the threat class is producing exploitable conditions

in production agent frameworks today. The tooling release alongside active threat research suggests Microsoft's

AI Red Team is responding to findings, not anticipating them.

For security teams, the structural implication is that AI agents break several assumptions baked into traditional

application security models. An agent that autonomously browses the web, reads files, and calls APIs is

simultaneously a client, a server, and an interpreter, and its 'input validation' problem lives in natural language

rather than structured data fields. Existing SAST and DAST tooling was not designed for this surface.

RAMPART and Clarity represent early-stage tooling attempting to fill that gap within familiar developer

workflows.

Action Checklist

1. Step 1: Assess exposure, inventory all AI agent deployments in your environment, including internal

tooling, third-party integrations, and any agentic features embedded in SaaS platforms (copilots,

autonomous workflow tools, AI assistants with tool-calling capability)

2. Step 2: Review agent permissions, audit service accounts and API keys used by AI agents against

NIST AC-6 (Least Privilege) and CIS 5.4 (Restrict Administrator Privileges); revoke permissions that

exceed documented task scope and enforce CIS 3.3 (Configure Data Access Control Lists) on data

sources agents can reach

3. Step 3: Evaluate your AI development pipeline, determine whether security testing for AI agents is

integrated into CI/CD or performed only at pre-launch; evaluate RAMPART for Pytest-native continuous

testing if your team builds or customizes AI agents

4. Step 4: Apply input validation controls, review whether agent inputs from external sources (web content,

email, APIs, user messages) pass through validation or sanitization layers; map gaps against NIST SI-4

(System Monitoring) and NIST SC controls governing information flow

5. Step 5: Update threat model, add prompt injection and agent tool abuse as explicit threat scenarios in

your threat register; map to T1190, T1059, T1119, and T1078 in your ATT&CK-aligned threat model; brief

AppSec and AI/ML engineering teams together, not separately

6. Step 6: Monitor Microsoft's concurrent research, the 2026-05-07 Microsoft Security Blog post on RCE in

AI agent frameworks documents active exploitation patterns; track follow-on advisories from Microsoft's AI

Red Team and CISA guidance on AI system security as the threat class matures
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IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent if evidence of active prompt injection attempts is found in agent input logs,
if an AI agent service principal is observed making anomalous API calls outside its
documented task scope (e.g., accessing SharePoint sites or Exchange mailboxes not in its
permission baseline), or if CISA issues a binding operational directive or alert specifically
addressing RCE in AI agent frameworks.

Recovery Notes After remediating overprivileged agent permissions and deploying input validation controls,
monitor all AI agent tool-call logs and API invocation records daily for a minimum of 30 days
for anomalous tool usage patterns — specifically any agent invoking code execution, file write,
or data export capabilities outside normal operational baselines. Validate that RAMPART
tests are passing in CI/CD and that no new agent deployments have been provisioned without
security review by re-running the Azure AD service principal inventory query weekly. Confirm
with AI/ML engineering that prompt injection detections from the Rebuff or equivalent
middleware layer are generating alerts and are not silently failing.

Forensic Artifacts Microsoft Entra ID (Azure AD) Audit Logs — 'Add app role assignment to service principal'
and 'Consent to application' events filtered to AI agent service principal object IDs; these logs
record when an AI agent was granted permissions and by whom, critical for establishing
whether an agent was silently over-permissioned post-deployment | AI agent tool-call
invocation logs — raw logs of every tool invoked by the agent (web search, code interpreter,
file access, API calls) with input parameters and response payloads; a prompt injection attack
against a Microsoft Copilot or LangChain-based agent would manifest as unexpected tool
invocations or parameters containing exfiltration instructions | Pre-sanitization input buffer
logs — raw content ingested by the agent from external sources (web page fetches, email
bodies retrieved via Graph API, user messages) before any filtering; these contain the
injected instruction payload itself and are the primary forensic artifact for proving prompt
injection occurred | Microsoft 365 Unified Audit Log — filtered on workloads corresponding to
data sources the agent can access (SharePoint, Exchange, Teams, OneDrive); anomalous
file access or email read operations performed under the agent's service principal identity
within a short time window indicate tool abuse following a successful injection | CI/CD pipeline
execution logs for any repository containing AI agent code — specifically RAMPART or PyRIT
test run outputs, which if absent or bypassed, document the security testing gap that allowed
a vulnerable agent configuration to reach production

Per-Action IR Details

Step 1: Assess exposure — inventory all AI agent deployments in your environment, including internal

tooling, third-party integrations, and any agentic features embedded in SaaS platforms (copilots, autonomous

workflow tools, AI assistants with tool-calling capability)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR Capability and Asset Visibility

Controls: NIST CM-8 (System Component Inventory), NIST RA-3 (Risk Assessment), CIS 1.1 (Establish and Maintain

Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a Software Inventory)

Compensating: Run 'Get-AzureADServicePrincipal | Where-Object {$_.DisplayName -like "*bot*" -or $_.DisplayName

-like "*copilot*" -or $_.DisplayName -like "*agent*"}' in Azure AD to enumerate AI service principals. For SaaS, export

OAuth app consent grants via Microsoft 365 Admin Center > Settings > Org Settings > Integrated Apps. Use osquery

'SELECT * FROM processes WHERE name LIKE "%agent%" OR cmdline LIKE "%openai%" OR cmdline LIKE

"%langchain%";' on endpoints to detect locally running agentic processes.
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Evidence: Before inventorying, snapshot current Azure AD app registrations and OAuth consent grants as a baseline

— agentic tools like Microsoft Copilot Studio and third-party integrations register service principals that may have been

provisioned without security review. Export Microsoft 365 Unified Audit Log entries filtered on 'Add service principal'

and 'Consent to application' operations for the past 90 days to establish when each AI agent was introduced.

Step 2: Review agent permissions — audit service accounts and API keys used by AI agents against NIST

AC-6 (Least Privilege) and CIS 5.4 (Restrict Administrator Privileges); revoke permissions that exceed

documented task scope and enforce CIS 3.3 (Configure Data Access Control Lists) on data sources agents

can reach

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Reducing Attack Surface Before Incident Occurs

Controls: NIST AC-6 (Least Privilege), NIST AC-2 (Account Management), NIST AC-3 (Access Enforcement), NIST

AC-4 (Information Flow Enforcement), CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts),

CIS 3.3 (Configure Data Access Control Lists), CIS 6.2 (Establish an Access Revoking Process)

Compensating: Use Microsoft Graph API to audit delegated and application permissions: 'GET

/servicePrincipals/{id}/appRoleAssignments' and 'GET /oauth2PermissionGrants' for each AI agent service principal.

Flag any agent holding 'Mail.ReadWrite', 'Files.ReadWrite.All', 'Sites.FullControl.All', or directory-level roles — these

permissions enable data exfiltration via a compromised or prompt-injected agent. For API keys, grep CI/CD pipeline

configs and environment variable stores: 'grep -rE "(OPENAI_API_KEY|AZURE_OPENAI_KEY|sk-[a-zA-Z0-9]{48})"

/path/to/repo --include="*.env" --include="*.yml"'.

Evidence: Capture a full export of current service principal permission assignments before revoking anything — this

preserves the pre-remediation permission state as forensic baseline in the event a compromised agent already

exfiltrated data under overprivileged access. Pull Microsoft Entra ID audit logs filtered on 'Update application –

Certificates and secrets management' and 'Add app role assignment to service principal' to identify any permission

escalations tied to AI agent registrations.

Step 3: Evaluate your AI development pipeline — determine whether security testing for AI agents is

integrated into CI/CD or performed only at pre-launch; evaluate RAMPART for Pytest-native continuous

testing if your team builds or customizes AI agents (source: Microsoft GitHub, verify via official Microsoft

Security blog)

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing Detection and Testing Capabilities Pre-Incident

Controls: NIST SA-11 (Developer Testing and Evaluation), NIST SA-15 (Development Process, Standards, and

Tools), NIST SI-2 (Flaw Remediation), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2

(Establish and Maintain a Remediation Process)

Compensating: For teams without enterprise AppSec tooling, integrate Microsoft RAMPART directly into existing

Pytest test suites — RAMPART is Pytest-native and requires no additional infrastructure beyond a Python environment

and access to the agent under test. Pair with Microsoft PyRIT (Python Risk Identification Toolkit for generative AI) to

run adversarial prompt injection probes against agent endpoints during CI/CD: 'pyrit --target-endpoint

https://your-agent-endpoint --attack-strategy prompt_injection --output-format sarif'. Gate pipeline merges on

RAMPART test pass using a GitHub Actions step that fails the build on detected jailbreak or tool-abuse findings.

Evidence: Before evaluating the pipeline, capture the current CI/CD configuration files (Jenkinsfile,

.github/workflows/*.yml, azure-pipelines.yml) and any existing pre-launch security gate definitions as evidence of the

security testing baseline — or lack thereof. This documents the pre-RAMPART security posture for post-incident

causation analysis if an AI agent vulnerability is exploited before the pipeline is hardened.

Step 4: Apply input validation controls — review whether agent inputs from external sources (web content,

email, APIs, user messages) pass through validation or sanitization layers; map gaps against NIST SI-4

(System Monitoring) and NIST SC controls governing information flow

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Identifying Attack Vectors and Monitoring for Adversarial

Input

Controls: NIST SI-4 (System Monitoring), NIST SI-10 (Information Input Validation), NIST SC-5 (Denial of Service

Protection), NIST SC-28 (Protection of Information at Rest), NIST AC-4 (Information Flow Enforcement), CIS 4.4

(Implement and Manage a Firewall on Servers)

Compensating: Deploy a prompt injection detection layer using open-source tools: run Rebuff (open-source prompt

injection detection library) as middleware in front of agent input handlers, or implement a YARA rule scanning agent

input buffers for known jailbreak patterns (e.g., 'Ignore previous instructions', 'You are now DAN', role-confusion

strings). Log all raw agent inputs and tool-call invocations to a local append-only file store before sanitization so

pre-sanitization payloads are preserved for forensic analysis. Use Wireshark or 'tshark -i eth0 -Y http -T fields -e

http.request.uri -e http.file_data' to capture API traffic to and from agent endpoints.

Evidence: For an AI agent targeted via prompt injection, the attack artifact is in the input data stream — preserve raw,

pre-sanitization logs of all content ingested by the agent from external sources (web browsing tool outputs, email body

content retrieved via graph API, API response payloads, user chat messages). Capture agent tool-call logs showing

which tools were invoked, with what parameters, and what data was returned — these logs would reveal if a malicious

instruction embedded in a web page or email caused the agent to call unintended APIs, exfiltrate data, or execute

unauthorized code (mapping to MITRE T1059, T1119).

Step 5: Update threat model — add prompt injection and agent tool abuse as explicit threat scenarios in your

threat register; map to T1190, T1059, T1119, and T1078 in your ATT&CK-aligned threat model; brief AppSec

and AI/ML engineering teams together, not separately

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Lessons Learned and Threat Model Updates

Controls: NIST RA-3 (Risk Assessment), NIST RA-5 (Vulnerability Monitoring and Scanning), NIST IR-4 (Incident

Handling), NIST PM-16 (Threat Awareness Program), CIS 7.1 (Establish and Maintain a Vulnerability Management

Process)

Compensating: Document threat scenarios using the MITRE ATLAS matrix (mitre-atlas.github.io) in addition to

ATT&CK — ATLAS is specifically designed for AI/ML system adversarial threats and maps prompt injection

(AML.T0051) and LLM plugin compromise directly. Create a one-page threat register entry per scenario using a free

template (OWASP Threat Dragon is free and open-source): for each scenario include the attack vector (e.g., malicious

web content injecting instructions into a Copilot web-browsing tool call), the ATT&CK technique, affected agent, and

current detection coverage. Schedule a joint 60-minute table-top with AppSec and AI/ML teams using the Microsoft

2026-05-07 RCE-in-AI-agent-frameworks blog post as the scenario driver.

Evidence: Before updating the threat model, retrieve and preserve the current threat register snapshot and any prior

AI/ML risk assessment documentation — this establishes what was known and documented prior to

RAMPART/Clarity's release and creates an evidentiary record for GRC audit trails showing when AI agent threats were

formally acknowledged. Also collect any historical incident tickets, security review notes, or AppSec findings related to

existing AI agent deployments to identify whether prompt injection or tool abuse was previously flagged but not formally

tracked.

Step 6: Monitor Microsoft's concurrent research — the 2026-05-07 Microsoft Security Blog post on RCE in AI

agent frameworks documents active exploitation patterns; track follow-on advisories from Microsoft's AI Red

Team and CISA guidance on AI system security as the threat class matures

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Intelligence Integration and Continuous Improvement

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST IR-4 (Incident Handling), NIST PM-16 (Threat

Awareness Program), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and

Maintain a Remediation Process)

Compensating: Set up free RSS/Atom feed monitoring for Microsoft Security Response Center

(https://msrc.microsoft.com/blog/feed), Microsoft Security Blog, and CISA Alerts

(https://www.cisa.gov/uscert/ncas/alerts.xml) using a self-hosted RSS aggregator (FreshRSS, free and open-source)
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with keyword filters for 'AI agent', 'prompt injection', 'RAMPART', 'PyRIT', 'agentic', and 'LLM'. Create a recurring

14-day calendar task to review MITRE ATLAS for new AI-specific technique additions. Subscribe to Microsoft's AI Red

Team GitHub (github.com/Azure/PyRIT) releases to track new adversarial probe capabilities that signal newly

documented exploitation patterns.

Evidence: Preserve a dated copy of the 2026-05-07 Microsoft Security Blog post on RCE in AI agent frameworks as a

timestamped threat intelligence artifact in your IR knowledge base — this post constitutes documented evidence of

active exploitation patterns for AI agent frameworks and should be attached to any future incident tickets involving AI

agents to demonstrate the organization's awareness timeline. Note: the referenced blog post URL should be verified

directly against the Microsoft Security Blog before treating specific technical claims as confirmed; flag for human

validation per URL policy.

Detection Guidance

Detection for AI agent abuse differs from traditional application monitoring because malicious behavior is

expressed through the agent's intended functionality, not through anomalous binaries or network signatures.

Focus on behavioral baselines rather than signature matching.

Log coverage: Ensure all agent tool invocations are logged with full context, which tool was called, what input

triggered the call, what output was returned, and under what user or session context (NIST AU-2, AU-3, AU-12;

CIS 8.2). Agents that call APIs, execute code, or read files should produce audit trails at the same fidelity as

privileged human user actions.

Anomalous tool call sequences: Hunt for agents invoking tools in sequences inconsistent with their defined task.

An agent designed to answer HR questions that calls a file-read tool followed by an outbound HTTP call is a

behavioral anomaly worth investigating. Baseline normal tool-call patterns per agent role during normal

operations.

Data volume anomalies: T1119 (Automated Collection) manifests as unusually high read volumes from data

stores the agent has access to. Monitor for agents querying significantly more records than their typical session

baseline, flag under NIST SI-4 monitoring.

Permission boundary violations: Alert on any agent service account accessing resources outside documented

scope, even if the access control system permits it due to over-provisioning. This is a gap NIST AC-3 (Access

Enforcement) should close by policy, but monitoring catches what policy hasn't yet restricted.

Prompt injection indicators: If your agent processes external content (web pages, emails, documents), log the

raw input alongside the action taken. Compare input source to action type, an agent that reads an external

webpage and immediately attempts to write a file or call an external API may have received an injected

instruction.

Design-phase audit: For teams building agents, Clarity (once available) should surface access control and input

validation risks before implementation. Treat its findings the same as SAST findings, tracked, remediated, not

dismissed.

Framework Mappings

MITRE-ATTACK

• T1119 — Automated Collection

• T1059 — Command and Scripting Interpreter
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• T1190 — Exploit Public-Facing Application

• T1548 — Abuse Elevation Control Mechanism

• T1078 — Valid Accounts

NIST-800-53R5

• AC-6 — Least Privilege

• SC-7 — Boundary Protection

• SI-4 — System Monitoring

• CM-7 — Least Functionality

• SI-3 — Malicious Code Protection

• SI-7 — Software, Firmware, and Information Integrity

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SI-2 — Flaw Remediation

• CM-6 — Configuration Settings

• AC-2 — Account Management

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• AC-3 — Access Enforcement

• SI-10 — Information Input Validation

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

• A03:2021 — Injection

CIS-V8

• 6.1 — Establish an Access Granting Process

• 6.2 — Establish an Access Revoking Process

• 16.10 — Apply Secure Design Principles in Application Architectures

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

ISO-27001-2022

• A.8.26 — Application security requirements

• A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic

T1119 Automated Collection Collection

T1059 Command and Scripting Interpreter Execution

T1190 Exploit Public-Facing Application Initial-Access

T1548 Abuse Elevation Control Mechanism Privilege-Escalation

T1078 Valid Accounts Defense-Evasion

Sources

Source URL Tier

Security News https://thehackernews.com/2026/05/microsoft-open-sources-rampart-an... T3

Microsoft Open-Sources
RAMPART and Clarity
for Agent Security

https://letsdatascience.com/news/microsoft-open-sources-rampart-and... T3

When prompts become
shells: RCE
vulnerabilities in AI
agent ...

https://www.microsoft.com/en-us/security/blog/2026/05/07/prompts-be... T1

Custom AI Tool Beats
Microsoft PyRIT -
YouTube

https://www.youtube.com/watch?v=yXmoZz2fAEY T3

Microsoft pits more than
100 AI agents against
each other to find ...

https://the-decoder.com/microsoft-pits-more-than-100-ai-agents-agai... T3

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
AI-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.

Generated 2026-05-20 18:56 UTC by TJS Security Command Center


