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Discovery Source Serper

Executive Summary

A contractor supporting the Cybersecurity and Infrastructure Security Agency maintained a public GitHub

repository containing what appears to be sensitive internal tooling, exposing it to anyone with internet

access before it was taken down. For CISOs and board members, this incident underscores a persistent

structural risk: third-party contractors with privileged access to internal systems and code can become

unintentional exposure vectors, regardless of the host organization's own security controls. The incident

demonstrates that even the agencies charged with setting national cybersecurity standards are vulnerable to

the supply chain and insider-adjacent risks they advise others to manage.

Technical Analysis

This incident falls squarely into the category of operational security failure rather than software exploitation.

Based on available reporting attributed to Krebs on Security, a contractor working on behalf of CISA maintained

a GitHub repository set to public visibility that contained what is described as internal tooling. The exposure

aligns with two well-documented weakness patterns: CWE-312 (cleartext storage of sensitive information) and

CWE-200 (exposure of sensitive information to an unauthorized actor), and maps to MITRE ATT&CK

techniques T1213 (data from information repositories) and T1592 (gather victim host information).

The attack surface here is not a vulnerability in software, it is a gap in contractor governance. Public code

repositories have become a reliable reconnaissance target for threat actors and researchers alike. Automated

scanning tools continuously index GitHub for secrets, credentials, internal hostnames, API keys, and

configuration data. A repository made public, even briefly, can be cached by search engines, archived by tools

like the Wayback Machine, or cloned by automated scrapers before any takedown occurs. The window of

exposure is therefore not bounded by when the repository was removed, but by when it was first indexed.
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The specific contents of the repository have not been confirmed in publicly available source material reviewed.

The scope of exposure, whether it included credentials, infrastructure diagrams, authentication tokens, or

source code for internal detection or monitoring tools, remains unverified. What is reported is that the repository

existed publicly and has since been taken down.

For security teams, the implications are structural. Contractor access to internal tooling is often granted with less

scrutiny than direct employee access. Code repositories created or maintained by contractors may sit outside

the organization's standard asset inventory, secret scanning pipelines, and repository governance policies. This

is not a CISA-specific problem; it is endemic across government agencies and private sector organizations that

rely on contractors for specialized technical work. The question every security team should ask after this

incident is not whether their own employees are following secure coding practices, but whether their contractors

are operating under the same controls, with the same visibility, and subject to the same audits.

Action Checklist

1. Step 1: Assess exposure, audit all GitHub organizations and repositories associated with your agency

or organization, including those created or maintained by contractors; identify any repositories set to public

visibility that should be private.

2. Step 2: Review controls, verify that secret scanning (GitHub Advanced Security or equivalent) is active

across all repositories; confirm that contractor-managed repositories are included in scope, not just

employee-owned ones.

3. Step 3: Inventory contractor access, enumerate which contractors have access to internal code

repositories, internal tooling, or infrastructure-as-code; confirm access is scoped to least privilege and

revoked promptly at contract end.

4. Step 4: Check for prior indexing, for any repository confirmed or suspected to have been public, use

GitHub audit logs, the Wayback Machine, Google cache, and secret scanning tools like GitGuardian to

assess whether sensitive content was indexed or cached before removal. If you have a local copy or clone

of the repository, tools like TruffleHog can scan for secrets retroactively.

5. Step 5: Update third-party risk requirements, review contractor security agreements to confirm they

include explicit requirements for repository visibility settings, secret management, and code security

practices; treat this incident as a gap indicator in your third-party risk program.

6. Step 6: Communicate findings, brief leadership on organizational exposure to contractor-managed code

repositories with specific risk context tied to this incident, not a generic third-party risk warning.

7. Step 7: Monitor developments, track Krebs on Security and CISA communications for follow-up

disclosures about the specific contents of the exposed repository and any downstream impact

assessments.

IR / Forensic Enrichment

Triage Priority URGENT
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Escalation Criteria Escalate immediately to CISO and legal counsel if TruffleHog, GitLeaks, or Wayback Machine
analysis confirms that secrets (API keys, tokens, passwords, or SSH keys) or IaC files
referencing production infrastructure were present in the public repository window, or if
contractor access enumeration reveals active accounts belonging to terminated contractors
with unrevoked permissions.

Recovery Notes Recovery for this incident is centered on access hygiene and evidence preservation rather
than system restoration: verify that all contractor accounts are right-sized to least privilege or
fully revoked, confirm secret scanning is active and scoped to all repositories including
contractor-managed ones, and rotate any credentials or tokens that appeared in or were
accessible via the exposed repository. Monitor the GitHub audit log and any affected
downstream systems for anomalous access patterns for a minimum of 90 days following the
repository privatization, as indexed content may have been harvested prior to takedown.
Conduct a formal lessons-learned review within 30 days using the evidence package from
Steps 1–6 to update contractor onboarding/offboarding procedures and third-party risk
assessment criteria.

Forensic Artifacts GitHub Organization Audit Log — filter for `repo.access_level`, `git.clone`, `git.fetch`, and
`repo.download` events scoped to the affected repository name during its public exposure
window; export via `GET /orgs/{org}/audit-log` API before log retention expires (GitHub retains
audit logs for 180 days for free orgs, 7 years for Enterprise). | Wayback Machine snapshots of
the public repository URL — captures the exact file tree and any rendered file contents
(README, visible config files) as they appeared to unauthenticated internet users during the
exposure window; download via CDX API before snapshots age out. | TruffleHog or GitLeaks
JSON output from a local clone of the repository — identifies specific secret types (AWS keys,
GitHub tokens, internal API credentials), their file paths, and the commit SHAs where they
were introduced; this establishes the precise data types at risk. | GitHub repository
collaborator and outside-collaborator snapshots — a point-in-time export of all accounts with
access, their permission levels, and last-activity timestamps at the moment of discovery;
establishes the full set of identities who could have intentionally or unintentionally published
the repository as public. | Search engine cache and index records — Google cache
(`cache:github.com/{owner}/{repo}`), Bing cache, and any third-party code search engine
(Sourcegraph, grep.app) results for the repository URL; documents whether automated
crawlers indexed file contents beyond the repository index page, which directly affects the
scope of any required breach notification or disclosure assessment.

Per-Action IR Details

Step 1: Assess exposure — audit all GitHub organizations and repositories associated with your agency or

organization, including those created or maintained by contractors; identify any repositories set to public

visibility that should be private.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: Scope and impact assessment of the exposed CISA

contractor GitHub repository to determine which repositories are public, who owns them, and what they contain.

Controls: NIST IR-4 (Incident Handling), NIST SI-7 (Software, Firmware, and Information Integrity), CIS 1.1 (Establish

and Maintain Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a Software Inventory)

Compensating: Run GitHub CLI: `gh api /orgs/{ORG}/repos --paginate --jq '.[] | select(.private==false) |

{name,full_name,visibility,pushed_at}'` for each org, including contractor orgs. Cross-reference output against your

authorized-public list. For organizations without GitHub Advanced Security, use `gh api

/repos/{OWNER}/{REPO}/contents` to enumerate root-level files for secrets or IaC config files. A 2-person team can

script this across all org repos in under an hour.
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Evidence: Before remediating visibility settings, capture GitHub repository metadata: repository full name, creation

date, last push timestamp, contributor list, and current visibility flag via GitHub API (`GET /repos/{owner}/{repo}`).

Screenshot or export the public repository state before any changes. Preserve GitHub audit log entries showing when

visibility was last changed (organization audit log: `GET /orgs/{org}/audit-log?phrase=repo.access_level`).

Step 2: Review controls — verify that secret scanning (GitHub Advanced Security or equivalent) is active

across all repositories; confirm that contractor-managed repositories are included in scope, not just

employee-owned ones.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: Evaluating whether existing detective controls (secret

scanning) were scoped to cover contractor repositories, and identifying the control gap that allowed this exposure to

persist undetected.

Controls: NIST SI-4 (System Monitoring), NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis,

and Reporting), CIS 8.2 (Collect Audit Logs)

Compensating: Without GitHub Advanced Security, run TruffleHog OSS against all repositories: `trufflehog github

--org={ORG} --token={TOKEN} --only-verified` — this scans for verified secrets across the entire org including

contractor repos. Supplement with GitLeaks: `gitleaks detect --source /path/to/cloned/repo --report-format json

--report-path gitleaks-output.json`. For each hit, record secret type, file path, commit SHA, and commit author. Both

tools are free and can be run by a single analyst.

Evidence: Export GitHub Advanced Security secret scanning alert history via API (`GET

/repos/{owner}/{repo}/secret-scanning/alerts`) or org-level (`GET /orgs/{org}/secret-scanning/alerts`) before any

remediation. Capture the enabled/disabled state of secret scanning per repository at time of discovery. Document

which contractor-owned repositories were excluded from scanning scope — this gap itself is a key forensic finding for

the post-incident review.

Step 3: Inventory contractor access — enumerate which contractors have access to internal code

repositories, internal tooling, or infrastructure-as-code; confirm access is scoped to least privilege and

revoked promptly at contract end.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: Limiting ongoing exposure by identifying and scoping or revoking

contractor access to internal GitHub repositories, IaC, and tooling as an immediate containment action for this

contractor-originated exposure incident.

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management) — implied by access enumeration and

revocation context, CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 5.4 (Restrict Administrator

Privileges to Dedicated Administrator Accounts), CIS 6.2 (Establish an Access Revoking Process)

Compensating: Use GitHub CLI to enumerate all outside collaborators and org members with their roles: `gh api

/orgs/{ORG}/outside_collaborators --paginate --jq '.[] | {login, site_admin}'` and `gh api /orgs/{ORG}/members

--paginate --jq '.[] | {login, role}'`. Cross-reference against your active contractor roster from HR/procurement. For each

contractor whose contract has ended or who is unrecognized, immediately run: `gh api -X DELETE

/orgs/{ORG}/members/{USERNAME}`. Document each action with timestamp, acting analyst, and justification.

Evidence: Before revoking any access, export a full snapshot of current org membership, team membership, and

repository collaborators via GitHub API. Capture each contractor account's last activity timestamp (`GET

/users/{username}` — `updated_at` field) and their specific repository permissions (`GET

/repos/{owner}/{repo}/collaborators/{username}/permission`). This establishes who had access, what they could reach,

and when they were last active — critical for determining blast radius.

Step 4: Check for prior indexing — for any repository confirmed or suspected to have been public, use GitHub

audit logs, search engine caches, and tools like GitGuardian or TruffleHog to assess whether sensitive

content was indexed or cached before removal.

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection & Analysis: Determining whether the now-removed CISA contractor

repository was indexed by search engines, scraped by automated tools, or had its contents cached — directly affecting

the scope and severity assessment of the data exposure.

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-11 (Audit Record Retention), NIST

IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Query Google cache and Bing cache for the exact repository URL: `cache:github.com/{owner}/{repo}`.

Check the Wayback Machine (web.archive.org) for snapshots of the repository index and any file contents. Run

TruffleHog against a local clone of the repository (if retained): `trufflehog git file://./repo-clone --json`. Search GitHub

audit logs for clone and download events before the visibility change: `GET

/orgs/{org}/audit-log?phrase=repo.clone+{repo_name}`. Check GreyNoise or Shodan for scanning activity against the

repository URL during its public window.

Evidence: Preserve any Wayback Machine snapshots of the repository before they are purged — download them

using `wget` or `curl` with the Wayback CDX API. Export GitHub audit log entries scoped to the repository's public

window, specifically filtering for `git.clone`, `git.fetch`, and `repo.download` actions. Document the exact timestamps of:

repository creation, last private-to-public visibility change, and removal/privatization — this window defines the

maximum exposure period.

Step 5: Update third-party risk requirements — review contractor security agreements to confirm they include

explicit requirements for repository visibility settings, secret management, and code security practices; treat

this incident as a gap indicator in your third-party risk program.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Using the CISA contractor repository exposure as a

documented lessons-learned trigger to identify and remediate gaps in third-party security agreements, specifically

around code repository governance.

Controls: NIST IR-8 (Incident Response Plan), NIST SI-2 (Flaw Remediation), NIST IR-1 (Policy and Procedures),

CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation

Process)

Compensating: Create a structured gap analysis document mapping current contractor security agreement language

against three specific controls: (1) repository visibility requirements, (2) secrets management obligations (no hardcoded

credentials, required use of vault solutions), and (3) code review and security scanning requirements. Use NIST SP

800-161 (Supply Chain Risk Management) as the baseline framework for language. This can be completed by a

2-person team using a spreadsheet — no tooling required. Flag each gap for legal/procurement remediation with a

30-day deadline.

Evidence: Pull current contractor security agreements, SOW addenda, and any existing third-party risk assessment

records for all contractors with GitHub access. Document whether any prior risk assessments specifically evaluated

code repository governance. This paper trail establishes whether the gap was a known risk accepted without mitigation

or an unassessed blind spot — a material distinction for any regulatory or oversight review.

Step 6: Communicate findings — brief leadership on organizational exposure to contractor-managed code

repositories with specific risk context tied to this incident, not a generic third-party risk warning.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Reporting findings to organizational leadership with specific

exposure context from the CISA contractor GitHub incident, including identified gaps, affected repositories, and

remediation status.

Controls: NIST IR-6 (Incident Reporting), NIST IR-8 (Incident Response Plan), NIST AU-6 (Audit Record Review,

Analysis, and Reporting)

Compensating: Structure the leadership brief as a one-page summary covering: (1) number of contractor-managed

repositories identified, (2) number confirmed or suspected public during any window, (3) whether secrets or IaC were

found in those repositories, (4) access revocations completed, and (5) specific contract gap findings from Step 5. Tie

findings directly to the CISA incident as a peer-organization reference point. No tooling required — this is a

documentation and communication task achievable by one analyst with outputs from Steps 1–5.
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Evidence: Compile the complete evidence package from prior steps before the brief: repository audit results, secret

scanning findings, contractor access inventory, exposure window timeline, and gap analysis. Leadership briefs that

reference specific repository names, secret types found, and contractor account details carry significantly more weight

than abstract risk language — ensure findings are de-risked for sharing (redact raw secrets) but remain specific.

Step 7: Monitor developments — track Krebs on Security and CISA communications for follow-up disclosures

about the specific contents of the exposed repository and any downstream impact assessments.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Sustaining situational awareness on the CISA contractor

exposure through ongoing monitoring of authoritative sources for follow-up disclosures that could elevate

organizational risk or trigger additional response actions.

Controls: NIST IR-5 (Incident Monitoring), NIST SI-5 (Security Alerts, Advisories, and Directives), NIST AU-6 (Audit

Record Review, Analysis, and Reporting), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Set up RSS feed monitoring for krebsonsecurity.com and us-cert.cisa.gov using a free RSS

aggregator (Feedly free tier or self-hosted FreshRSS). Create a keyword alert in Google Alerts for `CISA contractor

GitHub repository` and `CISA tooling exposure`. Subscribe to CISA's email notification service at

cisa.gov/subscribe-updates. Assign one team member to review these feeds daily and escalate to the incident owner if

new disclosures emerge that reference specific tooling categories, credential types, or downstream systems that match

your environment.

Evidence: Maintain a running incident timeline document that logs each new public disclosure with date, source, and

relevance assessment. If CISA or Krebs disclose specific file names, credential types, or tooling categories from the

repository, immediately cross-reference against your own environment to determine whether any of your systems,

credentials, or tooling overlap — this transforms a monitoring task into a potential re-escalation trigger.

Detection Guidance

Hunt for unauthorized access or reconnaissance activity targeting internal tooling repositories. Specific areas to

investigate:

- GitHub audit logs: Review for repository visibility changes (private to public), unusual clone or download

activity, and access from unrecognized IP addresses or accounts not associated with known contractors.

- Secret scanning alerts: If GitHub Advanced Security or a third-party scanner is in place, review historical alerts

for the relevant repositories to determine whether credentials, tokens, or API keys were flagged prior to or during

the exposure window.

- Authentication logs: Look for access attempts to internal systems using credentials or tokens that may have

been stored in the exposed repository. Focus on service accounts and API keys associated with internal tooling.

- External reconnaissance indicators: Monitor for T1592-style activity, unusual enumeration of internal

hostnames, infrastructure endpoints, or API surfaces that would only be known to someone with access to

internal documentation or configuration files.

- Repository archive checks: Query the Wayback Machine and Google cache for the repository URL to

determine whether content was indexed. This establishes the actual exposure window independent of the

takedown date.

- Third-party contractor accounts: Review whether contractor GitHub accounts are linked to your organization's

SSO and whether their off-platform repository activity is visible to your security team.

Indicators of Compromise
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Type Value Context Confidence

URL Pending — refer to Krebs

on Security for published

repository details and

indicators

Krebs on Security reporting references a
specific contractor-maintained public
GitHub repository; the repository URL,
contents, and any extracted indicators
(credentials, hostnames, tokens) have
not been confirmed in available source
material

LOW

Framework Mappings

MITRE-ATTACK

• T1213 — Data from Information Repositories

• T1592 — Gather Victim Host Information

NIST-800-53R5

• SC-7 — Boundary Protection

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1213 Data from Information Repositories Collection

T1592 Gather Victim Host Information Reconnaissance

Sources

Source URL Tier

https://krebsonsecurity.com/ T3

Brian Krebs -
SecureWorld News

https://www.secureworld.io/industry-news/author/brian-krebs T3
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Source URL Tier

Brian Krebs - Wikipedia https://en.wikipedia.org/wiki/Brian_Krebs T3

Krebs on Security posts
- daily.dev

https://app.daily.dev/sources/krebsonsecurity T3

Brian Krebs - Arlington,
Virginia, United States |
Professional Profile

https://www.linkedin.com/in/bkrebs T3
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