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I Executive Summary

The Verizon Data Breach Investigations Report 2026 documents that exploit-based initial access now
accounts for 31% of confirmed breach vectors, a figure that signals adversaries are outpacing enterprise
patching programs at scale. This finding is drawn from Verizon's published DBIR 2026 analysis via
industry reporting; for formal use, verify the specific figure and trend context against the primary Verizon
report. This is not a marginal shift; it reflects a structural gap between how quickly organizations
remediate vulnerabilities and how quickly attackers weaponize them. For CISOs and boards, the finding
reframes vulnerability management from a compliance function into an active defense priority with direct
bearing on breach probability.

I Technical Analysis

The DBIR 2026 finding on exploit-based initial access draws from confirmed breach data across industries,
giving it statistical weight that point-in-time threat reports often lack. At 31%, exploitation of public-facing
applications and client-side vulnerabilities now rivals or exceeds credential-based access as an entry path, a
meaningful shift in attacker preference that security teams must account for in both detection architecture and
remediation prioritization.

The MITRE ATT&CK techniques associated with this trend tell a coherent story. T1190 (Exploit Public-Facing
Application) and T1203 (Exploitation for Client Execution) represent the initial foothold; T1068 (Exploitation for
Privilege Escalation) and T1211 (Exploitation for Defense Evasion) describe what follows once an attacker is
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inside. T1072 (Software Deployment Tools) suggests adversaries are also abusing trusted internal tooling after
gaining access, a pattern consistent with living-off-the-land tradecraft.

The CWE associations, CWE-119 (buffer errors), CWE-20 (input validation failures), CWE-400 (uncontrolled
resource consumption), and CWE-502 (deserialization of untrusted data), map to vulnerability classes that have
appeared repeatedly in high-severity CVEs over the past several years. These are not exotic weaknesses; they
are well-understood categories that vendors patch and that organizations frequently deprioritize due to testing
constraints, change management friction, or simple backlog volume.

The core defensive gap the report exposes is timing. Time-to-exploitation data from vendor research and threat
intelligence reports suggests exploitation of public CVEs commonly begins within days or weeks of disclosure.
Enterprise patch cycles measured in weeks or months create a window that sophisticated and opportunistic
actors alike exploit. The DBIR finding suggests this window is being used at scale.

Source confidence is medium. This analysis draws from Dark Reading's secondary coverage of the DBIR 2026,
not direct access to the full Verizon report. Specific statistical breakdowns, industry-by-industry data, and
year-over-year trend lines should be verified against the primary DBIR document before being cited in formal
risk assessments or board presentations.

I Action Checklist

1. Step 1: Assess exposure, audit your external attack surface for unpatched internet-facing systems;
prioritize applications in the CWE-119, CWE-20, CWE-400, and CWE-502 vulnerability classes, as these
represent the categories most associated with current exploit-based access trends

2. Step 2: Review patch velocity, measure your mean time to remediate (MTTR) for critical and
high-severity CVEs on public-facing assets; if MTTR exceeds 30 days, your organization is operating
within the adversary's preferred exploitation window

3. Step 3: Tune detections for T1190 and T1203, verify that your SIEM, EDR, and WAF rules are actively
alerting on anomalous application behavior, unexpected process spawning from web-tier assets, and
deserialization payloads consistent with CWE-502 exploitation

4. Step 4: Update threat model, incorporate exploit-based initial access as a primary scenario in your
threat register; run tabletop exercises that assume a perimeter breach via unpatched vulnerability rather
than credential compromise

5. Step 5: Brief leadership with specifics, present the 31% figure in context: one in three confirmed
breaches in the DBIR dataset used exploitation as the door; frame remediation investment as a direct
lever on breach probability, not a hygiene exercise

6. Step 6: Monitor CISA KEV additions, subscribe to the CISA Known Exploited Vulnerabilities catalog as
a prioritization signal; KEV additions indicate active exploitation in the wild and should trigger accelerated
remediation timelines

I IR / Forensic Enrichment

Triage Priority URGENT
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Escalation Criteria Escalate to CISO and legal counsel immediately if any evidence review (Steps 1, 3, or 6)
surfaces indicators of active or prior exploitation — including anomalous web server child
processes, outbound connections from web-tier assets to non-business IPs, or KEV-listed
CVE exploit signatures in WAF/IDS logs — as confirmed exploit-based initial access
triggering data exposure may constitute a reportable breach under GDPR Article 33, HIPAA
§164.412, or applicable state notification laws.

Recovery Notes If exploitation of a CWE-119, CWE-20, CWE-400, or CWE-502 vulnerability is confirmed on
an internet-facing asset, do not restore from backup to the same patch level — verify the
restored image is fully patched and scanned clean before returning to production, as
adversaries exploiting these vulnerability classes frequently plant web shells (T1505.003) or
scheduled tasks (T1053.005) as persistence mechanisms that survive service restarts.
Monitor the recovered asset for 30 days post-restoration using Sysmon Event ID 1 and 3
(process creation and network connections) with specific focus on web service process
lineage and any new outbound connections. Validate web application file integrity
post-recovery by running a hash comparison against known-good deployment artifacts: “find
Ivarlwww -type f -name "*.php' -0 -name ".jsp' -0 -name "*.aspx' | xargs sha256sum >
post_recovery_hashes.txt™ and diff against your pre-incident baseline.

Forensic Artifacts Web server access logs (IS W3C logs at %SystemDrive%)\inetpub\logs\LogFiles\ or
Apache/Nginx at /var/log/apache?2/ or /var/log/nginx/) — specifically POST requests with
anomalous payload sizes, binary-encoded bodies, or requests to serialization endpoints;
these are the primary forensic record of CWE-502 and CWE-20 exploitation attempts via
T1190 | Sysmon Event ID 1 (Process Creation) logs showing parent-child process
relationships where a web server process (w3wp.exe, java.exe running
Tomcat/JBoss/WebLogic, nginx worker, httpd) spawned cmd.exe, powershell.exe, sh, or bash
— the definitive indicator of server-side code execution following exploit-based initial access |
Windows Security Event Log Event ID 4688 (Process Creation with command line) and Linux
Ivar/log/auth.log or auditd logs — filter for privilege escalation or lateral movement commands
executed in the context of the web application service account, indicating post-exploitation
activity following CWE-119 or CWE-20 exploitation | File system artifacts in web root
directories (%SystemDrive%\inetpub\wwwroot\, /variwww/html/, /opt/tomcat/webapps/) —
search for newly created .jsp, .aspx, .php, or .py files not present in deployment manifests,
which are characteristic web shell artifacts (T1505.003) deployed after exploit-based initial
access via T1190 | NetFlow records or firewall session logs showing outbound connections
from web-tier servers to non-RFC1918 IP addresses on non-standard ports, particularly
short-duration high-frequency beacons consistent with C2 callback following successful
exploitation; cross-reference destination IPs against threat intel feeds (AlienVault OTX free
tier) to identify known C2 infrastructure associated with exploit-based initial access campaigns

Per-Action IR Details

Step 1: Assess exposure — audit your external attack surface for unpatched internet-facing systems;
prioritize applications in the CWE-119, CWE-20, CWE-400, and CWE-502 vulnerability classes, as these
represent the categories most associated with current exploit-based access trends

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR capability and reducing attack surface prior to an
incident

Controls: NIST SI-2 (Flaw Remediation), NIST RA-5 (Vulnerability Monitoring and Scanning), CIS 7.1 (Establish and
Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 1.1
(Establish and Maintain Detailed Enterprise Asset Inventory)
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Compensating: Run a credentialed OpenVAS or Greenbone Community Edition scan against all internet-facing
assets, filtering results for CWE-119 (buffer overflow), CWE-20 (improper input validation), CWE-400 (uncontrolled
resource consumption), and CWE-502 (deserialization of untrusted data). Cross-reference findings against the CISA
KEV catalog using a simple bash loop: "while IFS= read -r cve; do grep -i "$cve" openvas_results.csv; done <
cisa_kev_list.txt". Use Shodan Monitor (free tier) to enumerate your externally visible attack surface and flag services
running vulnerable software versions.

Evidence: Before remediating, snapshot the current state: export your asset inventory with software versions and
patch levels (e.g., via “wmic product get name,version™ on Windows or “dpkg -I" / 'rpm -ga’ on Linux), record Shodan
and Censys results for your IP ranges as a baseline, and preserve any WAF or firewall logs showing inbound traffic to
the identified vulnerable endpoints for at least the prior 90 days. This establishes a pre-remediation exposure window
that is critical if a breach is later discovered to have occurred during that gap.

Step 2: Review patch velocity — measure your mean time to remediate (MTTR) for critical and high-severity
CVEs on public-facing assets; if MTTR exceeds 30 days, your organization is operating within the adversary's
preferred exploitation window

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Measuring and improving organizational readiness metrics before
incidents occur

Controls: NIST SI-2 (Flaw Remediation), NIST SI-5 (Security Alerts, Advisories, and Directives), NIST CA-7
(Continuous Monitoring), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 7.3 (Perform Automated
Operating System Patch Management), CIS 7.4 (Perform Automated Application Patch Management)
Compensating: Build a free MTTR tracking spreadsheet: log CVE publication date (from NVD), KEV addition date
(from CISA KEV JSON feed at https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json), and
your internal patch-applied date per asset. Calculate MTTR per asset class (web-tier, database, VPN). For teams
without a patch management platform, use a weekly cron job that runs “apt list --upgradable™ or “yum check-update’
and emails the output to a distribution list, providing a documented cadence even without automation.

Evidence: Preserve historical patch records — specifically, the delta between CVE NVD publication timestamps and
your change management ticket close dates for critical/high CVEs on public-facing assets over the past 12 months. If a
breach is later tied to exploit-based access, regulators and forensic examiners will reconstruct this timeline. Pull
change management records now and archive them with hash verification (e.g., 'sha256sum
patch_records_export.csv’) before any retrospective remediation efforts alter the record.

Step 3: Tune detections for T1190 and T1203 — verify that your SIEM, EDR, and WAF rules are actively
alerting on anomalous application behavior, unexpected process spawning from web-tier assets, and
deserialization payloads consistent with CWE-502 exploitation

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Monitoring for indicators of compromise and tuning
detection capability

Controls: NIST SI-4 (System Monitoring), NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis,
and Reporting), NIST IR-4 (Incident Handling), CIS 8.2 (Collect Audit Logs)

Compensating: Deploy Sysmon with SwiftOnSecurity's config (github.com/SwiftOnSecurity/sysmon-config) and focus
on Event ID 1 (Process Create) to detect web server processes (w3wp.exe, tomcat.exe, nginx worker,
python/ruby/node spawned from web roots) launching cmd.exe, powershell.exe, or sh/bash as child processes — a
direct forensic signal of T1190 server-side exploitation. For CWE-502 deserialization detection without a WAF, deploy
the free OWASP CRS ruleset on ModSecurity and enable rules 944100-944240 (Java deserialization) and 944300
(serialized object detection). Use this Sigma rule concept: detect process creation where Parentimage contains
'tomcat’, 'jboss', 'weblogic', or 'iis' AND Image ends with '‘cmd.exe’ OR 'powershell.exe’".

Evidence: Before tuning rules, extract and preserve the current baseline of web server access logs (lIS:
“%SystemDrive%\inetpub\logs\LogFiles\", Apache/Nginx: “/var/log/apache2/access.log" or “/var/log/nginx/access.log’)
for the past 30 days, focusing on POST requests with oversized or binary-encoded payloads to serialization endpoints
(e.g., ‘linvoker/JMXInvokerServlet’, “/jmx-console’, /wsman", APl endpoints accepting
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“application/x-java-serialized-object’). Also capture existing Sysmon or Windows Security Event Log Event ID 4688
(Process Creation) records showing any web service process lineage before tuning alters detection scope.

Step 4: Update threat model — incorporate exploit-based initial access as a primary scenario in your threat
register; run tabletop exercises that assume a perimeter breach via unpatched vulnerability rather than
credential compromise

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Developing IR plans and running exercises that reflect current threat
landscape

Controls: NIST IR-2 (Incident Response Training), NIST IR-3 (Incident Response Testing), NIST IR-8 (Incident
Response Plan), NIST RA-3 (Risk Assessment), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
Compensating: Structure the tabletop around the DBIR 2026 kill chain: adversary identifies unpatched internet-facing
asset (T1190) - drops web shell or executes reverse shell — pivots internally. Use MITRE ATT&CK Navigator (free,
browser-based) to build a scenario layer covering T1190 (Exploit Public-Facing Application), T1203 (Exploitation for
Client Execution), T1505.003 (Web Shell), and T1059 (Command and Scripting Interpreter). Inject injects that force
decisions on: when to take the exploited system offline, how to distinguish exploit traffic from legitimate application
errors, and how to notify leadership when initial access is confirmed but scope is unknown.

Evidence: Capture the current state of your threat register and existing IR playbooks before the tabletop so
post-exercise gaps are documented against a known baseline. Specifically, record whether T1190 and T1203 appear
as named scenarios in your current threat model — their absence before the update is itself a finding that should be
documented in the tabletop after-action report per NIST 800-61r3 84 (Post-Incident Activity).

Step 5: Brief leadership with specifics — present the 31% figure in context: one in three confirmed breaches
in the DBIR dataset used exploitation as the door; frame remediation investment as a direct lever on breach
probability, not a hygiene exercise

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Using incident data and threat intelligence to drive
organizational improvement and leadership communication

Controls: NIST IR-6 (Incident Reporting), NIST IR-8 (Incident Response Plan), NIST SI-5 (Security Alerts, Advisories,
and Directives), NIST PM-9 (Risk Management Strategy), CIS 7.2 (Establish and Maintain a Remediation Process)
Compensating: Build a one-page leadership brief using your own MTTR data (from Step 2) mapped against the DBIR
31% figure. Structure it as: current exposure window (your MTTR in days) x attack surface size (count of
internet-facing assets with critical/high unpatched CVESs) = organizational risk posture relative to the DBIR dataset. No
commercial tools required — a spreadsheet with three columns (asset, CVE, days-unpatched) and a simple chart
makes the risk concrete without requiring a GRC platform.

Evidence: Assemble supporting data before the briefing: your current CISA KEV gap analysis (how many KEV entries
affect your assets and remain unpatched), your trailing 90-day patch compliance rate for critical CVEs on
internet-facing assets, and any WAF or IDS alerts from the past 30 days that show active scanning or exploitation
attempts against your environment. This converts the DBIR statistic from an industry figure into an
organization-specific risk statement that leadership can act on.

Step 6: Monitor CISA KEV additions — subscribe to the CISA Known Exploited Vulnerabilities catalog
(cisa.gov/known-exploited-vulnerabilities-catalog) as a prioritization signal; KEV additions indicate active
exploitation in the wild and should trigger accelerated remediation timelines

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Integrating threat intelligence to prioritize and accelerate
response to actively exploited vulnerabilities

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST SI-2 (Flaw Remediation), NIST RA-5
(Vulnerability Monitoring and Scanning), NIST IR-4 (Incident Handling), CIS 7.1 (Establish and Maintain a Vulnerability
Management Process), CIS 7.2 (Establish and Maintain a Remediation Process)
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Compensating: Automate KEV monitoring with a free daily cron job that fetches the CISA KEV JSON feed (‘curl -s
https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json’), diffs it against yesterday's
snapshot, and emails new additions to the security team. Cross-reference new KEV entries against your asset
inventory using a Python script that matches CVE IDs to your OpenVAS or Nessus Essentials (free) scan results. Set a
hard SLA in your runbook: any KEV addition affecting an internet-facing asset triggers a 72-hour patch window, not the
standard 30-day cycle, directly addressing the DBIR-documented exploitation velocity gap.

Evidence: Before treating KEV additions as a prioritization-only signal, check whether your environment already
shows exploitation indicators: query web server access logs for URI patterns and user-agent strings associated with
known exploits for newly KEV-listed CVEs, review Sysmon Event ID 3 (Network Connection) and Event ID 1 (Process
Create) logs on affected hosts for the KEV addition date minus 30 days, and pull NetFlow or firewall logs for outbound
connections from potentially affected systems to known C2 infrastructure. A KEV addition may be confirmation of an
attack already underway, not just a warning of future risk.

I Detection Guidance

Given the MITRE technique set associated with this trend, detection should span the initial access, privilege
escalation, and defense evasion stages rather than focusing exclusively on the perimeter.

For T1190 (Exploit Public-Facing Application): Review web application firewall and reverse proxy logs for
anomalous request patterns, unusually large payloads, malformed headers, repeated 5xx errors from specific
source IPs, or requests targeting admin interfaces and legacy API endpoints. Unexpected process execution
originating from web server processes (IIS, Apache, Nginx, Tomcat) is a high-fidelity indicator of successful
exploitation.

For T1203 (Exploitation for Client Execution): Monitor endpoint telemetry for document readers, browsers, or
email clients spawning unexpected child processes, particularly scripting engines (wscript.exe, mshta.exe,
powershell.exe) or network tools. These parent-child process chains are reliably detectable in EDR telemetry.

For T1068 (Exploitation for Privilege Escalation): Alert on unexpected token impersonation, sudden privilege
changes for service accounts, or local privilege escalation events occurring shortly after a new process spawns
from a web-tier or application-tier host.

For T1072 (Software Deployment Tools): Audit use of software deployment and remote management tooling for
execution originating outside normal maintenance windows or from accounts not associated with IT operations.
Attackers frequently abuse legitimate deployment tools post-compromise to move laterally without triggering
signature-based detections.

Log sources to prioritize: web server access logs, WAF alert logs, EDR process trees, Windows Security Event
Log (Event IDs 4688, 4672, 4624 with logon type 3), and network flow data showing unexpected outbound
connections from application servers.

Hunting hypothesis: Identify all internet-facing hosts with open critical or high CVEs published in the last 90
days, then cross-reference those hosts against any anomalous outbound network connections or new
scheduled tasks created in the same timeframe.

I Framework Mappings

MITRE-ATTACK

e T1190 — Exploit Public-Facing Application
e T1072 — Software Deployment Tools
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e T1203 — Exploitation for Client Execution
e T1068 — Exploitation for Privilege Escalation
* T1211 — Exploitation for Defense Evasion
NIST-800-53R5
e CA-8 — Penetration Testing
e RA-5 — Vulnerability Monitoring and Scanning
e SC-7 — Boundary Protection
e SI-2 — Flaw Remediation
e SI-7 — Software, Firmware, and Information Integrity
e SI-3 — Malicious Code Protection
e Sl|-4 — System Monitoring
¢ AC-6 — Least Privilege
e SC-5 — Denial-of-Service Protection
e SI-10 — Information Input Validation
e SI-16 — Memory Protection
CIS-Vv8
e 13.8 — Deploy a Network Intrusion Prevention Solution
e 16.10 — Apply Secure Design Principles in Application Architectures
e 7.3 — Perform Automated Operating System Patch Management
e 7.4 — Perform Automated Application Patch Management
OWASP-TOP10-2021
e A08:2021 — Software and Data Integrity Failures
¢ A03:2021 — Injection
ISO-27001-2022
e A.8.26 — Application security requirements
¢ A.8.8 — Management of technical vulnerabilities
* A.5.34 — Privacy and protection of personal information
* A.5.23 — Information security for use of cloud services
HIPAA-SECURITY
e 164.308(a)(6)(ii) — Response and Reporting
SOC2-TSC
e CC7.4 — Responds to identified security incidents
NIST-CSF-2
¢ RS.CO-03 — Recovery activities and progress communicated
I MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic
T1190 Exploit Public-Facing Application Initial-Access
T1072 Software Deployment Tools Execution
T1203 Exploitation for Client Execution Execution
T1068 Exploitation for Privilege Escalation Privilege-Escalation
T1211 Exploitation for Defense Evasion Defense-Evasion
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