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SIEM; Kubernetes-based AI workloads using OpenAI-compatible API clients

Discovery Source Rss:T1 Threatintel

Executive Summary

Organizations deploying large language model applications in Kubernetes environments face an attack

class, prompt injection and agent manipulation, that operates entirely at the natural-language inference

layer and bypasses every traditional security control built around network traffic, file behavior, and system

calls. CrowdStrike's 2026 Global Threat Report links a 37% year-over-year rise in cloud-conscious

intrusions to this undermonitored surface, and the company's extended Falcon AIDR capability represents

the first broadly available runtime sensor targeting the prompt layer without requiring workload

architectural changes. The signal for security leadership is structural: AI workloads are reaching

production faster than security tooling can instrument them, and the detection gap is being measured in

quarters, not patches.

Technical Analysis

The attack class described here does not exploit a discrete vulnerability with a CVE identifier. It exploits a

structural blind spot: the inference layer of a deployed LLM application is a live command interpreter, accepting

natural language as input, and production security tooling has no native visibility into what that interpreter

receives or produces. Prompt injection (CWE-74, related to CWE-77 in the context of

LLM-as-command-interpreter) allows an attacker to craft inputs that redirect model behavior, override system

instructions, or coerce an AI agent into executing unintended actions. Information disclosure via model outputs

(CWE-200) enables exfiltration of context-window contents, system prompts, or data retrieved through tool calls.

Protection mechanism failure (CWE-693) reflects the broader reality: guardrails implemented at the model level

are application-layer controls with no fallback enforcement at the infrastructure layer.
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The MITRE ATT&CK techniques associated with this surface are instructive. T1190 (Exploit Public-Facing

Application) and T1059 (Command and Scripting Interpreter) map to prompt injection as an initial access and

execution vector. T1611 (Escape to Host) surfaces in agentic architectures where an LLM with tool-calling

capabilities can be manipulated into issuing system commands that break container boundaries. T1530 (Data

from Cloud Storage) and T1552 (Unsecured Credentials) become relevant when agents have been granted

broad cloud permissions and an adversary can redirect their actions through crafted prompts. T1602 (Data from

Configuration Repository) rounds out the picture for deployments where AI workloads have read access to

configuration or secrets stores.

Kubernetes is the operative deployment context because it concentrates risk: containerized AI workloads share

orchestration infrastructure, often carry broad IAM permissions scoped to service accounts, and are frequently

deployed with the same CI/CD velocity as stateless microservices, with security review lagging behind release

cadence. CrowdStrike's Falcon AIDR extension addresses this by instrumenting the Falcon Container Sensor to

observe OpenAI-compatible API calls at runtime, without inserting a proxy into the request path. This is a

meaningful architectural choice: proxy-based approaches alter workload behavior and introduce latency, which

has historically caused security tooling to be disabled in production AI environments to preserve throughput.

Agentless or sensor-native visibility removes that friction.

The 37% increase in cloud-conscious intrusions cited in CrowdStrike's 2026 Global Threat Report is the metric

security teams should anchor their risk conversations to. Cloud-conscious intrusions are distinguished from

opportunistic cloud compromises by attacker behavior: these actors understand cloud control planes, IAM

permission structures, and workload identity, and they adapt their tradecraft accordingly. AI workloads in

Kubernetes are a natural next target because they combine application-layer access, broad permission grants,

and immature security instrumentation.

Action Checklist

1. Step 1: Assess exposure, inventory all LLM-based applications in production or staging, specifically

those deployed in Kubernetes and using OpenAI-compatible API clients; confirm whether Falcon AIDR or

equivalent prompt-layer instrumentation is active on those workloads

2. Step 2: Review controls, audit service account permissions attached to AI workload pods; apply

least-privilege IAM to model inference containers; verify that container escape detection (T1611) is

covered by your runtime security tooling; confirm no AI workload has unrestricted access to cloud storage,

secrets managers, or configuration repositories

3. Step 3: Update threat model, add prompt injection, jailbreak, and agent manipulation as explicit attack

vectors in your threat register; map them to MITRE ATT&CK T1059, T1190, T1611, T1530, and T1552;

assign ownership to the team responsible for AI application security

4. Step 4: Communicate findings, brief engineering and product leadership that AI workloads require

security instrumentation before production deployment, not after; frame the 37% cloud-conscious intrusion

increase (CrowdStrike 2026 Global Threat Report) as the business-relevant trend driving urgency

5. Step 5: Monitor developments, track CrowdStrike Falcon AIDR release notes for expanded detection

coverage; watch MITRE ATLAS (Adversarial Tactics, Techniques, and Common Knowledge for Machine

Learning Systems) for emerging prompt injection technique classifications; monitor OWASP LLM Top 10

updates for revised guidance on inference-layer controls
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IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent if Falcon AIDR, Falco, or API gateway logs detect any prompt injection
attempt that caused an LLM agent to make an authenticated call to a secrets manager (AWS
SSM GetParameter, HashiCorp Vault API), cloud storage bucket (S3 GetObject/ListObjects),
or internal configuration repository — indicating successful T1552 or T1530 exploitation via
agent manipulation rather than theoretical exposure.

Recovery Notes Post-containment, verify that all AI workload pod service accounts have been scoped to
least-privilege and that no inference container retains ambient credentials to cloud storage or
secrets managers; re-run 'kubectl auth can-i --list' for all AI workload service accounts to
confirm. Deploy or confirm active Falcon AIDR or Falco coverage on all LLM-hosting nodes
and establish a 30-day baseline of inference-layer telemetry before declaring recovery
complete, since prompt injection campaigns may involve low-and-slow reconnaissance that
does not trigger high-severity alerts immediately. Monitor API gateway access logs and model
endpoint call volumes for anomalous token consumption or unusual downstream API call
patterns for a minimum of 30 days post-remediation, as agent manipulation attacks may have
established persistent instruction chains in conversation context stores or vector databases
that survive pod restarts.

Forensic Artifacts Kubernetes API server audit logs filtered for pod exec events (verb: create, resource:
pods/exec) against AI workload namespaces — a prompt injection causing agent code
execution would appear here if the agent invoked kubectl or shell commands via a tool call |
LLM inference API gateway access logs (AWS API Gateway, Kong, or nginx ingress) showing
the raw request/response bodies for the model endpoint — these contain the injected prompt
text and the model's manipulated output, which are the primary evidence of a prompt injection
attack and are not captured by any network or file-based security control | Falcon AIDR
telemetry or Falco alert logs from nodes hosting OpenAI-compatible API client pods,
specifically events matching rule categories for 'unexpected outbound connection from
container' or 'sensitive file access from container' that occurred within the same time window
as anomalous model inference calls | Cloud provider IAM access logs (AWS CloudTrail, GCP
Audit Logs, Azure Monitor) filtered for GetSecretValue, GetParameter, ListBuckets, or
equivalent calls originating from the IP addresses of Kubernetes nodes running LLM
workloads — these would evidence T1552 or T1530 exploitation driven by a manipulated
agent | Vector database or conversation memory store contents (e.g., Pinecone, Weaviate,
Redis) snapshotted at time of incident — a sophisticated prompt injection attack may have
poisoned the RAG retrieval context or persistent memory with adversarial instructions that
persist across sessions and survive container restarts

Per-Action IR Details

Step 1: Assess exposure — inventory all LLM-based applications in production or staging, specifically those

deployed in Kubernetes and using OpenAI-compatible API clients; confirm whether Falcon AIDR or equivalent

prompt-layer instrumentation is active on those workloads

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establish IR capability and asset visibility before incidents occur

Controls: NIST IR-4 (Incident Handling) — establish handling capability covering AI inference workloads, NIST SI-4

(System Monitoring) — extend monitoring scope explicitly to LLM inference containers, NIST CM-8 (System

Component Inventory) — enumerate Kubernetes pods running OpenAI-compatible API clients as distinct asset class,

CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) — include LLM application pods, model
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endpoints, and API gateway configurations, CIS 2.1 (Establish and Maintain a Software Inventory) — document LLM

framework versions (LangChain, LlamaIndex, OpenAI SDK) deployed in each pod

Compensating: Run 'kubectl get pods --all-namespaces -o json | jq .items[].spec.containers[].env' to enumerate

environment variables referencing OPENAI_API_KEY, ANTHROPIC_API_KEY, or model endpoint URLs — these

identify LLM-integrated workloads without a commercial inventory tool. Cross-reference against 'kubectl get

serviceaccounts --all-namespaces' to map which pods have attached IAM roles. Document results in a spreadsheet

with columns: namespace, pod name, model provider, API key present (yes/no), Falcon sensor active (yes/no).

Evidence: Before inventorying, capture a point-in-time snapshot of all running pods and their annotations: 'kubectl get

pods --all-namespaces -o yaml > pod_snapshot_$(date +%Y%m%d).yaml'. Also pull Kubernetes audit logs from your

control plane (typically /var/log/kube-apiserver-audit.log or CloudTrail for EKS) filtered for pod creation events in the 90

days prior — this establishes when AI workloads were first deployed and whether any were launched without going

through standard CI/CD pipelines, which may indicate unauthorized model deployments.

Step 2: Review controls — audit service account permissions attached to AI workload pods; apply

least-privilege IAM to model inference containers; verify that container escape detection (T1611) is covered by

your runtime security tooling; confirm no AI workload has unrestricted access to cloud storage, secrets

managers, or configuration repositories

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Harden environment and close attack paths that would amplify incident

impact

Controls: NIST AC-6 (Least Privilege) — restrict pod service account permissions to only the model inference API

calls required; remove S3/GCS/Blob and Secrets Manager access from inference containers, NIST IR-4 (Incident

Handling) — document container escape (T1611) detection coverage as a preparation gap if runtime tooling does not

cover it, NIST SI-7 (Software, Firmware, and Information Integrity) — verify runtime security agent (Falcon Container

Sensor or equivalent) is active on AI workload nodes and reporting, CIS 5.4 (Restrict Administrator Privileges to

Dedicated Administrator Accounts) — ensure LLM pod service accounts cannot perform cluster-admin or node-level

operations, CIS 6.3 (Require MFA for Externally-Exposed Applications) — enforce authentication on any externally

exposed LLM inference endpoint or prompt API

Compensating: Use 'kubectl auth can-i --list --as=system:serviceaccount::' for each AI workload service account to

enumerate what permissions it currently holds — flag any that return 'yes' for secrets/get, s3:GetObject, or equivalent

cloud storage verbs. For container escape detection without Falcon, deploy Falco (open source, CNCF project) with

the default ruleset; the rule 'Terminal shell in container' and 'Container Escape Attempt' will fire on T1611 syscall

patterns (unshare, nsenter, chroot into host paths). Deploy Falco via Helm: 'helm install falco falcosecurity/falco --set

falco.grpc.enabled=true'.

Evidence: Before remediating IAM, export a full permission snapshot: 'kubectl get clusterrolebindings,rolebindings

--all-namespaces -o yaml > rbac_snapshot_$(date +%Y%m%d).yaml'. For cloud-managed Kubernetes

(EKS/GKE/AKS), pull IAM role policies attached to node instance profiles and pod identity annotations — these are the

blast-radius evidence if a prompt injection attack successfully causes an agent to exfiltrate data from S3 or call AWS

SSM Parameter Store. Capture CloudTrail or GCP Audit Log entries for GetSecretValue, GetParameter, or ListBuckets

calls originating from your AI workload node IPs in the prior 30 days to establish whether lateral movement via

over-privileged service accounts has already occurred.

Step 3: Update threat model — add prompt injection, jailbreak, and agent manipulation as explicit attack

vectors in your threat register; map them to MITRE ATT&CK T1059, T1190, T1611, T1530, and T1552; assign

ownership to the team responsible for AI application security

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Maintain and update threat models and playbooks to reflect current

attack surface

Controls: NIST RA-3 (Risk Assessment) — formally document prompt injection and agent manipulation as threat

scenarios with likelihood and impact ratings against your specific LLM-Kubernetes stack, NIST IR-8 (Incident

Response Plan) — update IR plan to include a prompt injection playbook that defines detection criteria, containment
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actions, and escalation paths specific to LLM workloads, NIST SI-5 (Security Alerts, Advisories, and Directives) —

subscribe to MITRE ATLAS updates and OWASP LLM Top 10 revisions as authoritative advisory sources for this

threat class, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — add inference-layer attack

vectors to your vulnerability management scope, distinct from traditional CVE-based patch cycles, CIS 7.2 (Establish

and Maintain a Remediation Process) — define remediation SLAs for prompt injection findings since no CVSS patch

cycle applies; remediation is architectural, not patch-based

Compensating: Document threat model entries in a shared wiki or markdown file with columns: attack vector, MITRE

ATT&CK ID, MITRE ATLAS technique (e.g., AML.T0051 for LLM Prompt Injection), affected system, detection method,

owner, and review date. For teams without a formal GRC tool, the OWASP Threat Dragon (free, open source) can

model LLM-specific data flows and annotate prompt injection paths between user input, the inference API, and

downstream tool calls (e.g., code execution, database queries, API calls triggered by the agent).

Evidence: Before finalizing the threat model, pull the CrowdStrike 2026 Global Threat Report's cloud-conscious

intrusion statistics as documented evidence for risk register justification — note this is a vendor report and should be

cited as such, not as a government or standards body finding. Review your existing SIEM or log aggregator for any

prior alerts on the T1611 (Escape to Host) or T1530 (Data from Cloud Storage Object) technique IDs on nodes running

AI workloads; absence of alerts may indicate detection gap rather than absence of activity, which itself is a threat

model finding worth documenting.

Step 4: Communicate findings — brief engineering and product leadership that AI workloads require security

instrumentation before production deployment, not after; frame the 37% cloud-conscious intrusion increase

(CrowdStrike 2026 Global Threat Report) as the business-relevant trend driving urgency

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establish communication plans and stakeholder awareness before

incidents occur

Controls: NIST IR-6 (Incident Reporting) — establish pre-defined reporting channels and thresholds so that prompt

injection detections from Falcon AIDR or Falco reach security leadership without delay, NIST IR-2 (Incident Response

Training) — include AI application developers and ML engineers in IR training so they understand how prompt injection

manifests at the application layer versus the infrastructure layer, NIST IR-8 (Incident Response Plan) — update IR plan

communications annex to include AI application owners and model pipeline engineers as notified parties, CIS 17.1

(Designate Personnel to Manage Incident Handling) — formally assign an owner for AI security incidents distinct from

general cloud security if the organization's AI workload footprint justifies it

Compensating: For resource-constrained teams, a one-page brief is sufficient: include the specific finding from Step 1

(number of unprotected LLM pods), the MITRE ATT&CK techniques mapped in Step 3, and one concrete attack

scenario specific to your stack (e.g., 'A prompt injection in our customer-facing chatbot pod could cause the LangChain

agent to call our internal document retrieval API and exfiltrate contracts to an attacker-controlled endpoint'). Avoid

generic statistics as the primary argument — leadership responds to your environment, not industry averages. Use the

37% figure as supporting context, not the lead.

Evidence: Gather concrete evidence from your own environment to support the brief rather than relying solely on the

vendor report statistic: export the RBAC snapshot from Step 2, the pod inventory from Step 1, and any Falco or Falcon

AIDR alerts from the prior 30 days to quantify your actual exposure. If no instrumentation exists yet, the absence of any

inference-layer logs is itself the finding — document it as 'zero visibility into prompt-layer activity across N LLM pods in

production' with the pod count from Step 1 as the quantified blast radius.

Step 5: Monitor developments — track CrowdStrike Falcon AIDR release notes for expanded detection

coverage; watch MITRE ATLAS (the adversarial ML framework) for emerging prompt injection technique

classifications; monitor OWASP LLM Top 10 updates for revised guidance on inference-layer controls

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Update detection capabilities, threat intelligence sources, and

lessons learned to improve future response

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives) — formally integrate MITRE ATLAS, OWASP LLM

Top 10, and Falcon AIDR release notes into your security advisory intake process on a defined cadence, NIST IR-4
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(Incident Handling) — update incident handling procedures each time MITRE ATLAS classifies a new prompt injection

or agent manipulation technique to ensure playbooks remain current, NIST AU-6 (Audit Record Review, Analysis, and

Reporting) — establish a recurring review of inference-layer logs (Falcon AIDR telemetry, Falco alerts, API gateway

logs) on a defined frequency aligned to the pace of ATLAS technique updates, CIS 7.1 (Establish and Maintain a

Vulnerability Management Process) — incorporate MITRE ATLAS technique releases as a trigger for vulnerability

management review cycles, parallel to the CVE/NVD feed process, CIS 7.2 (Establish and Maintain a Remediation

Process) — define a remediation workflow for newly classified ATLAS techniques that assigns ownership and a

response SLA within 30 days of classification

Compensating: Set up free RSS or webhook monitoring for MITRE ATLAS (https://atlas.mitre.org — verify this

resolves; labeled as a search-retrieved URL, recommend human validation), OWASP LLM Top 10 GitHub repository

release notifications, and CrowdStrike product update announcements. Use a free tool like Huginn (open source

automation) or a simple cron job that fetches the ATLAS techniques JSON and diffs it against the prior week's version,

alerting on any new technique IDs added under the 'LLM' or 'Prompt Injection' tactic categories. For Falcon AIDR

specifically, subscribe to CrowdStrike's product changelog RSS if available through your existing support portal.

Evidence: Establish a baseline log archive before this monitoring cadence begins: export all current Falcon AIDR

detections, Falco alerts, and Kubernetes API server audit logs related to AI workload pods into an immutable storage

location (S3 with object lock, or equivalent) tagged with today's date. This baseline enables meaningful trend

comparison as new ATLAS techniques emerge — you can retrospectively query whether technique patterns were

present before they were formally classified, which is a key input to threat hunting hypothesis development under NIST

800-61r3 §3.2 detection and analysis.

Detection Guidance

Traditional SIEM and EDR telemetry will not surface prompt injection attempts natively. Detection requires

instrumentation at the inference layer. Priority detection areas:

1. API call volume anomalies: Unusual spikes in tokens per request or atypical input length distributions in

OpenAI-compatible API logs may indicate injection payloads. Baseline normal prompt length and flag outliers.

2. Agent tool-call sequences: In agentic deployments, monitor the sequence and target of tool calls initiated by

the LLM. A model that suddenly issues filesystem reads, credential lookups, or network requests outside its

normal operational pattern warrants investigation.

3. Container escape indicators (T1611): Watch for unexpected process spawning from inference containers,

namespace traversal attempts, or privileged syscall patterns from pods not designated as privileged.

Kubernetes audit logs should capture pod-level anomalies.

4. Cloud storage and secrets access (T1530, T1552): Enable CloudTrail, Cloud Audit Logs, or equivalent, and

alert on AI workload service accounts accessing S3 buckets, secrets manager entries, or configuration stores

outside defined operational scope.

5. Model output inspection: Where architecturally feasible, log and analyze model outputs for patterns consistent

with data exfiltration (structured data in unexpected formats, base64 blobs, credential strings). This is

application-layer logging, not infrastructure logging, and requires explicit implementation.

6. OWASP LLM Top 10 controls audit: Use the OWASP LLM Top 10 as a policy audit checklist. Specifically,

assess whether system prompt contents are protected from extraction and whether output handling sanitizes

model responses before downstream consumption.

Framework Mappings
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MITRE-ATTACK

• T1611 — Escape to Host

• T1602 — Data from Configuration Repository

• T1059 — Command and Scripting Interpreter

• T1530 — Data from Cloud Storage

• T1552 — Unsecured Credentials

• T1210 — Exploitation of Remote Services

• T1190 — Exploit Public-Facing Application

NIST-800-53R5

• CM-7 — Least Functionality

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• SI-7 — Software, Firmware, and Information Integrity

• AC-6 — Least Privilege

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SI-10 — Information Input Validation

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

OWASP-TOP10-2021

• A03:2021 — Injection

• A01:2021 — Broken Access Control

CIS-V8

• 16.10 — Apply Secure Design Principles in Application Architectures

• 8.2 — Collect Audit Logs

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

ISO-27001-2022

• A.5.23 — Information security for use of cloud services

MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic

T1611 Escape to Host Privilege-Escalation

T1602 Data from Configuration Repository Collection

T1059 Command and Scripting Interpreter Execution

T1530 Data from Cloud Storage Collection

T1552 Unsecured Credentials Credential-Access

T1210 Exploitation of Remote Services Lateral-Movement

T1190 Exploit Public-Facing Application Initial-Access

Sources

Source URL Tier

Blog https://www.crowdstrike.com/en-us/blog/falcon-aidr-detects-threats-... T3

https://www.crowdstrike.com/en-us/blog/falcon-aidr-detects-threats-... T3

https://www.crowdstrike.com/en-us/blog/crowdstrike-expands-real-tim... T3

https://www.crowdstrike.com/en-us/blog/crowdstrike-secures-growing-... T3

CrowdStrike Extends
Falcon AIDR to
Kubernetes AI
Workloads

https://techjacksolutions.com/scc-intel/crowdstrike-extends-falcon-... T3
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