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I Executive Summary

A joint US-China law enforcement operation dismantled a large-scale fraud network operating from
Dubai, marking a rare instance of bilateral cooperation between two nations frequently at odds on
cybersecurity issues. The operation targeted scam infrastructure likely combining socia engineering,
telecommunications fraud, and cyber-enabled fraud techniques against individuals across multiple
jurisdictions. For security and risk leaders, the operation signals that transnational fraud networks are
drawing enough geopolitical attention to overcome longstanding diplomatic friction, and that the threat
model for consumer-facing fraud extends well beyond any single nation's enforcement reach.

I Technical Analysis

The Dubai-based operation represents a category of cybercrime-adjacent fraud infrastructure that blends
traditional organized crime with cyber-enabled techniques. Based on the MITRE ATT&CK techniques
associated with this campaign, T1566 (Phishing), T1598 (Spearphishing for Information), and T1656
(Impersonation), the network likely employed layered social engineering: initial contact via phishing or
unsolicited communications, information harvesting through pretexting, and impersonation of trusted entities
(financial institutions, government agencies, or employers) to extract money or credentials from victims.

Dubai has emerged as a recurring hub for transnational fraud operations, offering geographic distance from
primary victim populations, a complex regulatory environment, and access to telecommunications infrastructure
that facilitates number spoofing and call routing across jurisdictions. These operations frequently recruit
individuals, sometimes through force or deception, to staff fraud call centers, a model documented extensively in
Southeast Asia and increasingly observed in the Gulf region.
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The US-China dimension is geopolitically significant. The two governments maintain adversarial postures on
most cybersecurity matters, including state-sponsored intrusion activity. Cooperation against a third-country
fraud operation suggests both governments shared a victim population substantial enough to create mutual
enforcement interest, a condition that tends to arise when fraud operations target citizens of both nations
simultaneously or when financial losses reach a threshold that compels diplomatic engagement.

Specific details - victim counts, financial losses, arrest numbers, and seized infrastructure - have not been
confirmed from primary sources at publication time. The White House executive order on combating cybercrime
and fraud (March 2026) and FBI cyber alert channels are the highest-tier sources associated with this story,
though neither has been confirmed to contain specific reporting on this operation. As of publication, official DOJ,
FBI, and State Department statements on this specific operation have not been independently verified by this
publication. Readers should monitor official channels for confirmed operational details.

I Action Checklist

1. Step 1: Assess exposure, determine whether your organization's employees, customers, or partners
have been targeted by impersonation campaigns (T1656) mimicking your brand, domain, or executive
identities

2. Step 2: Review controls, verify anti-phishing controls (email filtering, DMARC/DKIM/SPF enforcement),
employee phishing simulation coverage, and caller ID / voice phishing (vishing) awareness training are
current

3. Step 3: Update threat model, incorporate Dubai-linked transnational fraud networks as a threat actor
category in your social engineering threat register, particularly if your organization operates in or has
customers across the Gulf region, US, or China

4. Step 4: Communicate findings, brief leadership on the emerging pattern of cyber-enabled fraud
targeting individuals at scale; frame this as a reputational and customer trust risk if your brand could be
impersonated

5. Step 5: Monitor developments, track DOJ, FBI, and State Department press releases for confirmed
operational details, arrest counts, and any published indicators; subscribe to FBI IC3 alerts for fraud
campaign updates

I IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent if active lookalike domains impersonating your brand are discovered
targeting your customers, if employees report unsolicited contact from individuals claiming to
represent your organization, or if DMARC aggregate reports reveal a spike in spoofed email
volume originating from Gulf-region IP ranges — any of these conditions suggests your brand
has been specifically selected by this or a similar network, triggering reputational harm and
potential state consumer protection notification obligations.
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Recovery Notes Recovery for this threat class centers on brand integrity rather than system restoration: if
active impersonation infrastructure is confirmed, submit takedown requests to the registrar
and hosting provider via ICANN UDRP or direct abuse contact, and notify affected customers
proactively before media exposure forces the disclosure. Post-takedown, maintain passive
DNS monitoring on your primary domain and its top-50 dnstwist permutations for at least 90
days, as this network type has demonstrated infrastructure reconstitution after law
enforcement action. Document all takedown actions and customer notifications with
timestamps for regulatory record-keeping under applicable consumer protection or financial
services frameworks.

Forensic Artifacts DMARC aggregate reports (XML, delivered to rua: address): reveal unauthorized sending
sources using your domain, including lookalike domains or direct spoofs; filter for SPF=fail
AND DKIM=fail alignment within the past 90 days as the highest-confidence impersonation
signal | Email gateway quarantine and rejection logs: query for messages with executive
display names (CEO, CFO, General Counsel) where the envelope From domain differs from
the header From domain — this exact mismatch pattern is the technical signature of
BEC-style fraud consistent with this network's reported social engineering methods | Domain
registration WHOIS and passive DNS records for brand permutation domains: use
SecurityTrails free tier or ViewDNS.info to pull historical DNS for dnstwist-generated variants;
registrations clustering in late 2025 or using privacy-protected Gulf-region registrars are
prioritized artifacts | Employee and customer abuse inbox logs (abuse@yourdomain,
security@yourdomain): inbound reports of suspicious calls or emails impersonating your
brand are first-party evidence of active targeting; export and date-stamp all reports received in
the 6 months preceding this advisory | Telephony CDR (Call Detail Records) for corporate
main lines and executive direct lines: query for inbound international calls originating from
UAE country code (+971) or spoofed US numbers with short duration (under 60 seconds)
followed by rapid repeat attempts — this pattern is consistent with vishing probing behavior
documented in fraud network operations of this type

Per-Action IR Details

Step 1: Assess exposure — determine whether your organization's employees, customers, or partners have
been targeted by impersonation campaigns (T1656) mimicking your brand, domain, or executive identities

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: identifying scope and verifying whether adversary activity
has touched organizational assets

Controls: NIST IR-5 (Incident Monitoring), NIST SI-4 (System Monitoring), CIS 7.1 (Establish and Maintain a
Vulnerability Management Process)

Compensating: Run a free domain permutation scan using dnstwist (github.com/elceef/dnstwist) against your primary
domain to enumerate lookalike domains registered by this network. Cross-reference results against urlscan.io and
Google Safe Browsing Transparency Report (no account required) to identify active impersonation pages. Search X
(Twitter) and Telegram for brand name + scam keyword combinations using free search operators. Two-person task:
one runs dnstwist, one queries urlscan.io bulk search for your domain string.

Evidence: Before executing discovery scans, capture a point-in-time snapshot of your DMARC aggregate reports (rua:
inbox) showing failed SPF/DKIM alignment events — these reveal domains already spoofing your identity. Export email
gateway logs filtering on sender domain similarity (Levenshtein distance variants of your domain). Check your brand
monitoring or abuse@domain inbox for end-user-reported impersonation complaints. Document registration dates of
any lookalike domains found — registration clusters around the time of this Dubai operation (late 2025—early 2026) are
a prioritization signal.

Step 2: Review controls — verify anti-phishing controls (email filtering, DMARC/DKIM/SPF enforcement),
employee phishing simulation coverage, and caller ID / voice phishing (vishing) awareness training are
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current

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: verifying that tools, controls, and training required to handle social
engineering incidents are operational before an incident is confirmed

Controls: NIST IR-2 (Incident Response Training), NIST SI-3 (Malicious Code Protection), NIST IR-4 (Incident
Handling), CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 4.7 (Manage Default Accounts on
Enterprise Assets and Software)

Compensating: Validate DMARC policy posture for free using MXToolbox DMARC lookup
(mxtoolbox.com/dmarc.aspx) — confirm policy is 'p=reject’ not 'p=none’; '‘p=none’ provides zero enforcement against
this network's spoofing. For vishing-specific training gaps, deploy a free tabletop exercise script: have the security team
cold-call three employees posing as IT helpdesk requesting credential resets — document failure rate. For email
simulation on zero budget, use GoPhish (open source) to run a single campaign mimicking an executive wire-transfer
or credential-harvest lure, which matches the modus operandi of this Dubai-based fraud network.

Evidence: Pull the last 90 days of DMARC aggregate XML reports to establish a baseline of legitimate sending
sources before tightening policy — tightening without a baseline can break business email. Document current phishing
simulation click rates and report rates by department; this becomes the pre-incident baseline if an active campaign is
later discovered. Export your email gateway's recent quarantine log for messages flagged with SPF fail + executive
display name — this pattern is characteristic of business email compromise (BEC) and CEO fraud tactics used by this
network type.

Step 3: Update threat model — incorporate Dubai-linked transnational fraud networks as a threat actor
category in your social engineering threat register, particularly if your organization operates in or has
customers across the Gulf region, US, or China

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: maintaining a current threat model and threat intelligence inputs as a
foundational IR capability

Controls: NIST RA-3 (Risk Assessment), NIST IR-8 (Incident Response Plan), NIST SI-5 (Security Alerts, Advisories,
and Directives), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and
Maintain a Remediation Process)

Compensating: Add a threat actor entry to your threat register using the MITRE ATT&CK Group template (free, no
tooling required). Map this network's confirmed TTPs: T1656 (Impersonation), T1598 (Phishing for Information), T1566
(Phishing), and T1598.004 (Spearphishing Voice) for vishing. Source actor details from the DOJ press release on this
operation and FBI IC3 annual report fraud category data (both free, public). For Gulf-region exposure specifically,
cross-reference your customer database geography against known victim jurisdictions cited in the DOJ announcement
— this narrows the risk to affected customer segments.

Evidence: Before updating the threat model, document the current state: export your existing threat register entries for
'social engineering' or ‘fraud' actor categories to show delta before/after. Capture the DOJ/FBI press release URL and
operation name as the authoritative source citation for this new actor category — threat model entries without sourcing
erode audit credibility. If your organization has a STIX/TAXII feed, note the absence of a formal indicator package for
this operation at time of writing, which itself is an intelligence gap worth documenting.

Step 4: Communicate findings — brief leadership on the emerging pattern of cyber-enabled fraud targeting
individuals at scale; frame this as a reputational and customer trust risk if your brand could be impersonated

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: communicating lessons learned and threat intelligence findings
to organizational stakeholders to improve posture

Controls: NIST IR-6 (Incident Reporting), NIST IR-7 (Incident Response Assistance), NIST IR-4 (Incident Handling),
CIS 8.2 (Collect Audit Logs)

Compensating: Prepare a one-page executive brief using publicly available FBI IC3 2023 Internet Crime Report
statistics (total fraud losses, BEC category losses) to quantify the financial materiality of this threat class — concrete
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dollar figures land better with non-technical leadership than threat actor descriptions. Include a screenshot of any
lookalike domains found in Step 1 as visual evidence. Circulate the brief via your standard GRC/risk committee
communication channel and retain a dated copy in your risk register to demonstrate due diligence — this matters if a
customer later claims your brand impersonation caused them harm.

Evidence: Collect and attach to the leadership brief any end-user reports of suspicious calls or emails impersonating
your brand received in the past 90 days — these are direct evidence that the threat is not hypothetical for your
organization. If your brand monitoring service (or manual urlscan.io search from Step 1) identified active lookalike
domains, include registration WHOIS data showing registrant country, registrar, and creation date as supporting
artifacts.

Step 5: Monitor developments — track DOJ, FBI, and State Department press releases for confirmed
operational details, arrest counts, and any published indicators; subscribe to FBI IC3 alerts for fraud
campaign updates

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: integrating external threat intelligence into ongoing
monitoring to identify relevant adversary activity

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST IR-5 (Incident Monitoring), NIST AU-6 (Audit
Record Review, Analysis, and Reporting), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Create a free IFTTT or RSS feed aggregator (e.g., Feedly free tier) pulling DOJ.gov/news,
FBIl.gov/news, and IC3.gov/media/news RSS feeds — this delivers new press releases without manual monitoring.
When indicators are eventually published (phone numbers, domain patterns, cryptocurrency wallet addresses
associated with this operation), ingest them as YARA string patterns or firewall block lists immediately. Use the free
MISP community instance (misp-project.org) or OpenCTIl community edition to track the indicator lifecycle for this
operation over time. Assign one team member a 15-minute weekly review cadence for these feeds.

Evidence: Maintain a dated intelligence log file (even a simple timestamped markdown document) recording each
DOJ/FBI release reviewed, what indicators were published, and what internal action was taken — this creates an
auditable intelligence-to-action chain. When phone numbers or sending domains are published by DOJ, query your
telephony CDR logs and email gateway logs retroactively for any matches to confirm whether your organization or
customers were previously contacted by this network.

I Detection Guidance

Security teams should focus detection efforts on the three mapped techniques: phishing (T1566), spearphishing
for information (T1598), and impersonation (T1656). Key detection and hunting priorities include:

*Email and communication logs:** Hunt for inbound messages spoofing executive names, financial institution
domains, or government agency identifiers. Review DMARC aggregate reports for unauthorized senders using
your domain. Flag high-volume inbound campaigns with lookalike domains (e.g., homograph attacks,
hyphenated variants).

**|dentity and access logs:** Monitor for credential stuffing patterns or account login attempts from Gulf region
IP ranges if that geography is anomalous for your user base. Review helpdesk ticket patterns for social
engineering indicators, unusual password reset requests, account recovery calls citing urgency.

**Endpoint and communication monitoring:** Look for employee reports of unsolicited calls from numbers
claiming to be internal IT, executives, or vendors. Vishing campaigns frequently precede credential harvesting
attempts.

**Brand monitoring:** If your organization has consumer-facing products, monitor for domain registrations
mimicking your brand, spoofed social media accounts, or fraudulent advertisements, common impersonation
vectors for this class of operation.
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**Threat intelligence feeds:** Prioritize feeds covering fraud infrastructure, bulletproof hosting, and
telecommunications fraud. Once law enforcement publishes official indicators from this operation,
cross-reference against DNS query logs, email gateway logs, and firewall deny logs.

I Framework Mappings

MITRE-ATTACK
e T1656 — Impersonation
e T1598 — Phishing for Information
e T1566 — Phishing
NIST-800-53R5
* AT-2 — Literacy Training and Awareness
* CA-7 — Continuous Monitoring
e SC-7 — Boundary Protection
* SI-3 — Malicious Code Protection
¢ Sl-4 — System Monitoring
¢ SI-8 — Spam Protection

CIS-Vv8

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

I MITRE ATT&CK Mapping

Technique ID Technigue Name Tactic
T1656 Impersonation Defense-Evasion
T1598 Phishing for Information Reconnaissance
T1566 Phishing Initial-Access
I Sources
Source URL Tier
gemini https://cisoseries.com/cybersecurity-news-roblox-hackers-arrested-m... T3
Targeted Attacks - How https://www.fraud.com/post/targeted-attacks T3

to recognise and
prevent them -
Fraud.com
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Source URL Tier
Combating Cybercrime, https://www.whitehouse.gov/presidential-actions/2026/03/combating-c... T1

Fraud, and Predatory
Schemes Against ...

Cyber Alerts - FBl.gov https://www.fbi.gov/investigate/cyber/alerts T1

To Counter Online https://www.stimson.org/2025/to-counter-online-scams-and-fraud-addr... T3
Scams and Fraud,
Address Consumer ...

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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