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Lithuania Investigates Suspected Foreign-Linked
Data Leak of 600,000+ National Register Entries

| | CVSS 7.5
SCC Item ID SCC-DBR-2026-0140
Type Data Breach
Severity HIGH
CVSS Base Score 7.5
Affected Products Lithuanian national data registers, real estate registry and legal entities registry
Published 2026-05-25
Discovery Source Gemini

I Executive Summary

Lithuanian authorities are investigating a breach of national government registers containing over 600,000
entries covering real estate ownership and legal entity records. Access was gained through compromised
ingtitutional credentials rather than a software exploit, with officials publicly suspecting Russian
state-affiliated involvement. The exposed data creates direct risk of intelligence collection, influence
operations, and targeted surveillance against Lithuanian nationals, government-linked individuals, and
ingtitutional actors.

I Technical Analysis

The breach affected Lithuania's real estate registry and legal entities registry. The attack vector was
credential-based unauthorized access (CWE-287: Improper Authentication; CWE-522: Insufficiently Protected
Credentials) rather than exploitation of a software vulnerability, no CVE has been assigned. Compromised
credentials belonging to authorized institutions were used to exfiltrate over 600,000 registry entries. Relevant
MITRE ATT&CK techniques include T1078 (Valid Accounts), T1589 (Gather Victim Identity Information), T1590
(Gather Victim Network Information), and T1530 (Data from Cloud Storage Object). The threat actor profile
aligns with state-sponsored intelligence collection: registry data enables ownership mapping, individual
identification, and targeting of persons linked to government or strategic assets. Attribution remains unconfirmed
and under active investigation by Lithuanian authorities.

I Action Checklist
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1. Containment, Audit all service accounts and institutional credentials with access to government data
registers or high-value data repositories. Suspend or rotate any credentials flagged as shared, dormant, or
issued to third-party institutions. Per NIST AC-2 (Account Management) and CIS 5.3 (Disable Dormant
Accounts).

2. Detection, Review authentication logs for anomalous bulk query patterns, off-hours access, or large
data exports by institutional accounts. Look for T1078 indicators: logins from unexpected source IPs,
geographic mismatches, or access volumes inconsistent with normal institutional use. Enable alerting per
NIST AU-6 (Audit Record Review, Analysis, and Reporting) and CIS 8.2 (Collect Audit Logs).

3. Eradication, Force credential rotation for all accounts with access to sensitive registries or data stores
containing personally identifiable or structurally sensitive records. Apply D3-CRO (Credential Rotation)
and D3-MFA (Multi-factor Authentication). Enforce MFA for all institutional access points per CIS 6.3
(Require MFA for Externally-Exposed Applications) and CIS 6.4 (Require MFA for Remote Network
Access).

4. Recovery, Validate that rotated credentials are active and that prior credentials are fully invalidated.
Monitor post-rotation authentication logs for continued anomalous access attempts, which may indicate
persistence via secondary accounts or session token abuse. Confirm audit logging is intact and
unmodified per NIST AU-9 (Protection of Audit Information).

5. Post-Incident, Conduct a privileged access review against the principle of least privilege (NIST AC-6).
Assess whether institutional credential sharing practices created unnecessary exposure. Evaluate whether
access to bulk registry queries requires additional authorization controls or rate limiting. Document findings
per NIST IR program requirements.

I IR/ Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to national CERT (CERT-LT) and relevant EU authorities if post-rotation
authentication logs show continued successful logins under rotated credentials (indicating
undetected secondary persistence), if exfiltrated data is observed circulating on threat
intelligence feeds or darknet sources, or if the 600,000-record breach volume triggers
mandatory notification obligations under the EU NIS2 Directive and GDPR Article 33 (72-hour
supervisory authority notification threshold).

Recovery Notes Post-containment, maintain elevated monitoring of authentication logs for all registry access
points for a minimum of 30 days, with specific focus on any institutional account from partner
organizations (municipal governments, notary systems, banking sector) that previously held
bulk-query access — state-affiliated actors commonly pre-position secondary access paths
before primary credentials are burned. Verify that all API session tokens, Kerberos tickets,
and any federated trust tokens issued prior to the breach window have been explicitly
invalidated at the token store level, not merely password-rotated, since credential rotation
alone does not terminate live sessions in most government registry architectures. Coordinate
with Lithuania's CERT-LT and EU-CERT for threat intelligence sharing on the suspected
Russian state-affiliated TTPs observed, as correlated I0Cs (source IP ranges, query patterns,
exfiltration timing) may support attribution and inform defensive posture for other EU member
state registries using similar architectures.
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Forensic Artifacts Registry application query audit logs — capture the full session-level log showing account
name, source IP, query type (single-record vs. bulk export), record count returned, and
timestamp for all sessions in the 90 days preceding discovery; the 600,000-record exfiltration
volume will manifest as a statistically anomalous spike in records-returned per session for one
or more institutional accounts. | Windows Security Event Log Event IDs 4624 (Successful
Logon) and 4648 (Logon Using Explicit Credentials) on registry-facing servers — filter for
Logon Type 3 (Network) from source IPs outside Lithuanian government ASN ranges;
state-level actors accessing compromised institutional credentials frequently originate from
VPS or proxy infrastructure in third-country ASNSs. | Active Directory LastLogonDate and
PasswordLastSet attributes for all accounts in the registry access group — dormant accounts
with stale PasswordLastSet dates that show recent LastLogonDate entries are the primary
indicator of compromised-credential misuse consistent with this breach's access vector. |
Network flow records (NetFlow/IPFIX) from the registry perimeter firewall for the suspected
exfiltration window — a bulk export of 600,000 structured records will produce an anomalous
outbound data volume spike (estimated 500MB—2GB depending on record schema) to a
single destination IP, distinguishable from normal registry traffic baselines. | Federation and
SSO token issuance logs (SAML assertion logs, OAuth token grants) for any third-party
institutional integrations — Lithuanian national registries likely use federated identity for
partner institution access, and the compromised credential may have been a federated
service account whose token grants would appear in the identity provider's issuance log
rather than standard AD authentication records.

Per-Action IR Details

Containment — Audit all service accounts and institutional credentials with access to government data
registers or high-value data repositories. Suspend or rotate any credentials flagged as shared, dormant, or
issued to third-party institutions. Reference NIST AC-2 (Account Management) and CIS 5.3 (Disable Dormant
Accounts).

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-2 (Account Management), NIST AC-6 (Least Privilege), CIS 5.1 (Establish and Maintain an
Inventory of Accounts), CIS 5.3 (Disable Dormant Accounts), CIS 5.4 (Restrict Administrator Privileges to Dedicated
Administrator Accounts)

Compensating: Export the full account list from the Lithuanian register authentication system (Active Directory or
LDAP) using 'Get-ADUser -Filter * -Properties LastLogonDate,Enabled | Export-Csv accounts.csv'. Flag any account
with LastLogonDate older than 45 days or with DisplayName referencing third-party institutions (partner ministries,
municipal offices, notary systems). Disable flagged accounts immediately via 'Disable-ADAccount -ldentity ' and
document each action with timestamp in a chain-of-custody log.

Evidence: Before suspending any account, capture a full Active Directory account export including LastLogonDate,
PasswordLastSet, MemberOf, and Created timestamps for all accounts with access to the real estate and legal entity
registries. Preserve the registry application's own access control list (ACL) exports and any federation trust
configurations (e.g., SAML or OAuth tokens issued to partner institutions) that may have been the compromised
credential vector. These establish the pre-containment access baseline and cannot be reconstructed post-rotation.

Detection — Review authentication logs for anomalous bulk query patterns, off-hours access, or large data
exports by institutional accounts. Look for T1078 indicators: logins from unexpected source IPs, geographic
mismatches, or access volumes inconsistent with normal institutional use. Enable alerting per NIST AU-6
(Audit Record Review, Analysis, and Reporting) and CIS 8.2 (Collect Audit Logs).

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis
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Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-12 (Audit
Record Generation), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, parse the government register's application-layer access logs using PowerShell:
'Import-Csv auth_log.csv | Where-Object { $_.QueryCount -gt 500 -or $_.Hour -notin 7..18 } | Sort-Object QueryCount
-Descending | Export-Csv anomalous_sessions.csv'. Cross-reference source IPs against known Lithuanian
government IP ranges using a free IP geolocation tool (e.g., ip-api.com batch lookup via curl). Apply the public Sigma
rule ‘'win_susp_bulk_data_access.yml' adapted for the register's log schema to flag sessions exceeding 1,000 record
retrievals — consistent with bulk exfiltration of 600,000+ entries. For MITRE T1078 (Valid Accounts) detection, query
the Windows Security Event Log for Event ID 4624 (Successful Logon) filtered on Logon Type 3 (Network) from
non-Lithuanian ASN source IPs.

Evidence: Preserve the register application's query audit logs covering at minimum 90 days prior to the suspected
breach window, capturing session tokens, source IP addresses, account names, query types (single-record lookup vs.
bulk export), record counts returned, and timestamps. Also collect network flow logs (NetFlow/IPFIX) from the registry's
perimeter for the same period to correlate data volume egressed per session against record counts — a single session
returning 600,000 entries will show anomalous byte-count spikes. Capture Windows Security Event Log Event ID 4624
and 4634 (logon/logoff) for all service accounts on registry-facing servers before any rotation occurs.

Eradication — Force credential rotation for all accounts with access to sensitive registries or data stores
containing personally identifiable or structurally sensitive records. Apply D3-CRO (Credential Rotation) and
D3-MFA (Multi-factor Authentication). Enforce MFA for all institutional access points per CIS 6.3 (Require MFA
for Externally-Exposed Applications) and CIS 6.4 (Require MFA for Remote Network Access).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IA-5 (Authenticator Management), NIST AC-17 (Remote Access), CIS 6.3 (Require MFA for
Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network Access), CIS 6.5 (Require MFA for
Administrative Access)

Compensating: For teams without enterprise IAM tooling, force password reset for all registry-access accounts via
'Get-ADUser -SearchBase "OU=RegistryUsers,DC=gov,DC=It" -Filter * | Set-ADUser -ChangePasswordAtLogon
$true'. Deploy free TOTP-based MFA (e.g., FreeOTP or Google Authenticator) integrated via RADIUS or a self-hosted
Authelia instance in front of any web-facing registry portal. For shared institutional credentials that cannot be
immediately individualized, implement per-IP allowlisting at the firewall restricting registry access to known institutional
source IP ranges as an interim compensating control, documented with an exception approval.

Evidence: Before executing credential rotation, collect and preserve all active session tokens, Kerberos TGT/TGS
tickets (using 'klist' on relevant servers), and any OAuth/SAML bearer tokens issued to third-party institutional accounts
that had access to the Lithuanian real estate and legal entity registries. These tokens may remain valid
post-password-rotation if not explicitly invalidated, and their existence confirms the persistence mechanism. Also
snapshot the registry application's session table if accessible, to identify any sessions that were initiated under the
compromised credentials but remain live.

Recovery — Validate that rotated credentials are active and that prior credentials are fully invalidated. Monitor
post-rotation authentication logs for continued anomalous access attempts, which may indicate persistence
via secondary accounts or session token abuse. Confirm audit logging is intact and unmodified per NIST
AU-9 (Protection of Audit Information).

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-9 (Protection of Audit Information), NIST AU-11 (Audit Record Retention), NIST AC-12 (Session
Termination), CIS 8.2 (Collect Audit Logs)

Compensating: Verify old credentials are fully invalidated by attempting a test authentication with a pre-rotation
credential snapshot (in a safe, isolated environment) and confirming rejection. Monitor the registry application's
authentication logs in real time using 'Get-WinEvent -LogName Security -FilterXPath "*[System[EventID=4625]]" |
Where-Object { $_.TimeCreated -gt (Get-Date).AddHours(-1) }' to detect Event ID 4625 (Failed Logon) spikes that may
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indicate an adversary retrying invalidated credentials or probing for secondary accounts. For log integrity, verify audit
log file hashes (SHA-256 via 'certutil -hashfile SHA256') against pre-incident baseline hashes to detect tampering
consistent with a state-level actor attempting to cover exfiltration evidence.

Evidence: Before declaring recovery complete, capture and hash the current authentication log set as the
post-remediation baseline. Retrieve and review the registry application's session invalidation records to confirm all
pre-rotation sessions tied to institutional credentials — particularly those originating from non-Lithuanian IP ranges —
were terminated and not re-established. Document any post-rotation authentication attempt (Event ID 4625) originating
from source IPs seen during the anomalous bulk-query window, as these represent the strongest indicator of continued
adversary access or automated credential reuse tooling.

Post-Incident — Conduct a privileged access review against the principle of least privilege (NIST AC-6).
Assess whether institutional credential sharing practices created unnecessary exposure. Evaluate whether
access to bulk registry queries requires additional authorization controls or rate limiting. Document findings
per NIST IR program requirements.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST AC-6 (Least Privilege), NIST AC-5 (Separation of Duties), NIST AU-6 (Audit Record Review, Analysis,
and Reporting), NIST IR-4 (Incident Handling), CIS 7.1 (Establish and Maintain a Vulnerability Management Process),
CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Conduct the privileged access review using a free PAM audit script: enumerate all accounts with
bulk-query permissions against the registry API or database using 'Get-ADGroupMember -Identity
"RegistryBulkAccess" -Recursive | Export-Csv bulk_access_accounts.csv', then cross-reference against actual query
volumes from the recovered logs to identify accounts with bulk-query rights that never legitimately needed them.
Propose and document API rate limiting at the registry's application layer (e.g., 100 records per session per 15-minute
window) as an architectural control to prevent re-exfiltration of 600,000+ entries regardless of credential compromise,
which is achievable in most web frameworks with a single middleware configuration change.

Evidence: For the lessons-learned report, compile the full timeline of institutional credential issuance for third-party
partners (notary offices, municipal governments, banking sector entities with registry AP| access), specifically
identifying how many accounts were shared credentials vs. individual named accounts, and how long dormant
accounts remained active with bulk-query rights. This institutional credential sprawl across the Lithuanian government
ecosystem is the root-cause artifact — its documentation directly informs architectural changes to prevent recurrence
and supports any regulatory breach notification obligations under Lithuanian law and EU NIS2 Directive requirements.

I Detection Guidance

Focus detection efforts on authentication and data access logs for registry systems or equivalent high-value
data repositories. Key behavioral indicators aligned with T1078 and T1530: (1) institutional or service accounts
performing bulk record queries outside established baselines; (2) login events from IP addresses inconsistent
with the institution's known network ranges; (3) access during off-hours not consistent with operational patterns;
(4) large data exports or sequential record retrievals that deviate from typical query volume. If SIEM is available,
build correlation rules flagging accounts that query more than a defined threshold of records within a short
window. Apply D3-LAM (Local Account Monitoring) for on-premise registry systems and D3-UAP (User Account
Permissions) review to validate access entitlements. Per NIST AU-2 (Event Logging), confirm that
authentication events, query activity, and export actions are captured in audit logs.

I Framework Mappings

MITRE-ATTACK
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e T1078 — Valid Accounts

e T1590 — Gather Victim Network Information

e T1589 — Gather Victim Identity Information

e T1530 — Data from Cloud Storage
NIST-800-53R5

e AC-2 — Account Management

¢ AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)

¢ |A-5 — Authenticator Management

¢ |A-8 — Identification and Authentication (Non-Organizational Users)
OWASP-TOP10-2021

e AQ07:2021 — Identification and Authentication Failures

e A04:2021 — Insecure Design

CIS-v8

* 6.3 — Require MFA for Externally-Exposed Applications
* 6.4 — Require MFA for Remote Network Access
e 6.5 — Require MFA for Administrative Access

e 5.2 — Use Unigue Passwords
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

* CC7.4 — Responds to identified security incidents

¢ (CC6.3 — Authorizes, modifies, or removes access
HIPAA-SECURITY

e 164.312(d) — Person or Entity Authentication
e 164.308(a)(5)(ii)(D) — Password Management
e 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

¢ A.5.34 — Privacy and protection of personal information
NIST-CSF-2

* RS.CO-03 — Recovery activities and progress communicated

I MITRE ATT&CK Mapping
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Technique ID Techniqgue Name Tactic
T1078 Valid Accounts Defense-Evasion
T1590 Gather Victim Network Information Reconnaissance
T1589 Gather Victim Identity Information Reconnaissance
T1530 Data from Cloud Storage Collection
Sources
Source URL Tier
gemini https://apnews.com/article/lithuania-data-leak-foreign-involvement-...
Lithuania suspects https://www.journal-news.com/nation-world/lithuania-suspects-foreig... T3

foreign involvement in
data leak of over 600000

Lithuania suspects https://www.daytondailynews.com/nation-world/lithuania-suspects-for... T3
foreign involvement in

data leak of over

600,000 ...

Lithuaniais on high https://www.facebook.com/photo.php?fbid=1364121029096557&set=a.... T3
alert for cyber attacks

after a massive data

leak ...

National data protection https://www.dlapiperdataprotection.com/?t=authority&c=LT T3
authority in Lithuania

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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