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Hartford HealthCare Credential Compromise
Exposes 22,500 Connecticut Medicaid Patient
Records
DATA BREACH | HIGH | CVSS 7.5

SCC Item ID SCC-DBR-2026-0139

Type Data Breach

Severity HIGH

CVSS Base Score 7.5

Affected Products Connecticut Medicaid Provider Portal, Hartford HealthCare Payment Accounts

Published 2 days ago

Discovery Source Serper

Executive Summary

A threat actor used compromised credentials to access Hartford HealthCare's payment accounts on the

Connecticut Medicaid provider portal and downloaded files belonging to approximately 22,500 Medicaid

patients. Exposed data likely includes patient identifiers, health coverage details, and payment-related

information. This is an account compromise, not a software vulnerability, the risk to other organizations

lies in inadequately protected provider portal credentials and insufficient access controls on government

healthcare portals.

Technical Analysis

Attack vector: credential compromise of provider portal accounts (MITRE T1078, Valid Accounts; T1078.004,

Cloud Accounts). The threat actor authenticated to the Connecticut Medicaid provider portal using Hartford

HealthCare payment account credentials and exfiltrated files via authorized portal download functions (T1530,

Data from Cloud Storage). No CVE is assigned; this is an access control failure rather than a software

vulnerability exploitation event. Relevant CWEs: CWE-284 (Improper Access Control), CWE-359 (Exposure of

Private Personal Information to Unauthorized Actor), CWE-522 (Insufficiently Protected Credentials). No vendor

advisory, patch, or KEV entry exists. Attribution to a known threat actor has not been confirmed. Source quality

is T3 (regional news and social media amplification); no official HHS breach filing or Hartford HealthCare press

release was available in the source set at time of writing.
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Action Checklist

1. Step 1: Containment, Immediately audit all active sessions on any state Medicaid provider portal

accounts your organization holds. Terminate unrecognized sessions and rotate all portal credentials.

Apply NIST AC-12 (Session Termination) by forcing re-authentication across all provider portal accounts.

If you use the Connecticut Medicaid portal specifically, notify the Connecticut Department of Social

Services and follow their incident reporting process.

2. Step 2: Detection, Review authentication logs for your Medicaid portal accounts for logins from unusual

IP addresses, geolocations, or user agents, especially bulk file download events. Query your identity

provider or SSO logs for valid account abuse indicators: successful logins at off-hours, multiple failed

attempts followed by success, or logins from IPs not associated with known office or VPN egress points.

Apply NIST AU-6 (Audit Record Review) and CIS 8.2 (Collect Audit Logs).

3. Step 3: Eradication, Rotate all credentials used to access Medicaid provider portals and any shared

credential stores where those passwords were held. Enforce MFA on all portal accounts per CIS 6.3

(Require MFA for Externally-Exposed Applications) and NIST AC-7 (Unsuccessful Logon Attempts lockout

policy). Audit credential storage practices against CWE-522; ensure portal passwords are not stored in

plaintext, spreadsheets, or shared mailboxes.

4. Step 4: Recovery, After credential rotation, monitor portal accounts for 30 days for resumed

unauthorized access attempts. Validate that MFA enrollment is complete for all portal users. Confirm with

the relevant state Medicaid agency that your accounts show no further unauthorized activity. Apply NIST

AU-6 ongoing review cadence. Verify audit logging (AU-2, AU-12) captures all portal authentication events

going forward.

5. Step 5: Post-Incident, Conduct a privileged account inventory for all external government portal

credentials your organization holds, mapped to NIST AC-2 (Account Management) and CIS 5.1 (Establish

and Maintain an Inventory of Accounts). Implement least-privilege access so only designated billing staff

can download patient files per NIST AC-6 (Least Privilege) and CIS 5.4 (Restrict Administrator Privileges).

Evaluate whether a Privileged Access Management (PAM) solution or role-based access controls can limit

file download permissions to only staff with business justification, reducing the blast radius of future portal

credential compromises.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to legal counsel, privacy officer, and HIPAA breach notification workflow
if confirmed unauthorized access to Connecticut Medicaid patient records is verified — the
22,500-patient scope and presence of PHI (patient identifiers, health coverage, payment data)
triggers mandatory HIPAA Breach Notification Rule reporting to HHS OCR within 60 days and
likely requires notification to affected individuals and the Connecticut Attorney General under
Conn. Gen. Stat. § 36a-701b.
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Recovery Notes After credential rotation and MFA enforcement, maintain daily review of the Connecticut
Medicaid portal account activity log for the first 7 days, then weekly for the remaining 23 days
of the 30-day monitoring window — the threat actor may attempt to re-access using previously
harvested session tokens or by re-compromising credentials through the same initial vector.
Verify with CT DSS that server-side session invalidation was performed on all previously
authenticated sessions associated with your provider accounts, not just client-side logout.
Retain all portal authentication logs, download audit trails, and IdP sign-in records for a
minimum of 3 years to support potential HHS OCR investigation and any state regulatory
inquiry.

Forensic Artifacts Connecticut Medicaid provider portal account activity log: full export of all authentication
events, file download events (including file names, sizes, and timestamps), and session
metadata (source IP, user-agent) for the 90 days preceding discovery — this is the primary
artifact establishing scope of the 22,500-record exfiltration and attacker dwell time. | Identity
provider (Azure AD, Okta, or Google Workspace) sign-in logs filtered to the Connecticut
Medicaid portal application: capture successful and failed authentication attempts with source
IP geolocation data, device fingerprint, and MFA challenge/response outcomes — MITRE
T1078 indicators will appear here as off-hours logins or authentications from IPs resolving to
residential ISPs or known proxy/VPN services. | Network perimeter proxy or DNS logs from
billing workstations: outbound connections to the Connecticut DSS Medicaid portal domain
during the incident window, correlated against the list of authorized billing staff workstations —
connections originating from unexpected internal hosts or outside business hours indicate
either credential sharing or a compromised endpoint used as a pivot. | Shared credential
stores and email records: exports from shared mailboxes, billing team email folders, or file
shares (SharePoint, network drive) containing the portal credentials — these establish how
the credentials were stored prior to compromise and whether password reuse or plaintext
storage (CWE-522) contributed to the breach, directly supporting root cause analysis. | HHS
OCR breach notification submission record and CT DSS incident report acknowledgment:
while not traditional forensic artifacts, these regulatory submission records document the
organization's knowledge timeline and scope determination, which are critical evidence if HHS
OCR or the Connecticut AG conducts a post-breach compliance investigation under HIPAA
and Conn. Gen. Stat. § 36a-701b.

Per-Action IR Details

Step 1: Containment — Immediately audit all active sessions on any state Medicaid provider portal accounts

your organization holds. Terminate unrecognized sessions and rotate all portal credentials. Apply NIST AC-12

(Session Termination) by forcing re-authentication across all provider portal accounts. If you use the

Connecticut Medicaid portal specifically, notify the Connecticut Department of Social Services and follow

their incident reporting process.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-12 (Session Termination), NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), CIS

5.3 (Disable Dormant Accounts)

Compensating: For teams without a centralized IAM console: contact the Connecticut Medicaid portal helpdesk

directly to request an administrative session kill for your organization's accounts, then document the call with

timestamp and representative name. Simultaneously, use your browser's developer tools or any proxy (Burp Suite

Free) to confirm active session tokens are invalidated post-logout. Pull the portal's last-login timestamps manually from

the account profile page and screenshot before rotating credentials — this is forensic evidence.

Evidence: Before rotating credentials, capture: (1) A full screenshot or export of the Connecticut Medicaid portal's

active session list, including session start times, IP addresses, and user-agent strings for every active session. (2) The
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portal's account activity or audit log page showing all logins and file download events tied to your organization's

payment accounts. (3) Your organization's credential management records (password manager export, IT ticketing

system entries, or email records) showing who held access to the compromised portal accounts and when credentials

were last changed. Preserve all of this before terminating sessions — session metadata is ephemeral and may be

purged after logout.

Step 2: Detection — Review authentication logs for your Medicaid portal accounts for logins from unusual IP

addresses, geolocations, or user agents, especially bulk file download events. Query your identity provider or

SSO logs for T1078 indicators: successful logins at off-hours, multiple failed attempts followed by success, or

logins from IPs not associated with known office or VPN egress points. Apply NIST AU-6 (Audit Record

Review) and CIS 8.2 (Collect Audit Logs). Use D3-LAM (Local Account Monitoring) techniques to flag

anomalous account activity.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2 (Event Logging), NIST AU-3

(Content of Audit Records), CIS 8.2 (Collect Audit Logs), MITRE ATT&CK T1078 (Valid Accounts)

Compensating: Without a SIEM: export your identity provider's (Azure AD, Okta, or Google Workspace) sign-in logs to

CSV and filter in Excel or PowerShell for (a) logins to the Connecticut Medicaid portal URL during the exposure

window, (b) source IPs outside your known office/VPN CIDR ranges, and (c) user-agent strings inconsistent with your

standard browser fleet. If your organization uses direct portal credentials (not SSO), request a 90-day authentication

log export from the Connecticut DSS portal helpdesk. For email-based credential phishing detection, search your mail

gateway logs (Exchange message trace or Google Admin audit) for emails containing 'medicaid,' 'portal,' or 'CT DSS'

originating from external domains in the 30 days prior to the incident.

Evidence: Preserve before analysis: (1) Identity provider sign-in logs (Azure AD Sign-in Logs, Okta System Log, or

Google Workspace Admin Audit Log) filtered to the portal's application ID or SAML assertion target for the full 90-day

window preceding discovery — look for MITRE T1078 indicators including off-hours successful authentications and IPs

resolving to residential ISPs or VPN/proxy services. (2) The Connecticut Medicaid portal's file download audit trail

showing which patient record files were accessed, their sizes, and the timestamps — this establishes scope of the

22,500-record exfiltration. (3) DNS query logs or proxy logs from your network perimeter showing outbound

connections to the Connecticut Medicaid portal from hosts other than your designated billing workstations.

Step 3: Eradication — Rotate all credentials used to access Medicaid provider portals and any shared

credential stores where those passwords were held. Enforce MFA on all portal accounts per CIS 6.3 (Require

MFA for Externally-Exposed Applications) and NIST AC-7 (Unsuccessful Logon Attempts lockout policy).

Audit credential storage practices against CWE-522 — ensure portal passwords are not stored in plaintext,

spreadsheets, or shared mailboxes. Apply D3-CRO (Credential Rotation) and D3-CH (Credential Hardening).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST AC-7 (Unsuccessful Logon Attempts), NIST IA-5 (Authenticator Management), NIST AC-3 (Access

Enforcement), CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 5.2 (Use Unique Passwords), CIS 4.7

(Manage Default Accounts on Enterprise Assets and Software)

Compensating: Without a PAM tool: use Bitwarden (free tier) or KeePassXC to immediately migrate Connecticut

Medicaid portal credentials out of any shared mailboxes, Excel files, or sticky-note storage into an encrypted vault with

role-based access. Run this PowerShell one-liner to search for plaintext credential files on billing workstations:

`Get-ChildItem -Path C:\ -Recurse -Include *.xlsx,*.csv,*.txt -ErrorAction SilentlyContinue | Select-String -Pattern

'medicaid|portal|ctdss|password' | Select-Object Path,LineNumber,Line | Export-Csv credential_audit.csv`. For MFA

where the portal supports it, enroll TOTP using Google Authenticator or Authy — both are free. If the Connecticut

Medicaid portal does not natively support MFA, document this as a residual risk and request MFA enablement from CT

DSS in writing.

Evidence: Before credential rotation, document: (1) All locations where the compromised Connecticut Medicaid portal

credentials existed — check LastPass/1Password vault exports, browser saved-password exports (Chrome:
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`chrome://password-manager/passwords`), IT ticketing system records, and any shared mailbox folders labeled 'billing'

or 'portal.' (2) Whether password reuse existed by checking if the compromised portal password matches credentials in

your IdP (Active Directory, Azure AD) using a controlled hash comparison — do NOT transmit the plaintext password.

(3) Any MFA bypass or recovery codes previously issued for the portal account, which an attacker may also have

captured.

Step 4: Recovery — After credential rotation, monitor portal accounts for 30 days for resumed unauthorized

access attempts. Validate that MFA enrollment is complete for all portal users. Confirm with the relevant state

Medicaid agency that your accounts show no further unauthorized activity. Apply NIST AU-6 ongoing review

cadence. Verify audit logging (AU-2, AU-12) captures all portal authentication events going forward.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2 (Event Logging), NIST AU-12 (Audit

Record Generation), NIST AU-11 (Audit Record Retention), CIS 8.2 (Collect Audit Logs), CIS 6.3 (Require MFA for

Externally-Exposed Applications)

Compensating: Without automated monitoring: establish a manual weekly review cadence using a shared calendar

reminder. Each week for 30 days post-rotation, a designated billing staff member logs into the Connecticut Medicaid

portal and exports the account activity log, comparing it against the known-good baseline of authorized users and their

typical access hours. Store weekly exports in a dated folder for audit trail purposes. Set up a free Canary Token

(canarytokens.org) linked to the portal login URL and email it to the billing team — any attacker reusing a phished link

will trigger an alert. For IdP-level monitoring without a SIEM, configure Azure AD or Google Workspace to send login

anomaly alerts via email to the security team.

Evidence: Before declaring recovery complete, verify: (1) The Connecticut Medicaid portal account activity log shows

zero authentication events from IP addresses or user-agents identified during the detection phase. (2) Your IdP's MFA

enrollment report confirms 100% coverage for all accounts with portal access — export this as a dated CSV and retain

it as evidence of remediation. (3) Written confirmation from Connecticut DSS (email or portal message) that no further

unauthorized access has been detected on your provider accounts since credential rotation — this serves as

third-party corroboration of eradication and supports breach notification documentation.

Step 5: Post-Incident — Conduct a privileged account inventory for all external government portal credentials

your organization holds, mapped to NIST AC-2 (Account Management) and CIS 5.1 (Establish and Maintain an

Inventory of Accounts). Implement least-privilege access so only designated billing staff can download

patient files per NIST AC-6 (Least Privilege) and CIS 5.4 (Restrict Administrator Privileges). Evaluate whether a

PAM solution or D3-UAP (User Account Permissions) controls can reduce the blast radius of future portal

credential compromises.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST AC-2 (Account Management), NIST AC-6 (Least Privilege), NIST AC-5 (Separation of Duties), NIST

AU-11 (Audit Record Retention), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 5.4 (Restrict

Administrator Privileges to Dedicated Administrator Accounts), CIS 6.1 (Establish an Access Granting Process), CIS

6.2 (Establish an Access Revoking Process), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Without a PAM tool: build a spreadsheet-based external portal credential inventory covering every

state Medicaid, CMS, and government billing portal your organization accesses — columns should include: portal

name, URL, account owner, account type (shared vs. individual), MFA status, last credential rotation date, and data

access scope (read-only vs. file download). Review this inventory quarterly. Apply least-privilege by requesting that CT

DSS and other state portals restrict your account's file-download permissions to only the specific billing staff role that

requires it — submit this as a formal access reconfiguration request in writing. Use osquery on billing workstations to

maintain a running inventory: `SELECT * FROM users WHERE type='local';` to detect unauthorized local accounts that

could be used to access portals without attribution.

Evidence: For the lessons-learned record, compile: (1) A timeline of the credential compromise — from earliest

anomalous login detected in IdP logs to discovery — to determine the attacker's dwell time within Hartford
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HealthCare's Connecticut Medicaid accounts. (2) The complete list of files downloaded from the Connecticut Medicaid

portal during the unauthorized access window, as provided by CT DSS, to validate the 22,500-patient scope and

support HIPAA breach notification obligations. (3) Documentation of how the credentials were originally compromised

(phishing, credential stuffing, password reuse from a prior breach) if determinable — check haveibeenpwned.com for

the associated email addresses and cross-reference with known breach databases to identify the likely initial access

vector.

Detection Guidance

Query authentication logs and identity provider records for the following behavioral indicators consistent with

valid account abuse (T1078) and data exfiltration from cloud storage (T1530): (1) Successful portal logins from

IP addresses outside your known corporate or VPN egress ranges; (2) Login events at unusual hours for billing

or payment staff accounts; (3) Bulk file download or export events from the Medicaid portal shortly after

authentication, especially if the volume is atypical for normal billing workflows; (4) Multiple failed login attempts

followed by a successful login on the same account within a short window (credential stuffing pattern, relevant to

CWE-522 and CIS 8.2 log review). If your organization uses a SIEM, build correlation rules on portal

authentication source IPs combined with high-volume download events. No confirmed IOCs (IPs, domains,

hashes) have been publicly released for this incident. Account monitoring and file analysis techniques apply

where portal audit logs are accessible, focus on authentication source IP, login timing, and bulk download

events correlated with successful logins.

Framework Mappings

MITRE-ATTACK

• T1657 — Financial Theft

• T1078.004 — Cloud Accounts

• T1530 — Data from Cloud Storage

• T1078 — Valid Accounts

NIST-800-53R5

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• AC-3 — Access Enforcement

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

• A04:2021 — Insecure Design

• A07:2021 — Identification and Authentication Failures

CIS-V8

• 6.1 — Establish an Access Granting Process

• 6.2 — Establish an Access Revoking Process
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• 5.2 — Use Unique Passwords

• 6.3 — Require MFA for Externally-Exposed Applications

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC7.4 — Responds to identified security incidents

• CC6.3 — Authorizes, modifies, or removes access

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

• 164.308(a)(5)(ii)(D) — Password Management

• 164.312(d) — Person or Entity Authentication

• 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1657 Financial Theft Impact

T1078.004 Cloud Accounts Defense-Evasion

T1530 Data from Cloud Storage Collection

T1078 Valid Accounts Defense-Evasion

Sources

Source URL Tier

https://www.wfsb.com/2026/05/22/data-breach-exposes-information-225... T3

A hacker gained access
to Hartford HealthCare
payment accounts ...

https://www.facebook.com/WFSB3/posts/a-hacker-gained-access-to-hart... T3

Data breach exposes
information of 22,500
Connecticut Medicaid ...

https://www.youtube.com/watch?v=HlRgijl_rbY T3

A hacker gained access
to Hartford HealthCare
payment accounts ...

https://www.instagram.com/p/DYpyiLRmSG5/ T3
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Source URL Tier

Data breach exposes
information of 22,500
Connecticut Medicaid ...

https://hacknotice.com/2026/05/23/data-breach-exposes-information-o... T3
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