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Comcast Xfinity $117.5M Class-Action
Settlement, 2023 Data Breach
DATA BREACH | HIGH

SCC Item ID SCC-DBR-2026-0126

Type Data Breach

Severity HIGH

Affected Products Comcast Xfinity customer accounts, breach occurred October 2023; estimated ~35 million
customers affected

Published 1 day ago

Discovery Source Serper

Executive Summary

Comcast has agreed to a $117.5 million class-action settlement following an October 2023 breach of

Xfinity customer accounts, affecting an estimated 35 million people. Attackers exploited CVE-2023-4966

(CitrixBleed) in Citrix NetScaler appliances to bypass authentication and hijack session tokens, exposing

usernames, hashed passwords, names, contact information, partial Social Security numbers, and dates of

birth. For organizations, this event illustrates the business cost of unpatched network edge infrastructure

and the regulatory and reputational exposure that follows large-scale credential and PII compromise.

Technical Analysis

The breach originated from exploitation of CVE-2023-4966 (CitrixBleed), a buffer over-read vulnerability in Citrix

NetScaler ADC and NetScaler Gateway. Successful exploitation allowed unauthenticated remote attackers to

retrieve valid session tokens from device memory, bypassing multi-factor authentication entirely (CWE-287:

Improper Authentication; CWE-384: Session Fixation). Exposed data included usernames, hashed passwords

(CWE-312: Cleartext Storage of Sensitive Information, hashing mitigates but does not eliminate risk), partial

SSNs, dates of birth, names, and contact information. MITRE techniques involved: T1078 (Valid Accounts,

session token hijacking produced authenticated access), T1550.004 (Use Alternate Authentication Material:

Web Session Cookie), and T1555 (Credentials from Password Stores). Citrix released patches for

CVE-2023-4966 on October 10, 2023 (NetScaler ADC and NetScaler Gateway versions 14.1-8.50, 13.1-49.15,

13.0-92.19, 12.1-FIPS 12.1-55.300, 13.1-FIPS 13.1-37.159, 12.1-NDcPP 12.1-55.300). Comcast disclosed the

breach in December 2023. The breach occurred in October 2023, shortly after patches were released on

October 10; this indicates Comcast's appliances had not been patched before attackers exploited the

vulnerability.
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Action Checklist

1. Containment, Audit all Citrix NetScaler ADC and NetScaler Gateway appliances in your environment. If

CVE-2023-4966 patches (released October 10, 2023) have not been applied, isolate affected appliances

from internet-facing exposure immediately. Revoke all active sessions on unpatched or recently patched

appliances per Citrix security advisory for CVE-2023-4966 (verify current advisory ID on Citrix Security

Advisories page).

2. Detection, Review NetScaler access logs for anomalous session activity in the October-December 2023

window and continuing forward. Look for T1550.004 indicators: authenticated sessions originating from

unexpected source IPs, geographic anomalies, or sessions that bypassed MFA flows. Query SIEM for

event patterns matching unusual NetScaler management-plane access or large-volume data reads from

authenticated sessions.

3. Eradication, Apply Citrix patches per the official CVE-2023-4966 advisory if not already done: target

versions 14.1-8.50+, 13.1-49.15+, 13.0-92.19+, or FIPS/NDcPP equivalents. After patching, terminate all

active sessions and force re-authentication. Rotate service account credentials that may have been

accessible via hijacked sessions.

4. Recovery, Validate patch application against Citrix version strings on all appliances. Monitor

authentication logs post-remediation for residual anomalous session behavior. Confirm MFA flows are

functioning correctly and that session tokens are not persisting beyond expected lifetimes. Run a

credential exposure check for any accounts that authenticated through affected appliances during the

exposure window.

5. Post-Incident, Evaluate network edge patching SLAs: CVE-2023-4966 had a public patch before

confirmed exploitation at Comcast. Review your patch-to-deploy cycle for internet-facing authentication

infrastructure. Assess whether session token handling and MFA bypass detection controls are monitored

in your SIEM. Map this incident to NIST CSF PR.IP-12 (vulnerability management) and DE.CM-7

(monitoring for unauthorized activity).

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to legal, privacy counsel, and executive leadership immediately if forensic evidence
confirms that CVE-2023-4966 exploitation occurred in your environment during the
October–December 2023 window and any customer or employee PII (including partial SSNs,
dates of birth, or account credentials) was accessible via hijacked NetScaler sessions, as this
triggers mandatory breach notification obligations under GLBA, state data breach notification
statutes (all 50 states), and potentially SEC cybersecurity incident disclosure rules (8-K within
4 business days of materiality determination).
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Recovery Notes Post-containment, maintain elevated monitoring of all accounts that authenticated through
affected NetScaler appliances during the October–December 2023 exposure window for a
minimum of 90 days, specifically watching for credential stuffing attempts, account takeover
indicators (Event ID 4625 repeated failures followed by 4624 success from new IP), and
unauthorized data access patterns consistent with the PII categories exposed (name, contact
info, partial SSN, DOB). Validate that session token lifetimes on all patched appliances are
configured to 30 minutes or less, as CitrixBleed's exploitation mechanism specifically targeted
long-lived in-memory session tokens, and residual misconfiguration of token expiry
reintroduces the core risk even on a patched appliance. Conduct a follow-on scan of your
NetScaler appliances using a tool such as the free Python-based CitrixBleed PoC detection
script (verify against a current, authoritative source before use) 30 days post-patch to confirm
no regression from configuration changes or appliance upgrades.

Forensic Artifacts NetScaler /var/nslog/httprequest.log — contains raw HTTP request/response records
including the anomalously large HTTP responses that are the forensic signature of CitrixBleed
memory disclosure; look for HTTP 200 responses exceeding normal size bounds to
unauthenticated or pre-auth requests targeting NetScaler gateway endpoints | NetScaler AAA
session logs (/var/nslog/ns.log filtered for 'SSLVPN' and 'AAA' events) — these record
session token issuance with associated username and source IP, enabling reconstruction of
which tokens were issued versus which source IPs subsequently used those tokens, directly
evidencing T1550.004 (Use Alternate Authentication Material: Web Session Cookie) session
hijack | Upstream WAF or reverse proxy logs for NetScaler public endpoints — HTTP
response size anomalies in proxy access logs provide corroborating evidence of CitrixBleed
exploitation that is independent of (and may be more intact than) the appliance's own logs,
particularly valuable if the NetScaler logs were rotated or tampered | Active Directory Security
Event logs (Event ID 4624 type 3 network logons, 4768/4769 Kerberos ticket requests)
sourced from the NetScaler appliance IP — these reveal which AD accounts were accessed
through hijacked NetScaler sessions and what resources those sessions subsequently
accessed, establishing the post-authentication blast radius beyond the gateway itself |
NetScaler running configuration file (/nsconfig/ns.conf) captured at time of incident — contains
LDAP/RADIUS bind account credentials (often in recoverable encoding), AAA policy
definitions, and session timeout parameters that together document what credentials were
exposed and whether session token lifetime controls were misconfigured, directly relevant to
the credential rotation and token hijack scope assessment

Per-Action IR Details

Containment — Audit all Citrix NetScaler ADC and NetScaler Gateway appliances in your environment. If

CVE-2023-4966 patches (released October 10, 2023) have not been applied, isolate affected appliances from

internet-facing exposure immediately. Revoke all active sessions on unpatched or recently patched

appliances per Citrix advisory CTX579459.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), CIS 4.4 (Implement and Manage a Firewall

on Servers), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Without a centralized CMDB, run 'nmap -p 443,8443 --script ssl-cert ' across your perimeter subnets

to fingerprint Citrix NetScaler appliances by SSL certificate CN and build an ad-hoc inventory. To revoke sessions

without a management console, use the NetScaler CLI: 'kill icaconnection -all' and 'kill aaa session -all', then restart the

ns service. Firewall isolation can be enforced by temporarily inserting a deny-all ACL rule on the upstream router or

perimeter firewall for the appliance's public-facing interface.
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Evidence: Before isolating, capture: (1) NetScaler ns.log and httprequest.log from /var/nslog/ to preserve pre-isolation

session records; (2) output of 'show aaa session' and 'show icaconnection' CLI commands to document all active

sessions at time of containment; (3) NetScaler configuration snapshot via 'show running config' to establish the

baseline state prior to any changes; (4) network flow records (NetFlow/IPFIX) from the upstream router for the

appliance's public IP covering the October–December 2023 window, capturing source IPs of authenticated sessions.

Detection — Review NetScaler access logs for anomalous session activity in the October–December 2023

window and continuing forward. Look for T1550.004 indicators: authenticated sessions originating from

unexpected source IPs, geographic anomalies, or sessions that bypassed MFA flows. Query SIEM for event

patterns matching unusual NetScaler management-plane access or large-volume data reads from

authenticated sessions.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-3

(Content of Audit Records), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, use grep/awk directly on NetScaler ns.log: 'grep -E "SSLVPN TCPCONN|AAA

AUTH" /var/nslog/ns.log | awk '{print $5, $6, $9}' | sort | uniq -c | sort -rn' to surface high-frequency source IPs

authenticating via the gateway. For geographic anomaly detection on a budget, pipe unique source IPs to a free GeoIP

lookup tool such as 'geoiplookup' (MaxMind GeoLite2, free tier) or submit the list to AbuseIPDB via its free API. For

T1550.004 (Use Alternate Authentication Material: Web Session Cookie) specifically, look in /var/nslog/httprequest.log

for POST requests to '/cgi/login' or '/nf/auth/getAuthenticationRequirements' followed immediately by session

establishment from a different IP than the initial authentication — this is the CitrixBleed session hijack signature. Sigma

rule 'proc_creation_win_susp_recon.yml' can be adapted for gateway log correlation if forwarding logs to a local ELK

stack.

Evidence: Capture before analysis: (1) Full /var/nslog/ directory including ns.log, httprequest.log, and vpn.log — these

contain the raw evidence of CitrixBleed exploitation, specifically HTTP 200 responses to unauthenticated requests for

session tokens via the /gwtest/portalroute.do or similar endpoints; (2) NetScaler AAA (authentication, authorization,

accounting) log entries showing session token issuance correlated against the authenticating source IP versus the IP

later using that token; (3) WAF or reverse proxy logs (F5, Palo Alto, or upstream proxy) for the same timeframe

showing requests to NetScaler public endpoints — look for oversized HTTP responses (CitrixBleed leaked memory

contents in HTTP response bodies, producing anomalously large responses to specific GET requests); (4) Active

Directory or LDAP authentication logs for accounts that authenticated via NetScaler during the exposure window —

specifically Windows Security Event ID 4624 (Logon) and 4768/4769 (Kerberos TGT/TGS requests) from the

NetScaler appliance IP.

Eradication — Apply Citrix patches per advisory CTX579459 if not already done: target versions 14.1-8.50+,

13.1-49.15+, 13.0-92.19+, or FIPS/NDcPP equivalents. After patching, terminate all active sessions and force

re-authentication. Rotate service account credentials that may have been accessible via hijacked sessions.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST IA-5 (Authenticator Management), NIST CM-3 (Configuration Change

Control), CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform Automated Application

Patch Management), CIS 5.2 (Use Unique Passwords)

Compensating: Verify installed NetScaler version before and after patching via CLI: 'show version' — confirm the build

string matches the patched version strings in CTX579459 (e.g., 'NS13.1: Build 49.15'). For credential rotation without a

PAM tool, generate a prioritized list of service accounts that authenticated through the appliance during the exposure

window by parsing AAA logs, then use a PowerShell script to force password resets: 'Set-ADAccountPassword

-Identity -Reset -NewPassword (ConvertTo-SecureString -AsPlainText "" -Force); Set-ADUser -Identity

-ChangePasswordAtLogon $true'. Prioritize accounts with elevated AD privileges (Domain Admins, Schema Admins)

and any service accounts used in LDAP bind operations through the NetScaler AAA policy.
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Evidence: Capture before patching: (1) Pre-patch 'show version' output and full running configuration backup via 'save

config' and SCP of /nsconfig/ns.conf — this establishes the vulnerable state as forensic record and may be required for

regulatory documentation; (2) Complete active session table via 'show aaa session -detail' and 'show vpn session

-detail' before session termination — preserve the session tokens, associated usernames, and source IPs as evidence

of which accounts were actively hijacked at time of eradication; (3) List of all LDAP/RADIUS service account

credentials configured in NetScaler AAA policies (from ns.conf, noting they are typically stored in base64 or plaintext in

the config) — these accounts had credentials exposed to any attacker who hijacked an admin session.

Recovery — Validate patch application against Citrix version strings on all appliances. Monitor authentication

logs post-remediation for residual anomalous session behavior. Confirm MFA flows are functioning correctly

and that session tokens are not persisting beyond expected lifetimes. Run a credential exposure check for

any accounts that authenticated through affected appliances during the exposure window.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST SI-7 (Software, Firmware, and Information Integrity), NIST AU-6 (Audit Record Review, Analysis, and

Reporting), NIST IA-3 (Device Identification and Authentication), CIS 6.3 (Require MFA for Externally-Exposed

Applications), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Validate patch integrity by running Citrix's recommended version check and comparing SHA-256 hash

of the installed build against values published in CTX579459. For session token lifetime validation without a

commercial identity governance tool, query NetScaler via CLI: 'show aaa parameter' and verify 'Session Timeout'

values match policy (Citrix recommends reducing session timeout to 30 minutes or less post-incident). For credential

exposure triage, use the free Have I Been Pwned enterprise API (free for verified breach researchers and IR teams) or

run a local Entra ID / AD query: 'Get-ADUser -Filter * -Properties LastLogonDate,PasswordLastSet | Where-Object

{$_.LastLogonDate -gt "2023-10-01" -and $_.LastLogonDate -lt "2023-12-31"} | Select

Name,SamAccountName,LastLogonDate,PasswordLastSet | Export-CSV exposure_window_accounts.csv' to identify

accounts active during the breach window that have not yet had passwords rotated.

Evidence: Capture during recovery validation: (1) Post-patch 'show version' output from all appliances as documented

proof of remediation for audit and regulatory purposes; (2) MFA authentication success/failure logs from your identity

provider (Okta, Azure AD, Duo) filtered for NetScaler-sourced authentication requests — look for any MFA step-up

flows that are bypassing or returning success without a second factor, which would indicate residual misconfiguration;

(3) NetScaler session token expiry logs post-patch to confirm tokens issued after patching carry correct expiration

timestamps and are not being extended or reused — CitrixBleed's core mechanism was leaking unexpired session

tokens from memory, so token lifetime enforcement is a direct recovery validation data point.

Post-Incident — Evaluate network edge patching SLAs: CVE-2023-4966 had a public patch before confirmed

exploitation at Comcast. Review your patch-to-deploy cycle for internet-facing authentication infrastructure.

Assess whether session token handling and MFA bypass detection controls are monitored in your SIEM. Map

this incident to NIST CSF PR.IP-12 (vulnerability management) and DE.CM-7 (monitoring for unauthorized

activity).

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST SI-5 (Security Alerts, Advisories, and Directives), NIST RA-3 (Risk

Assessment), NIST SI-2 (Flaw Remediation), CIS 7.1 (Establish and Maintain a Vulnerability Management Process),

CIS 7.2 (Establish and Maintain a Remediation Process), CIS 6.3 (Require MFA for Externally-Exposed Applications)

Compensating: To measure patch-to-deploy cycle time without a vulnerability management platform, build a simple

spreadsheet tracking: CVE published date, CISA KEV listing date (CVE-2023-4966 was added to KEV on October 18,

2023), Citrix advisory date (October 10, 2023), and your internal patch-applied date per appliance — the delta is your

SLA gap. For ongoing CitrixBleed-class detection, deploy the free Sigma rule 'citrixbleed_exploitation_attempt.yml'

(available on the SigmaHQ GitHub repository — verify the URL directly at github.com/SigmaHQ/sigma) against your

log pipeline to catch similar memory-disclosure exploitation patterns on NetScaler endpoints. For MFA bypass

monitoring without a SIEM, configure NetScaler to forward AAA logs via syslog to a free Graylog or OpenSearch
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instance and create an alert for any session establishment that lacks a corresponding MFA success event within a

60-second window.

Evidence: Compile for lessons-learned documentation: (1) Timeline reconstruction from ns.log showing first evidence

of exploitation (anomalous memory-disclosure HTTP responses) versus Citrix patch release date (October 10, 2023)

versus your organization's patch application date — this gap measurement directly informs SLA remediation; (2) CISA

KEV entry for CVE-2023-4966 (added October 18, 2023) as a benchmark reference — your patch timeline should be

compared against the KEV listing date as a regulatory and due-diligence marker; (3) Inventory of all internet-facing

authentication infrastructure (NetScaler, VPN concentrators, SSO proxies) with current patch status as of

lessons-learned date — the Comcast breach scope of ~35 million accounts underscores that authentication gateway

vulnerabilities carry disproportionate blast radius relative to their footprint.

Detection Guidance

Query NetScaler access logs for session tokens used from multiple distinct source IPs within short time

windows, a behavioral indicator of token hijacking via T1550.004. Look for authenticated sessions that show no

corresponding MFA event in your identity provider logs, which may indicate authentication bypass. SIEM

correlation rule: alert on NetScaler management interface access from IPs not in your administrative allowlist.

For retrospective hunting covering the October-December 2023 window, correlate NetScaler session logs

against known threat actor egress infrastructure if available via threat intelligence feeds. CWE-384 (Session

Fixation) patterns: watch for session IDs that persist across authentication state changes. No public IOCs are

confirmed for this specific incident in the available source data; treat any anomalous NetScaler session activity

from the exposure period as suspicious pending investigation.

Framework Mappings

MITRE-ATTACK

• T1078 — Valid Accounts

• T1555 — Credentials from Password Stores

• T1550.004 — Web Session Cookie

NIST-800-53R5

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• IA-8 — Identification and Authentication (Non-Organizational Users)

OWASP-TOP10-2021

• A07:2021 — Identification and Authentication Failures

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications

• 6.4 — Require MFA for Remote Network Access

• 6.5 — Require MFA for Administrative Access
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SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC7.4 — Responds to identified security incidents

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

• 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1078 Valid Accounts Defense-Evasion

T1555 Credentials from Password Stores Credential-Access

T1550.004 Web Session Cookie Defense-Evasion

Sources

Source URL Tier

https://www.usatoday.com/story/money/personalfinance/2026/05/14/com... T3

Comcast offering
payouts in $117.5M
settlement. Are you
eligible?

https://www.aol.com/articles/comcast-offering-payouts-117-5m-090942... T3

$117.5M Comcast
settlement offers
payouts after 2023 data
breach

https://wgntv.com/news/comcast-settlement-offers-payouts-after-2023... T3

Read to see if you
qualify for payouts in
the $117.5M Comcast ...

https://www.facebook.com/8NewsNOW/posts/-read-to-see-if-you-qualify... T3
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Source URL Tier

$117.5M Comcast data
breach settlement: Who
qualifies and how to ...

https://www.abc10.com/article/news/nation-world/comcast-data-breach... T3
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