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French ID Agency Breach Exposes 11.7M
Records; Teenager Arrested as Forum Seller

| | CVSS 5.0
SCC Item ID SCC-DBR-2026-0110
Type Data Breach
Severity HIGH
CVSS Base Score 5.0
Affected Products France Titres (ANTS), ants.gouv.fr online portal
Published 2026-05-01T13:52:06
Discovery Source Rss

I Executive Summary

France Titres (ANTS), the French national agency responsible for passport and driver's license issuance,
confirmed a breach of its online portal exposing approximately 11.7 million citizen records. A 15-year-old
suspect operating as 'breach3d' was detained after attempting to sell the data on criminal forums.
Authentication credentials were not compromised, but the exposed PlI - names, addresses, dates of birth,
email addresses, and phone numbers - creates material downstream risk for targeted phishing,
SIM-swapping, and identity fraud at scale.

I Technical Analysis

The breach affected the ANTS citizen-facing portal (ants.gouv.fr), detected April 13, 2026, and publicly
disclosed April 20, 2026. Approximately 11.7 million account records were exfiltrated. Exposed fields include full
names, dates of birth, physical addresses, email addresses, and phone numbers. ANTS confirmed
authentication credentials and session tokens were not included in the stolen dataset, ruling out direct portal
account takeover using the exfiltrated data alone. The initial access vector has not been publicly confirmed.
Attribution is limited to a single unaffiliated juvenile suspect; no threat group has been identified. Relevant
CWEs: CWE-200 (Exposure of Sensitive Information), CWE-284 (Improper Access Control), CWE-359
(Exposure of Private Personal Information to Unauthorized Actor). MITRE techniques observed or probable:
T1530 (Data from Cloud Storage), T1078 (Valid Accounts), T1567/T1567.002 (Exfiltration Over Web Service),
T1589.001/T1589.002 (Gather Victim Identity Information), T1566 (Phishing), T1583.006 (Acquire Infrastructure:
Web Services), T1586 (Compromise Accounts). No CVE has been assigned. No patch is available or
applicable; this is a data exfiltration event, not a software vulnerability.
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I Action Checklist

1. Containment: If your organization has employees who use the ANTS portal for passport or license
management, inventory those accounts. There is no patch to apply; containment focuses on monitoring
downstream misuse of exposed employee or citizen Pll. Contact ANTS (cnil.fr or ants.gouv.fr) for official
guidance on affected account scope.

2. Detection: Monitor email security gateways and SIEM for phishing attempts referencing French identity
documents, passport renewals, or ANTS/France Titres branding. Search mail logs for inbound messages
using sender domains spoofing ants.gouv.fr or france-titres.fr. Review authentication logs for anomalous

login attempts against accounts whose email addresses may appear in the leaked dataset.

3. Eradication: No software patch exists. The exfiltrated dataset is in circulation. Eradication focuses on
reducing attack surface: enforce phishing-resistant MFA (FIDO2/hardware key) on all accounts where
affected email addresses are used as identifiers. Submit known threat actor infrastructure (if IOCs are
released by ANSSI or CNIL) to email and DNS blocklists.

4. Recovery: Validate that no employee accounts linked to ants.gouv.fr show signs of account takeover or
credential stuffing activity across your identity provider logs. Monitor for SIM-swap attempts against
employees whose phone numbers may be in the exposed dataset; coordinate with mobile carrier account
representatives if warranted. Confirm phishing awareness communications have reached affected staff.

5. Post-Incident: This event exposes control gaps in third-party government portal data handling and
downstream PII risk for citizens. Review your organization's Pll inventory to identify where
government-issued ID data is stored and whether those systems apply data minimization. Update incident
response playbooks to include government data breach notifications as a trigger for internal phishing alert
escalation.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal/DPO and senior leadership if any employee account in the
ANTS-exposed scope shows confirmed account takeover indicators (impossible travel, new
device registration, MFA bypass), if your organization stores French citizen
government-issued ID data making you a GDPR data controller subject to CNIL Article 33
notification obligations, or if ANSSI releases I0Cs attributing active follow-on phishing
campaigns to infrastructure linked to the 'breach3d' threat actor.

Recovery Notes Post-containment, monitor IdP sign-in logs for all scoped accounts for a minimum of 90 days
given that Pll-enabled social engineering and SIM-swap attacks can be delayed weeks after
the initial data sale — the 'breach3d' forum sale timeline means the dataset may have been
purchased by multiple threat actors with varying operational tempos. Validate that FIDO2
MFA enrollment is confirmed complete across all exposed accounts before reducing
monitoring cadence. Conduct a 30-day post-incident review to assess whether phishing
attempts referencing ANTS or France Titres branding have declined, using email gateway
statistics as the measurable indicator of threat actor campaign wind-down.
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Forensic Artifacts Identity provider sign-in logs (Azure AD Sign-in Log, Okta System Log, or on-prem AD Event
ID 4625/4648) filtered for accounts matching the ANTS-exposed email set — specifically
preserving failed authentication sequences consistent with credential stuffing, new device
registrations, and MFA challenge failures in the 90-day window following the breach
disclosure, which represent the primary attack vector given authentication credentials were
not in the leaked dataset but email addresses enable targeted account takeover attempts |
Email gateway message trace logs (Exchange MessageTracking logs at
%ExchangelnstallPath%\TransportRoles\Logs\MessageTracking\ or Microsoft 365 Unified
Audit Log export) filtered for inbound messages with sender domains containing ‘ants’,
'france-titres’, 'titres-securises', or 'ants-gouv' registered after the breach date — these
capture the post-breach phishing campaign infrastructure that threat actors routinely deploy
within days of a large PII dataset sale on criminal forums | DNS resolver query logs (Pi-hole
query log at /var/log/pihole.log, pfSense DNS resolver logs, or Windows DNS Debug log at
%SystemRoot%\System32\dns\dns.log) showing employee lookups of ANTS lookalike
domains — typosquat domains are registered within hours of high-profile government breach
disclosures and DNS queries establish which employees received and interacted with
phishing lures before email-layer detections were tuned | Mobile carrier SIM-change and
port-out request records for employee phone numbers in the exposed scope — the France
Titres dataset includes phone numbers, which are the primary enabler of SIM-swap attacks
used to bypass SMS-based MFA, these records are available from carrier business account
portals and constitute direct forensic evidence of threat actor use of the specific fields
exposed in the 11.7M ANTS record set | CNIL breach notification records and ANSSI
cert.ssi.gouv.fr advisories timestamped from the France Titres incident disclosure — these
official French government regulatory documents establish the authoritative breach timeline,
confirmed exposed field set, and any released IOCs attributed to the 'breach3d' threat actor,
and serve as the evidentiary foundation for your organization's GDPR accountability
documentation and any downstream regulatory inquiry

Per-Action IR Details

Containment — If your organization uses ANTS portal integrations or has employees who accessed
ants.gouv.fr, inventory those accounts. There is no patch to apply; containment focuses on monitoring
downstream misuse of exposed employee or citizen PIl. Contact ANTS (cnil.fr or ants.gouv.fr) for official
guidance on affected account scope.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST IR-5 (Incident Monitoring), NIST IR-6 (Incident Reporting), CIS 5.1
(Establish and Maintain an Inventory of Accounts), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset
Inventory)

Compensating: Export user account lists from Active Directory or your IdP using PowerShell: "Get-ADUser -Filter *
-Properties EmailAddress | Select-Object Name, EmailAddress | Export-Csv accounts.csv'. Cross-reference against
employee travel or ID-renewal records to identify likely ants.gouv.fr portal registrants. No SIEM required — a
spreadsheet join between your HR roster and the ANTS-exposed field set (name, email, DOB, phone) is sufficient to
scope risk. If ANSSI or CNIL releases a breach naotification or I0C list, use ‘grep” or PowerShell “Select-String” to
match against your exported account list.

Evidence: Before scoping accounts, preserve: (1) IdP/SSO access logs showing any ants.gouv.fr-originated OAuth or
SAML assertions in the 90 days prior to the breach disclosure date; (2) browser proxy or DNS resolver logs (e.g., from
Pi-hole, pfSense, or Squid) showing employee DNS queries to ants.gouv.fr or france-titres.fr — these establish who
accessed the portal and when; (3) any helpdesk tickets referencing ANTS portal access, passport renewals, or French
government identity documents filed by employees, which may identify affected individuals before the formal account
inventory is complete.
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Detection — Monitor email security gateways and SIEM for phishing attempts referencing French identity
documents, passport renewals, or ANTS/France Titres branding. Search mail logs for inbound messages
using sender domains spoofing ants.gouv.fr or france-titres.fr. Review authentication logs for anomalous
login attempts against accounts whose email addresses may appear in the leaked dataset.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2
(Event Logging), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs), CIS 6.3 (Require MFA for
Externally-Exposed Applications)

Compensating: Without a SIEM, use Microsoft 365 Message Trace or Exchange Online PowerShell:
"Get-MessageTrace -RecipientAddress -StartDate -EndDate | Where-Object {$_.SenderAddress -like *ants*' -or
$_.SenderAddress -like *france-titres*'}". For on-prem mail, grep the Postfix or Exchange SMTP logs for sender
domains containing 'ants' or 'france-titres' variants. For authentication anomaly detection without EDR, enable Azure
AD or Okta risk-based sign-in reports and filter for accounts in your scoped Pll-exposed list; flag any sign-ins from new
geographies, new devices, or outside business hours. Deploy the Sigma rule
‘win_susp_phishing_attachment_fileformat™ adapted to flag ANTS-branded email subjects using a local
Sigma-to-EVTX converter like “sigmac’.

Evidence: Capture before tuning detections: (1) Email gateway/MTA logs (Exchange message tracking logs at
“%ExchangelnstallPath%\TransportRoles\Logs\MessageTracking\" or 0365 Unified Audit Log) filtered for sender
domains registered after the breach disclosure date that contain 'ants’, 'france-titres’, or 'titres-securises' — typosquat
domains used for post-breach phishing campaigns; (2) Identity provider sign-in logs (Azure AD Sign-in Log, Okta
System Log) showing authentication attempts against accounts matching the leaked email domain set, focusing on
failed MFA challenges and new device registrations — credential stuffing against non-MFA accounts is the primary
post-breach attack vector here given authentication credentials were confirmed not in the dataset but email addresses
enable targeted spearphishing; (3) DNS query logs from your recursive resolver for lookups of ants.gouv.fr lookalike
domains in the 30 days following the breach, which would indicate employees received and clicked phishing links
before detection controls were in place.

Eradication — No software patch exists. The exfiltrated dataset is in circulation. Eradication focuses on
reducing attack surface: enforce phishing-resistant MFA (FIDO2/hardware key) on all accounts where affected
email addresses are used as identifiers. Submit known threat actor infrastructure (if IOCs are released by
ANSSI or CNIL) to email and DNS blocklists.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication and Recovery

Controls: NIST SI-2 (Flaw Remediation), NIST IA-5 (Authenticator Management), NIST SI-3 (Malicious Code
Protection), NIST SI-5 (Security Alerts, Advisories, and Directives), CIS 6.3 (Require MFA for Externally-Exposed
Applications), CIS 6.5 (Require MFA for Administrative Access), CIS 7.1 (Establish and Maintain a Vulnerability
Management Process)

Compensating: For teams without enterprise IAM tooling: enforce FIDO2 MFA using free platform authenticators
(Windows Hello, macOS Touch ID, or YubiKey with free Yubico software) on all accounts whose email addresses
appear in the scoped exposure list. For DNS blocklisting without a commercial threat feed, manually add confirmed
'‘breach3d'-linked 10C domains (once released by ANSSI via cert.ssi.gouv.fr) to your local DNS resolver's blocklist
(Pi-hole or Windows DNS RPZ policy). For email blocklisting, submit IOC domains to your gateway's static deny list.
Track ANSSI advisories at https://www.cert.ssi.gouv.fr/ and CNIL breach notifications as authoritative I0OC sources
specific to this incident — do not rely on third-party threat intel aggregators as the primary source for this
French-jurisdiction event.

Evidence: Before enforcing MFA changes, snapshot: (1) Current MFA enrollment state for all accounts in the exposed
scope — export from your IdP (Azure AD: "Get-MsolUser | Select-Object UserPrincipalName,
StrongAuthenticationMethods") to establish a pre-enforcement baseline and document which accounts were
vulnerable during the exposure window; (2) Any authentication events against those accounts between the estimated
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breach date and MFA enforcement date, preserving them as evidence of potential unauthorized access during the gap
period — these records satisfy NIST AU-11 (Audit Record Retention) requirements for post-incident review; (3) If
ANSSI releases 'breach3d' forum infrastructure IOCs (C2 domains, paste site URLs, Telegram channels used for data
sale), capture those indicators from cert.ssi.gouv.fr advisories and document the submission date and target blocklist
— this establishes your eradication timeline for regulatory reporting purposes.

Recovery — Validate that no employee accounts linked to ants.gouv.fr show signs of account takeover or
credential stuffing activity across your identity provider logs. Monitor for SIM-swap attempts against
employees whose phone numbers may be in the exposed dataset — coordinate with mobile carrier account
representatives if warranted. Confirm phishing awareness communications have reached affected staff.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST AU-6 (Audit Record Review,
Analysis, and Reporting), NIST SI-4 (System Monitoring), CIS 5.3 (Disable Dormant Accounts), CIS 6.4 (Require MFA
for Remote Network Access)

Compensating: Without dedicated UBA tooling, run this PowerShell query against Azure AD or Okta audit logs to
surface credential-stuffing indicators on exposed accounts: filter sign-in logs for the scoped email list, flag any account
with more than 5 failed authentications followed by a success within a 1-hour window, or any new device/location pair
not previously seen for that user. For SIM-swap monitoring without a carrier API integration, distribute a written notice
to affected employees instructing them to call their mobile carrier and enable a SIM-lock PIN or port freeze — this is a
manual but effective compensating control for a 2-person team. Use free have-i-been-pwned API (free tier, 1
request/1.5s) to check scoped email addresses against the HIBP database for corroborating breach appearances that
would indicate broader credential exposure beyond this single incident.

Evidence: Before closing recovery, preserve: (1) IdP authentication logs for the scoped account set covering the
90-day post-breach window — specifically sign-in events showing new device registrations, impossible travel (sign-in
from France followed by sign-in from another geography within hours), or MFA bypass events, which would indicate
successful account takeover using Pl from the ANTS dataset to answer security questions or social-engineer carrier
support; (2) Mobile carrier SIM-change notifications or port-out requests for employee phone numbers in the exposure
scope — these are available via carrier business account portals and represent forensic evidence of SIM-swap
attempts leveraging the exposed phone numbers from the 11.7M record dataset; (3) Records of phishing awareness
communications sent to affected staff (email delivery receipts, training platform completion logs) — these establish that
the organization fulfilled its duty of care and support any GDPR Article 34 notification obligations to data subjects under
French CNIL jurisdiction.

Post-Incident — This event exposes control gaps in third-party government portal data handling and
downstream Pl risk for citizens. Review your organization's Pll inventory to identify where
government-issued ID data is stored and whether those systems apply data minimization. Update incident
response playbooks to include government data breach notifications as a trigger for internal phishing alert
escalation.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), NIST
SI-12 (Information Management and Retention), NIST AU-11 (Audit Record Retention), CIS 3.2 (Establish and
Maintain a Data Inventory), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: For organizations without a GRC platform: conduct a manual PIl data inventory using a spreadsheet
to catalog all internal systems storing government-issued ID numbers, passport data, or French national ID references
— query your file servers with PowerShell “Get-Childitem -Recurse -Include *.csv,*.xIsx,*.json | Select-String -Pattern
'passeport|permis|carte nationale" to locate unstructured PlI stores. Update your IR playbook with a documented
trigger: 'When a government identity authority (e.g., ANTS, DVLA, SSA) confirms a PII breach affecting citizens whose
records your organization may hold, immediately activate phishing alerting and notify relevant staff within 24 hours.'
This is achievable as a one-page playbook addendum without enterprise tooling. File lessons-learned documentation
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referencing this specific France Titres incident for audit trail purposes.

Evidence: For post-incident documentation, retain: (1) All CNIL and ANSSI official advisories and breach notifications
related to this France Titres incident — these are the authoritative regulatory record and support your organization's
own GDPR accountability documentation if you process data of French data subjects; (2) Internal communications and
timeline records showing when your organization became aware of the breach, what actions were taken, and when —
this reconstruction supports any required GDPR Article 33 supervisory authority notification (72-hour clock) if your
organization qualifies as a data controller for affected French citizen data; (3) The completed PII inventory review
output, annotated to show which internal systems store fields matching the France Titres exposed set (name, address,
DOB, email, phone) — this document establishes your data minimization baseline and serves as evidence of due
diligence for any subsequent regulatory inquiry by CNIL or partner DPAs.

I Detection Guidance

No public I0Cs (IPs, domains, file hashes) have been confirmed for this incident at time of writing. Detection
should focus on downstream abuse patterns: (1) Email gateway, flag inbound messages spoofing ants.gouv.fr,
france-titres.fr, or ANTS branding; search for subject lines referencing passport renewal, permis de conduire, or
carte nationale d'identité. (2) SIEM/identity logs, correlate authentication anomalies against known employee
email addresses that may appear in the 11.7M record dataset. (3) Fraud monitoring, SIM-swap attempts are a
documented downstream risk; monitor for mobile number porting requests tied to affected personnel. (4) Dark
web / threat intel feeds, monitor for 'breach3d" seller listings or dataset reposts on criminal forums. French
national authority ANSSI (cert.ssi.gouv.fr) and CNIL are the authoritative sources for any officially released
IOCs.

I Indicators of Compromise

Type Value Context Confidence
DOMAI ants. gouv. fr Legitimate ANTS portal domain — likely LOW
N to be spoofed in downstream phishing

campaigns; do not block, but monitor for
lookalike domains

URL https://ww. bl eepi ngconput Primary news source reporting arrest of
er.conl news/ security/15-ye suspect 'breach3d’
ar - ol d- det ai ned- over-frenc
h- govt - agency- dat a- br each/

URL htt ps://ww. bl eepi ngconput ANTS breach confirmation and forum
er.conl news/ security/frenc sale reporting
h- govt - agency-confirms-bre
ach-as- hacker-of fers-to-se
I'l -data/

I Framework Mappings

MITRE-ATTACK

e T1567 — Exfiltration Over Web Service
e T1589.002 — Email Addresses
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e T1583.006 — Web Services

e T1589.001 — Credentials

e T1530 — Data from Cloud Storage

e T1078 — Valid Accounts

e T1566 — Phishing

e T1586 — Compromise Accounts

e T1567.002 — Exfiltration to Cloud Storage

NIST-800-53R5

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

e AT-2 — Literacy Training and Awareness
e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

* SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

¢ SI-8 — Spam Protection

¢ AC-3 — Access Enforcement

e SC-28 — Protection of Information at Rest
OWASP-TOP10-2021

e A01:2021 — Broken Access Control
HIPAA-SECURITY

e 164.312(a)(1) — Access Control

e 164.312(d) — Person or Entity Authentication

e 164.308(a)(5)(i) — Security Awareness and Training
e 164.308(a)(6)(ii) — Response and Reporting

CIS-v8

e 6.1 — Establish an Access Granting Process

e 6.2 — Establish an Access Revoking Process

¢ 6.3 — Require MFA for Externally-Exposed Applications

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

e 8.2 — Collect Audit Logs
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

1ISO-27001-2022
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A.5.34 — Privacy and protection of personal information

NIST-CSF-2

DE.CM-01 — Networks and network services are monitored

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1567 Exfiltration Over Web Service Exfiltration

T1589. 002 Email Addresses Reconnaissance

T1583. 006 Web Services Resource-Development

T1589. 001 Credentials Reconnaissance

T1530 Data from Cloud Storage Collection

T1078 Valid Accounts Defense-Evasion

T1566 Phishing Initial-Access

T1586 Compromise Accounts Resource-Development

T1567. 002 Exfiltration to Cloud Storage Exfiltration

I Sources

Source URL Tier

Security News https://www.bleepingcomputer.com/news/security/15-year-old-detained... T3
https://www.bleepingcomputer.com/news/security/15-year-old-detained... T3

French govt agency https://www.bleepingcomputer.com/news/security/french-govt-agency-c... T3

confirms breach as

hacker offers to sell

data

Cyberattack on French https://www.helpnetsecurity.com/2026/04/22/france-titres-online-por... T3

government agency

triggers phishing alert

France has confirmed a https://www.reddit.com/r/TechNadu/comments/1stdnk2/france_has_confi... T3

data breach affecting
ANTS (France Titres ...

DISCLAIMER
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This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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