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Stalkerware Misconfiguration Exposes Private
Chats and Photos of Celebrities
DATA BREACH | HIGH | CVSS 7.5

SCC Item ID SCC-DBR-2026-0107

Type Data Breach

Severity HIGH

CVSS Base Score 7.5

Affected Products Unnamed stalkerware vendor, specific product and version not publicly disclosed

Published 2026-04-30

Discovery Source Gemini

Executive Summary

A misconfigured database linked to a suspected stalkerware operation exposed private messages and

photos, including data belonging to celebrities and influencers. The vendor identity has not been publicly

confirmed; incident confidence is rated medium based on secondary sources. The core business risk is the

systemic insecurity of stalkerware platforms: data covertly collected from monitored devices is being

stored without adequate access controls, creating liability for any organization or individual whose

communications were captured.

Technical Analysis

A database associated with an unidentified stalkerware vendor was exposed due to misconfiguration, consistent

with unauthenticated or improperly access-controlled database exposure. No CVE has been assigned.

Applicable CWE mappings: CWE-200 (Exposure of Sensitive Information to an Unauthorized Actor), CWE-284

(Improper Access Control), CWE-732 (Incorrect Permission Assignment for Critical Resource). MITRE ATT&CK

techniques: T1530 (Data from Cloud Storage) and T1213 (Data from Information Repositories). Affected product

and version are not publicly disclosed. CVSS base score is estimated at 7.5 (High) based on the described

exposure pattern; no vendor-supplied vector string is available. Vendor identity confidence is low based on

secondary-source attribution only. Technical specifics remain unconfirmed in available open sources.

Action Checklist
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1. Containment: If any corporate or monitored devices have stalkerware-class applications installed,

isolate those devices from the corporate network pending investigation. No vendor patch or advisory is

available; containment is device-level.

2. Detection: Audit managed and BYOD endpoints for stalkerware indicators: hidden apps with

device-admin privileges, unexpected background data usage, suspicious APK sideloads, or processes

accessing SMS/camera/microphone without user-facing justification. Review MDM logs for anomalous app

installations.

3. Eradication: Remove any identified stalkerware-class applications from corporate and managed

personal devices. For unmanaged BYOD devices where stalkerware is suspected, advise users to

perform a full factory reset, as partial removal may leave components behind.

4. Recovery: After removal, verify no residual processes or scheduled tasks remain. Reset credentials for

accounts accessible from affected devices, including email, messaging, and SSO-connected services.

Monitor those accounts for unauthorized access for at least 30 days.

5. Post-Incident: Review BYOD and MDM policy to prohibit sideloading and restrict device-admin privilege

grants to approved applications. Consider implementing app reputation scanning in your MDM. This

incident reflects a pattern across stalkerware platforms of inadequate data security; assume any data

captured by such tools is at risk of exposure regardless of vendor.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal counsel and privacy officer if any corporate-owned device data
— including employee communications, client PII, or sensitive business communications —
was confirmed accessible on a device with stalkerware installed, as exposure of that data to
the vendor's misconfigured database may trigger breach notification obligations under GDPR,
CCPA, or HIPAA depending on data classification; escalate to executive leadership if affected
devices belong to executives or handled M&A, legal, or HR data.

Recovery Notes After device eradication and credential reset, monitor all reset accounts for 30 days minimum
for sign-ins from previously unseen IP geolocation, device fingerprints, or user-agents
consistent with automated credential stuffing — stalkerware operators who accessed the
exposed database may have harvested valid session tokens or credentials prior to discovery.
Verify MDM re-enrollment of factory-reset devices produces a clean app inventory baseline
with no Device Administrator grants outside of the MDM agent itself. If any celebrity,
executive, or high-value individual data was captured on monitored devices connected to your
environment, treat the exposure scope as open until confirmed closed, because the
misconfigured database may have been accessed by unknown third parties before discovery.
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Forensic Artifacts Android adb dumpsys package output: full list of installed APKs with declared permissions —
flag any package holding READ_SMS + ACCESS_FINE_LOCATION + RECORD_AUDIO +
CAMERA simultaneously that has no visible launcher icon (a stalkerware installation
signature), preserving the package name, version, install source, and install timestamp. |
Android adb dumpsys devicepolicy output: identifies which packages were granted Device
Administrator privileges, the timestamp of the grant, and the policy restrictions applied —
stalkerware requires device-admin to resist removal and is a primary forensic indicator on
Android. | MDM application installation and permission audit logs: filtered for installs sourced
outside approved app stores (sideloads), installs occurring outside business hours or by
non-IT accounts, and permission escalations to sensitive sensor classes (location,
microphone, camera, SMS) — exported before device wipe to preserve the chain of custody. |
Network gateway or firewall flow logs: outbound HTTPS connections from affected device IP
to non-corporate external hosts, specifically recurring POST requests during device idle or
overnight periods with data volumes inconsistent with legitimate background sync — these
represent the stalkerware upload sessions to the vendor backend database. | Account OAuth
grant and session audit logs (Google myaccount.google.com/permissions, Microsoft Entra
sign-in logs, Apple ID security page): exported for the 90 days prior to discovery to identify
whether harvested credentials or session tokens from the stalkerware's captured data were
used for unauthorized account access before detection.

Per-Action IR Details

Containment — If any monitored devices or corporate endpoints have stalkerware-class applications

installed, isolate those devices from the corporate network pending investigation. No vendor patch or

advisory is available; containment is device-level.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: when no vendor patch exists, containment shifts to isolation

of the affected asset to prevent further data exfiltration to the misconfigured third-party database.

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 4.4 (Implement and Manage a

Firewall on Servers), CIS 4.5 (Implement and Manage a Firewall on End-User Devices)

Compensating: On Android, enable Airplane Mode immediately to sever C2 and data-upload channels used by

stalkerware to transmit SMS, photos, and location to the vendor's backend. On iOS, disable Background App Refresh

system-wide via Settings > General > Background App Refresh > Off, then revoke cellular and Wi-Fi data permissions

for any suspicious app. On Windows endpoints, run `netsh advfirewall firewall add rule name='Isolate' dir=out

action=block` and pull the device off the domain VLAN via managed switch port shutdown. Document the device's

current network connections first using `netstat -anob > connections_pre_isolation.txt`.

Evidence: Before isolating, capture: (1) Android — run `adb bugreport` to dump running processes, installed packages

with permissions, and active network connections; pipe `adb shell dumpsys package` to file to record all apps with

CAMERA, READ_SMS, RECORD_AUDIO, and ACCESS_FINE_LOCATION permissions. (2) Windows — run `netstat

-anob` and `tasklist /svc` to document active outbound connections to stalkerware vendor infrastructure. (3) MDM

console — export the full app inventory and permission grant log for the device before isolation wipes MDM telemetry.

Detection — Audit managed and BYOD endpoints for stalkerware indicators: hidden apps with device-admin

privileges, unexpected background data usage, suspicious APK sideloads, or processes accessing

SMS/camera/microphone without user-facing justification. Review MDM logs for anomalous app installations.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate MDM telemetry, device permission grants, and

network traffic to identify stalkerware-class applications covertly exfiltrating private communications and media to an

unauthenticated external database.

Controls: NIST SI-4 (System Monitoring), NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis,

and Reporting), CIS 8.2 (Collect Audit Logs), CIS 2.1 (Establish and Maintain a Software Inventory), CIS 2.3 (Address
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Unauthorized Software)

Compensating: Android (no MDM): run `adb shell pm list packages -f` to enumerate all installed APKs with file paths

— flag any not in the Google Play Store or installed via unknown sources (`adb shell settings get global

install_non_market_apps`). Run `adb shell dumpsys devicepolicy` to list all active Device Administrator apps and

cross-reference against approved list. For network traffic baselining, use Wireshark or tcpdump on the network

gateway and filter for persistent outbound HTTPS connections to non-corporate destinations during idle hours —

stalkerware typically uploads on a schedule. On iOS, check Settings > Privacy & Security > each sensor (Microphone,

Camera, Location, Contacts) for apps with access that have no visible UI justification. For Windows endpoints, deploy

Sysinternals Autoruns and filter by VirusTotal hits; deploy Sysmon with EventID 11 (FileCreate) and EventID 3

(NetworkConnect) to detect covert data staging and upload.

Evidence: Capture before concluding detection: (1) MDM app installation logs filtered for sideloaded APKs (install

source = unknown/sideload) with timestamps and installing user identity. (2) Android `adb shell dumpsys usagestats`

— app foreground/background runtime showing camera, mic, and location access during periods the device display

was off (a stalkerware behavioral signature). (3) Network flow logs from the MDM or gateway firewall showing repeated

outbound POST requests to the same external IP/domain during off-hours — specifically targeting endpoints used by

stalkerware vendors to receive covertly captured data. (4) Device permission audit: `adb shell appops get READ_SMS`

and equivalent for CAMERA, RECORD_AUDIO — document any grant that does not correspond to a user-initiated

permission dialog.

Eradication — Remove any identified stalkerware-class applications from corporate and managed personal

devices. For unmanaged BYOD devices where stalkerware is suspected, advise users to perform a full factory

reset, as partial removal may leave components behind.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: stalkerware components frequently install persistence mechanisms

(device-admin grants, secondary APK droppers, scheduled jobs) that survive standard uninstall; factory reset is the

only verified eradication path for unmanaged devices.

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), NIST SI-3 (Malicious Code Protection), CIS

2.3 (Address Unauthorized Software), CIS 4.7 (Manage Default Accounts on Enterprise Assets and Software)

Compensating: Managed Android (MDM-enrolled): use MDM remote wipe command after confirming forensic image

is captured; do not attempt selective app removal via `adb uninstall` alone because stalkerware commonly deploys a

secondary persistence APK or abuses the Accessibility Service to reinstall. Before factory reset on BYOD, instruct

users to: (1) back up contacts/photos to a trusted personal cloud account from a separate clean device to avoid

re-syncing malware; (2) run `adb shell pm uninstall -k --user 0 ` for each identified stalkerware package to revoke

device-admin before reset (required on some Android versions); (3) after reset, validate using `adb shell pm list

packages` that the package is absent before re-enrolling in MDM. For Windows endpoints where stalkerware-class PC

monitoring tools are found: run `sc query` and `Get-ScheduledTask | Where-Object {$_.TaskPath -notlike

'\Microsoft\*'}` to enumerate non-Microsoft scheduled tasks and services; remove identified entries, then run `sfc

/scannow` to verify system file integrity was not tampered.

Evidence: Capture before eradication: (1) Full filesystem image of the Android device using `adb backup -all -f

device_backup_pre_eradication.ab` or a forensic tool such as Cellebrite UFED or the open-source Android Backup

Extractor — this preserves app data directories that contain stalkerware configuration files, captured message caches,

and queued upload buffers. (2) List all Device Administrator grants: `adb shell dumpsys device_policy` — document

which packages hold admin rights (stalkerware requires this to resist removal). (3) On Windows: export

`HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run` and

`HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run` registry hives to capture persistence entries before

removal.

Recovery — After removal, verify no residual processes or scheduled tasks remain. Reset credentials for

accounts accessible from affected devices, including email, messaging, and SSO-connected services.

Monitor those accounts for unauthorized access for at least 30 days.

NIST Phase: Recovery
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Reference: NIST 800-61r3 §3.5 — Recovery: because stalkerware exfiltrates SMS, email content, and session tokens

to an externally exposed database, credential reset scope must include any account whose authentication material or

session state was accessible on the compromised device.

Controls: NIST IR-4 (Incident Handling), NIST AU-11 (Audit Record Retention), NIST AU-6 (Audit Record Review,

Analysis, and Reporting), NIST AC-2 (Account Management), CIS 5.1 (Establish and Maintain an Inventory of

Accounts), CIS 6.2 (Establish an Access Revoking Process), CIS 6.3 (Require MFA for Externally-Exposed

Applications)

Compensating: For credential resets without an enterprise IAM platform: (1) Force sign-out of all active sessions on

Google/Microsoft/Apple accounts via each platform's security dashboard — this invalidates OAuth tokens that

stalkerware may have harvested. (2) Revoke all OAuth application grants on affected accounts: Google —

myaccount.google.com/permissions; Microsoft — myapplications.microsoft.com; revoke any app with broad mail or

calendar read scope that was not explicitly approved. (3) Enable login notifications on all reset accounts and export

sign-in logs for the prior 90 days from Google Workspace Admin Console (`Reports > User Reports > Login`) or

Microsoft Entra ID (`Sign-in logs > Export`) for baseline comparison. (4) Monitor for 30 days using free SIEM-lite

approach: pipe Office 365 or Google Workspace audit logs into a local ELK stack or simply schedule a daily `grep` of

exported CSV logs for sign-ins from new countries, new device fingerprints, or outside business hours.

Evidence: Capture before resetting credentials: (1) Export active session tokens and OAuth grants from each affected

account platform — these constitute evidence that the stalkerware had authenticated access, not just credential

knowledge. (2) Pull the last 90 days of account sign-in logs (IP, user-agent, device ID) from Google Workspace Admin,

Microsoft Entra, or Apple Business Manager before credential reset invalidates session history visibility. (3) On the

recovered device post-factory-reset, run `adb shell pm list packages` and `adb shell dumpsys devicepolicy` and

document the clean baseline — retain this as the verified-clean state for future comparison. (4) Check for forwarding

rules on email accounts: `Get-InboxRule -Mailbox ` in Exchange Online PowerShell — stalkerware operators

sometimes establish mail forwarding after harvesting credentials.

Post-Incident — Review BYOD and MDM policy to prohibit sideloading and restrict device-admin privilege

grants to approved applications. Consider implementing app reputation scanning in your MDM. This incident

reflects a pattern across stalkerware platforms of inadequate data security; assume any data captured by

such tools is at risk of exposure regardless of vendor.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: lessons-learned review must address the BYOD policy gap

that permitted stalkerware installation, update detection runbooks to include stalkerware-class indicators, and feed

IOCs into preventive MDM controls to reduce recurrence probability.

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-7 (Software, Firmware, and

Information Integrity), NIST CM-7 (Least Functionality), CIS 7.1 (Establish and Maintain a Vulnerability Management

Process), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 2.2 (Ensure Authorized Software is Currently

Supported), CIS 6.3 (Require MFA for Externally-Exposed Applications)

Compensating: Policy enforcement without enterprise MDM budget: (1) Android — enforce Google Play Protect via

policy document requiring users to confirm it is enabled (Settings > Security > Google Play Protect) and disable 'Install

Unknown Apps' permissions for all non-system apps via `adb shell pm set-install-location 0`; create a written BYOD

policy that prohibits Device Administrator grants to any non-MDM-approved application and require annual attestation.

(2) Deploy free app reputation scanning using ClamAV with the unofficial Android APK scanning script or use

VirusTotal's free API to batch-scan APK hashes from MDM inventory exports. (3) Create a Sigma rule targeting the

stalkerware behavioral pattern — persistent background processes holding READ_SMS + RECORD_AUDIO +

ACCESS_FINE_LOCATION simultaneously without a user-facing notification — and feed it into any available log

aggregator. (4) Add known stalkerware package name patterns (e.g., `com.android.system.*` masquerades, common

stalkerware package IDs published by the Coalition Against Stalkerware) to MDM blocklist.

Evidence: Capture for lessons-learned documentation: (1) The full MDM app installation audit trail showing how the

stalkerware was installed — install source, user account, device enrollment status — to determine whether the policy

gap was technical (MDM controls absent) or procedural (controls bypassed). (2) Network flow data showing the

duration and volume of data exfiltrated to the stalkerware vendor's backend — this scopes the data exposure for any

required breach notification assessment. (3) The permission grant history for the identified stalkerware package across
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all enrolled devices to determine how many devices were affected beyond the initially identified set.

Detection Guidance

No IOCs specific to this incident are publicly available. Detection should focus on behavioral indicators of

stalkerware presence: (1) MDM/EDR alerts for apps holding SMS_READ, READ_CONTACTS,

ACCESS_FINE_LOCATION, RECORD_AUDIO, or CAMERA permissions without business justification; (2)

network logs showing unexpected outbound connections to unfamiliar cloud storage or analytics endpoints from

mobile devices; (3) SIEM queries for device-admin privilege grants outside approved enrollment workflows; (4)

user reports of unexpected battery drain, overheating, or data usage spikes. For cloud environments, review

T1530-aligned detections: unauthorized access to cloud storage buckets or object stores, particularly those

containing media or communications data. No CVE-based signatures or vendor-supplied detection rules are

available for this incident.

Framework Mappings

MITRE-ATTACK

• T1530 — Data from Cloud Storage

• T1213 — Data from Information Repositories

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

NIST-800-53R5

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

• AC-6 — Least Privilege

• SI-4 — System Monitoring

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

CIS-V8

• 6.1 — Establish an Access Granting Process

• 6.2 — Establish an Access Revoking Process

• 3.3 — Configure Data Access Control Lists

• 8.2 — Collect Audit Logs

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC9.2 — Manages risks associated with vendors and business partners

ISO-27001-2022
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• A.5.21 — Managing information security in the ICT supply chain

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1530 Data from Cloud Storage Collection

T1213 Data from Information Repositories Collection

Sources

Source URL Tier

gemini https://hackread.com/private-chats-photos-celebs-exposed-stalkerwar... T3

Stalkerware 101:
Everything you need to
know - Immersive Labs

https://www.immersivelabs.com/resources/blog/stalkerware-101-everyt... T3

Stalkerware vendor data
breach exposes over
half a million ...

https://www.scworld.com/brief/stalkerware-vendor-data-breach-expose... T3

[PDF] android
stalkerware
vulnerabilities | eset

https://web-assets.eset.com/fileadmin/ESET/CZ/Blog/2021/ESET_Androi... T3

How to find and remove
Stalkerware -
Malwarebytes

https://www.malwarebytes.com/stalkerware T3
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