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INTELLIGENCE BRIEFING
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CVE-2026-8606: GitHub Enterprise Server SSRF
Vulnerability Enables Internal Service Access

CVE VULNERABILITY | | CVSS 8.5

SCC Item ID SCC-CVE-2026-0232

Type CVE Vulnerability

CVE ID CVE-2026-8606

Severity HIGH

CVSS Base Score 8.5

EPSS Score 0.0008 (23th percentile)

Affected Products GitHub Enterprise Server (GitHub Packages must be enabled; specific versions not confirmed

in available source data)
Published 2026-05-27

Discovery Source Gemini

I Executive Summary

A Server-Side Request Forgery vulnerability in GitHub Enterprise Server allows an attacker to force the
server to make internal HTTP requests, potentially exposing signing secrets and private keys stored as
environment variables. Organizations running GitHub Enterprise Server with the GitHub Packages feature
enabled are at risk. If exploited, this vulnerability could expose cryptographic keys and secrets that protect
software signing pipelines, internal services, and code integrity processes.

I Technical Analysis

CVE-2026-8606 is a Server-Side Request Forgery (SSRF) flaw classified under CWE-918 (Server-Side
Request Forgery) and CWE-200 (Information Exposure) affecting GitHub Enterprise Server instances where
GitHub Packages is enabled. The attack vector maps to MITRE ATT&CK T1210 (Exploitation of Remote
Services), T1090.002 (External Proxy), and T1552.001 (Credentials In Files). An authenticated or
unauthenticated attacker, exact authentication requirements unconfirmed, can manipulate server-side HTTP
request destinations to reach internal services not intended to be externally accessible. Successful exploitation
may allow direct or inferred retrieval of sensitive environment variables, including signing secrets and private
keys. Qualitative severity is rated High with a reported CVSS base score of 8.5; authoritative NVD scoring was
not confirmed in available source data as of this writing. EPSS score is 0.0076% (22nd percentile), indicating
low current exploitation probability. No CISA KEYV listing confirmed. Specific affected versions and official patch
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availability were not confirmed in available source data - monitor the GitHub Security Advisories page and NVD
record at nvd.nist.gov/vuln/detail/ CVE-2026-8606 for authoritative version scope and remediation guidance.
Source confidence for technical specifics is medium.

I Action Checklist

1. Step 1: Containment, Identify all GitHub Enterprise Server instances in your environment and confirm
whether GitHub Packages is enabled (Admin Console > Packages settings). If Packages is not
operationally required, disable it immediately to reduce attack surface per NIST AC-6 (Least Privilege). If
Packages must remain enabled, restrict inbound access to the GitHub Enterprise Server management and
Packages endpoints to trusted network segments using firewall rules (CIS 4.4).

2. Step 2: Detection, Review GitHub Enterprise Server audit logs for anomalous outbound HTTP requests
originating from the Packages service to internal IP ranges (RFC 1918: 10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16) or to metadata service endpoints (169.254.169.254). Query server-side access logs for
requests with internal hostnames or IPs in URL parameters passed to the Packages API. Monitor for
unexpected access to internal secrets management endpoints or credential stores. Apply NIST AU-6
(Audit Record Review) and CIS 8.2 (Collect Audit Logs) to ensure log coverage is active.

3. Step 3: Eradication, Apply the official GitHub patch for CVE-2026-8606 when released via GitHub
Enterprise Server release notes (monitor
https://docs.github.com/en/enterprise-server/admin/release-notes, verify URL resolves to current patch
release notes). Until a patch is confirmed available, enforce network-layer egress filtering on the GitHub
Enterprise Server host to block outbound connections to internal service IP ranges from the Packages
service process (NIST SC-7, Information Flow Enforcement). Rotate any signing secrets and private keys
stored as environment variables accessible to the Packages service as a precautionary measure.

4. Step 4: Recovery, After patching, verify GitHub Packages functionality is restored and confirm no
unauthorized access to internal services occurred during the exposure window. Re-audit environment
variable stores and secret management systems for signs of unauthorized reads (NIST AU-6). Validate
that egress filtering rules remain in place post-patch. Re-enable any services temporarily disabled during
containment after confirming patch integrity. Monitor for any downstream misuse of potentially exposed
signing keys, including unexpected signed artifacts in your build pipeline.

5. Step 5: Post-Incident, Review whether signing secrets and private keys should be stored as
environment variables accessible to the Packages service, or migrated to a dedicated secrets
management solution with fine-grained access control (NIST AC-3, Access Enforcement). Assess whether
SSRF egress filtering was absent from your GitHub Enterprise Server network segment and close that gap
in your baseline configuration standard (CIS 4.2). Document this event in your vulnerability management
program and verify your patch cadence process for GitHub Enterprise Server releases covers security
advisories within your defined SLA (CIS 7.1, CIS 7.2).

I IR / Forensic Enrichment

Triage Priority URGENT
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Escalation Criteria Escalate immediately to CISO and legal/compliance if audit log review confirms any outbound
HTTP request from the GHES Packages service to internal RFC 1918 addresses or the cloud
metadata endpoint (169.254.169.254) during the exposure window, or if any code-signing
artifact produced during that window cannot be verified clean against post-rotation keys, as
either condition indicates potential software supply chain compromise requiring breach
notification assessment and customer/partner communication.

Recovery Notes After patching CVE-2026-8606 and rotating all signing secrets and private keys exposed via
the Packages service environment, maintain enhanced monitoring of your software supply
chain for a minimum of 90 days: verify GPG or Sigstore signatures on all newly published
packages against post-rotation key fingerprints only, and alert on any artifact signed with a
pre-rotation key fingerprint as evidence of delayed attacker use of stolen credentials. Re-run a
full audit of environment variable stores for the GHES Packages service after each
subsequent GHES upgrade to confirm that patching did not reintroduce plaintext secret
storage. Confirm egress filtering rules survive GHES version upgrades by adding an
automated post-upgrade validation check to your GHES maintenance runbook.

Forensic Artifacts GitHub Enterprise Server Packages service access log (‘/var/log/github/packages-server.log'):
will contain raw HTTP request parameters including attacker-controlled URL values pointing
to internal RFC 1918 addresses or 169.254.169.254, which is the direct forensic signature of
SSRF exploitation against the Packages API endpoint. | Process environment dump of the
GHES Packages service (‘cat /proc/$(pgrep -f packages)/environ | tr "\0" "\n™): establishes the
exact set of signing secrets, private keys, and tokens that were accessible to the vulnerable
process at the time of potential exploitation — this is the definitive blast radius evidence for
this specific CVE. | Network capture (tcpdump/pcap) of outbound connections from the GHES
host to RFC 1918 ranges and 169.254.169.254 during the exposure window: SSRF
exploitation of CVE-2026-8606 would manifest as HTTP GET or POST requests from the
GHES server IP to internal service endpoints, which would not appear in normal GHES
operational traffic and are directly attributable to exploitation. | GitHub audit log export
covering the exposure window (‘ghe-export-audit-log -p"): will record Packages API calls
including source IP addresses and authenticated user context of the requests that triggered
the SSRF, enabling attribution of exploitation attempts to specific external actors or
compromised accounts. | Software supply chain artifact signatures from your CI/CD pipeline
(GitHub Actions workflow run logs, signed release artifacts with GPG detached signatures or
Sigstore bundles) produced during the exposure window: if an attacker exfiltrated signing
keys via the SSRF, downstream misuse would appear as artifacts signed with the
compromised key fingerprint after the attacker obtained it, providing post-exploitation
evidence independent of the GHES host logs.

Per-Action IR Details

Step 1: Containment — Identify all GitHub Enterprise Server instances in your environment and confirm
whether GitHub Packages is enabled (Admin Console > Packages settings). If Packages is not operationally
required, disable it immediately to reduce attack surface per NIST AC-6 (Least Privilege). If Packages must
remain enabled, restrict inbound access to the GitHub Enterprise Server management and Packages
endpoints to trusted network segments using firewall rules (CIS 4.4).

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-6 (Least Privilege), NIST AC-4 (Information Flow Enforcement), NIST SC-7 (Boundary Protection),
CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 4.2 (Establish and Maintain a Secure Configuration
Process for Network Infrastructure)
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Compensating: Run 'ghe-config app.packages.enabled' via GitHub Enterprise Server SSH admin shell to enumerate
Packages status across instances without console access. For firewall enforcement on Linux-based GHES hosts,
apply iptables rules immediately: 'iptables -1 INPUT -p tcp --dport 4567 ! -s - DROP" to restrict the Packages registry
port. Document each instance's Packages status in a simple spreadsheet before making changes. A 2-person team
can script this across multiple GHES instances using a bash loop over SSH with a service account key.

Evidence: Before disabling Packages or applying firewall rules, capture: (1) current Admin Console Packages
configuration state via 'ghe-config app.packages.enabled' output; (2) existing iptables/nftables ruleset on the GHES
host ('iptables -L -n -v --line-numbers') to establish pre-containment network baseline; (3) active network connections
from the GHES Packages service process ('ss -tulnp | grep packages' or 'netstat -anp | grep packages') to identify any
in-progress suspicious outbound connections to RFC 1918 ranges before they are severed by firewall rules.

Step 2: Detection — Review GitHub Enterprise Server audit logs for anomalous outbound HTTP requests
originating from the Packages service to internal IP ranges (RFC 1918: 10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16) or to metadata service endpoints (169.254.169.254). Query server-side access logs for
requests with internal hostnames or IPs in URL parameters passed to the Packages API. Monitor for
unexpected access to internal secrets management endpoints or credential stores. Apply NIST AU-6 (Audit
Record Review) and CIS 8.2 (Collect Audit Logs) to ensure log coverage is active.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2 (Event Logging), NIST AU-12 (Audit
Record Generation), NIST SlI-4 (System Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: On the GHES host, query the GitHub audit log stream directly: ‘ghe-audit-log-fsck' or parse
'Ivar/log/github/audit.log' using grep: 'grep -E "packages.*http" /var/log/github/audit.log | grep -E
"10\.|172\.(1[6-9]|2[0-9]|3[01])\.]192\.168\.]169\.254\.169\.254". For Packages API access log analysis, parse
'Ivar/log/github/packages-server.log' for URL parameters containing RFC 1918 addresses using: 'grep -oP
"(?<=url=)[Ms]+" /var/log/github/packages-server.log | grep -E "(10\.|172\.1[6-9]\.|192\.168\.|169\.254)". Use Wireshark
or tcpdump on the GHES host NIC during the investigation window: ‘tcpdump -i ethO -w ghes_ssrf_capture.pcap dst
net 10.0.0.0/8 or dst net 172.16.0.0/12 or dst net 192.168.0.0/16 or dst host 169.254.169.254".

Evidence: Preserve before analysis: (1) Full GitHub Enterprise Server audit log export via 'ghe-export-audit-log -p'
covering the window from GHES last patch date to present; (2) Packages service access logs at
'Ivar/log/github/packages-server.log' and ‘/var/log/github/unicorn.log' — these will contain the raw HTTP requests
including any attacker-supplied URL parameters containing internal IP addresses or hostnames; (3) Network flow logs
or tcpdump capture showing outbound connections from the GHES host IP to internal RFC 1918 ranges or the cloud
metadata endpoint 169.254.169.254, which is the canonical indicator of SSRF-to-credential-theft exploitation; (4)
Environment variable snapshot of the process running the Packages service (‘cat /proc/$(pgrep -f packages)/environ |
tr "\0" "\n"") to document what secrets were accessible at time of potential exploitation — capture before any rotation.

Step 3: Eradication — Apply the official GitHub patch for CVE-2026-8606 when released via GitHub Enterprise
Server release notes (monitor https://docs.github.com/en/enterprise-server/admin/release-notes). Until a
patch is confirmed available, enforce network-layer egress filtering on the GitHub Enterprise Server host to
block outbound connections to internal service IP ranges from the Packages service process (NIST SC-7,
Information Flow Enforcement via AC-4). Rotate any signing secrets and private keys stored as environment
variables accessible to the Packages service as a precautionary measure per D3-CRO (Credential Rotation).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST SC-7 (Boundary Protection), NIST AC-4 (Information Flow
Enforcement), NIST IA-5 (Authenticator Management), CIS 7.3 (Perform Automated Operating System Patch
Management), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: Until the official GHES patch for CVE-2026-8606 is released, apply process-level egress filtering
using iptables owner match to block outbound RFC 1918 connections specifically from the Packages service UID:
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'iptables -A OUTPUT -m owner --uid-owner -d 10.0.0.0/8 -] DROP' and equivalent rules for 172.16.0.0/12,
192.168.0.0/16, and 169.254.169.254. |dentify the Packages service UID via 'ps -eo uid,cmd | grep packages'. For
secret rotation without an enterprise vault, use GitHub's own 'ghe-config secrets' CLI to update environment-injected
secrets, and immediately revoke and reissue any code-signing certificates or GPG keys that were stored as
environment variables accessible to the Packages process. Set a calendar alert to check
https://docs.github.com/en/enterprise-server/admin/release-notes daily until a patch for CVE-2026-8606 is confirmed.
Evidence: Before patching or rotating credentials, capture: (1) Hash of the current GHES Packages service binary and
configuration files ('sha256sum /usr/local/share/enterprise/packages-*') to verify patch integrity post-application; (2)
Complete list of environment variables injected into the Packages service process (‘cat /proc/$(pgrep -f
packages)/environ | tr "\0" "\n" | grep -Ei "secret|key|token|pass|sign™) — this establishes the definitive list of
credentials that must be considered compromised; (3) Git commit log of any changes to signing pipeline configurations
or '.github/workflows' files during the exposure window, as an attacker who obtained signing keys may have injected
malicious workflow steps.

Step 4: Recovery — After patching, verify GitHub Packages functionality is restored and confirm no
unauthorized access to internal services occurred during the exposure window. Re-audit environment
variable stores and secret management systems for signs of unauthorized reads (NIST AU-6). Validate that
egress filtering rules remain in place post-patch. Re-enable any services temporarily disabled during
containment after confirming patch integrity. Monitor for any downstream misuse of potentially exposed
signing keys, including unexpected signed artifacts in your build pipeline.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST SI-2 (Flaw Remediation), NIST CM-6
(Configuration Settings), NIST SC-7 (Boundary Protection), CIS 7.1 (Establish and Maintain a Vulnerability
Management Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Post-patch verification: run 'ghe-diagnostics' and confirm the CVE-2026-8606 patch version appears
in 'ghe-version' output. Validate egress rules survived the GHES patch reboot with ‘iptables -L OUTPUT -n -v'. For build
pipeline artifact integrity verification without a commercial signing verification tool, use 'gpg --verify .sig ' against your
newly issued signing keys to confirm no artifacts were signed with the rotated (potentially compromised) keys after your
defined exposure window start date. Query your CI/CD system (GitHub Actions workflow run logs, Jenkins build logs)
for any jobs that produced signed artifacts during the exposure window and manually verify each signature against the
pre-rotation key fingerprint — any matches indicate potential misuse.

Evidence: During recovery verification, capture: (1) Post-patch 'ghe-version' output and patch changelog confirming
CVE-2026-8606 remediation, retained as change management evidence; (2) Audit log entries from your secrets
management system (HashiCorp Vault audit log at '/var/log/vault/audit.log’, or AWS Secrets Manager CloudTrail
events for 'GetSecretValue' API calls) covering the full exposure window, to confirm whether the SSRF was leveraged
to actually read secrets or only probed; (3) Signed artifact manifest from your software supply chain covering the
exposure window — compare GPG or Sigstore signatures against the fingerprint of rotated keys to detect any supply
chain compromise downstream of the GHES SSRF.

Step 5: Post-Incident — Review whether signing secrets and private keys should be stored as environment
variables accessible to the Packages service, or migrated to a dedicated secrets management solution with
fine-grained access control (NIST AC-3, Access Enforcement; D3-UAP, User Account Permissions). Assess
whether SSRF egress filtering was absent from your GitHub Enterprise Server network segment and close
that gap in your baseline configuration standard (CIS 4.2). Document this event in your vulnerability
management program and verify your patch cadence process for GitHub Enterprise Server releases covers
security advisories within your defined SLA (CIS 7.1, CIS 7.2).

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity
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Controls: NIST AC-3 (Access Enforcement), NIST AC-6 (Least Privilege), NIST CM-6 (Configuration Settings), NIST
RA-3 (Risk Assessment), NIST IR-4 (Incident Handling), CIS 4.2 (Establish and Maintain a Secure Configuration
Process for Network Infrastructure), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2
(Establish and Maintain a Remediation Process)

Compensating: For secrets migration without an enterprise vault budget, deploy HashiCorp Vault Community Edition
(free) on an internal host and migrate GHES Packages signing keys from environment variables to Vault dynamic
secrets with AppRole authentication scoped exclusively to the Packages service account. Document the new secret
access policy and enforce it via Vault ACL policies. For the network baseline gap, add a documented GHES-specific
egress filtering requirement to your configuration standard template and validate it quarterly using a simple script:
'iptables -L OUTPUT -n | grep -E "(10\.|172\.1[6-9]\.|192\.168\.|169\.254)" run via cron and alerting on missing DROP
rules. For patch SLA enforcement, create a GitHub Advisory Database webhook or subscribe to
https://github.com/nicowillis/github-enterprise-changelog RSS to receive GHES security release notifications and track
against your documented patch SLA.

Evidence: For the post-incident review record, retain: (1) Complete IR timeline document mapping first possible
exposure date (when CVE-2026-8606 was introduced in the GHES codebase) through patch application, with evidence
of each milestone; (2) Before-and-after network egress rule configuration showing the baseline gap and the remediated
state, suitable for audit evidence under NIST CM-6; (3) Secrets migration completion record showing that all signing
keys and private keys previously accessible to the GHES Packages process environment have been removed from
environment variable storage and are now managed under the new secrets management solution with access logs
enabled.

I Detection Guidance

Focus detection on outbound HTTP requests from the GitHub Enterprise Server host to internal network ranges.
In GitHub Enterprise Server audit logs, look for Packages API calls where the request URL or payload contains
internal IP addresses (10.x, 172.16-31.x, 192.168.x) or cloud metadata service addresses (169.254.169.254). In
network flow data, look for connections from the GitHub Enterprise Server host IP to internal service ports (e.g.,
2379 for etcd, 5432 for PostgreSQL, 6443 for Kubernetes API) that are not part of normal operational baselines.
If you have a WAF or IPS inline, create a rule to detect SSRF payloads in Packages APl parameters targeting
loopback (127.0.0.1) or link-local addresses. Monitor for unexpected reads or modifications to environment
variable files or secret stores on the GitHub Enterprise Server host. No public IOC signatures (hashes, IPs,
domains) are confirmed for active exploitation of this CVE at this time.

I Framework Mappings

MITRE-ATTACK

e T1210 — Exploitation of Remote Services
e T1090.002 — External Proxy
e T1552.001 — Credentials In Files

NIST-800-53R5
* AC-6 — Least Privilege
e SC-7 — Boundary Protection
e SI-2 — Flaw Remediation

e SI-10 — Information Input Validation

OWASP-TOP10-2021
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e A10:2021 — Server-Side Request Forgery (SSRF)
CIS-Vv8

* 13.4 — Perform Traffic Filtering Between Network Segments
ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1210 Exploitation of Remote Services Lateral-Movement

T1090. 002 External Proxy Command-And-Control

T1552. 001 Credentials In Files Credential-Access
Sources

Source URL Tier

gemini https://www.tenable.com/cve/CVE-2026-8606 T3

CVE Record: https://www.cve.org/CVERecord?id=CVE-2026-8606 T3

CVE-2026-8606

Newest CVEs https://www.tenable.com/cve/newest T3
CVE-2026-42786 Detail - https://nvd.nist.gov/vuln/detail/CVE-2026-42786 T1
NVD

CVE-2026-8706: Mozilla https://www.sentinelone.com/vulnerability-database/cve-2026-8706/ T3

Firefox Information
Disclosure Flaw

NVD https://nvd.nist.gov/vuln/detail/CVE-2026-8606 T1

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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