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Critical golang.org/x/net/idna Punycode Label
Validation Bypass in Microsoft Azure Linux
Ingress Controller
CVE VULNERABILITY | CRITICAL | CVSS 10.0

SCC Item ID SCC-CVE-2026-0223

Type CVE Vulnerability

CVE ID CVE-2026-39821

Severity CRITICAL

CVSS Base Score 10.0

EPSS Score 0.0004 (14th percentile)

Affected Products Microsoft azl3 application-gateway-kubernetes-ingress 1.7.7-3 on Azure Linux 3.0

Published 2026-05-27T01:40:27

Discovery Source Msrc Patch Tuesday

Executive Summary

A critical vulnerability (CVSS 10.0) in the Azure Linux Ingress Controller for Kubernetes allows

malformed Punycode-encoded domain labels to bypass hostname validation, enabling domain spoofing

and security control circumvention. Organizations running Microsoft's Azure Linux 3.0

application-gateway-kubernetes-ingress version 1.7.7-3 are affected. If exploited, attackers could redirect

traffic, bypass access controls, or conduct man-in-the-middle attacks against Kubernetes-managed

application workloads.

Technical Analysis

CVE-2026-39821 (CVSS 10.0) affects golang.org/x/net/idna as packaged in Microsoft Azure Linux 3.0's

application-gateway-kubernetes-ingress component (version 1.7.7-3). The flaw is rooted in CWE-116 (Improper

Encoding or Escaping of Output) and CWE-20 (Improper Input Validation). The idna library fails to reject

Punycode-encoded labels that resolve to ASCII-only values, a rejection required by both IDNA2008 (RFC 5891)

and Unicode Technical Standard #46. Because the Application Gateway Kubernetes Ingress Controller uses

this library for hostname validation, a crafted domain label can pass validation checks it should fail, creating

conditions for domain confusion, ingress routing manipulation, or spoofed hostnames reaching backend

services. MITRE techniques T1036 (Masquerading), T1071.001 (Application Layer Protocol: Web Protocols),
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and T1557 (Adversary-in-the-Middle) describe the likely exploitation paths. The upstream defect originates in

the golang.org/x/net/idna library. No CISA KEV listing as of the configuration date; EPSS score is 0.045% (14th

percentile), indicating low observed exploitation activity at time of disclosure. Disclosed as part of Microsoft

Patch Tuesday May 2026. Vendor CVSS score is pending Microsoft publication; the NVD base score of 10.0 is

authoritative until Microsoft publishes a reconciled vector. Source quality score: 0.856 (T1 sources: MSRC

Update Guide, NVD).

Action Checklist

1. Step 1: Containment, Identify all Azure Linux 3.0 clusters running

application-gateway-kubernetes-ingress version 1.7.7-3. Isolate or restrict external ingress traffic to

affected controllers until patching is complete. Reference MSRC advisory at

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-39821 for Microsoft's official patch status.

Apply NIST AC-4 (Information Flow Enforcement) by reviewing ingress routing rules and blocking

unexpected domain-based routing paths.

2. Step 2: Detection, Query your container inventory and Kubernetes cluster manifests for the package

string 'application-gateway-kubernetes-ingress' at version 1.7.7-3 on Azure Linux 3.0 nodes. Review

Application Gateway access logs and Kubernetes ingress controller logs for hostname values containing

'xn--' Punycode prefixes resolving to ASCII-only labels (e.g., 'xn--nxasmq6b.com' resolving to a purely

ASCII string). Correlate against NIST AU-6 (Audit Record Review, Analysis, and Reporting) processes.

Enable CIS 8.2 (Collect Audit Logs) on ingress controller pods if not already active.

3. Step 3: Eradication, Apply the Microsoft-issued patch for CVE-2026-39821 from the May 2026 Patch

Tuesday release via the Azure Linux package manager (tdnf update

application-gateway-kubernetes-ingress on Azure Linux 3.0 nodes). Verify the updated package version

replaces 1.7.7-3. Confirm the updated golang.org/x/net/idna dependency enforces ASCII-only Punycode

label rejection per IDNA2008. Reference CIS 7.3 (Perform Automated Operating System Patch

Management) and CIS 7.4 (Perform Automated Application Patch Management).

4. Step 4: Recovery, After patching, validate ingress hostname validation behavior by testing

known-malformed Punycode labels against the updated controller and confirming rejection. Re-enable full

ingress traffic. Monitor Application Gateway and Kubernetes audit logs for 24-48 hours post-patch for

anomalous routing events. Apply NIST SI-4 (System Monitoring) to confirm no residual malicious ingress

rules were inserted during the exposure window. Review ingress rules for unauthorized hostname entries

added before patching.

5. Step 5: Post-Incident, Audit your software bill of materials (SBOM) process to detect

golang.org/x/net/idna dependency versions across all container images and Go-based services, not just

this package. Implement CIS 2.1 (Establish and Maintain a Software Inventory) for container workloads.

Evaluate whether WAF rules on Azure Application Gateway are configured to detect and block malformed

Punycode hostnames as a defense-in-depth measure (D3-PBWSAM). Remediation of this gap closes a

control deficiency under NIST AC-4 and NIST SC-8 (Transmission Confidentiality and Integrity).

IR / Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate immediately to senior incident command and legal/compliance if Kubernetes API
server audit logs or Application Gateway access logs show any Ingress object modification
with xn-- hostnames during the exposure window that cannot be attributed to authorized
change management, as this indicates active exploitation and potential unauthorized traffic
redirection to attacker-controlled backends — triggering breach notification obligations if any
redirected traffic included PII, PHI, or authentication credentials.

Recovery Notes After patching to the fixed application-gateway-kubernetes-ingress version on all Azure Linux
3.0 nodes, diff all Ingress objects against pre-incident baselines to confirm no
attacker-inserted hostname routing rules persist, and delete any unauthorized entries before
re-enabling unrestricted ingress traffic. Monitor Azure Application Gateway AccessLogs and
Kubernetes ingress controller pod logs continuously for a minimum of 48 hours post-patch,
specifically alerting on any 'xn--' hostname patterns in host headers or ingress rule specs that
were not present in the validated clean baseline. Retain all forensic log exports — Application
Gateway diagnostic logs, Kubernetes API audit logs, and ingress controller pod logs — for a
minimum of 90 days to support any delayed regulatory reporting requirements or threat
intelligence sharing.

Forensic Artifacts Kubernetes API server audit log entries (verb: create|patch|update, resource: ingresses)
covering the full exposure window of version 1.7.7-3 deployment — specifically preserving
any 'requestObject.spec.rules[].host' fields containing xn-- Punycode labels as evidence of
exploit-assisted Ingress rule injection | Azure Application Gateway AccessLog JSON blobs
from Azure Monitor / Storage Account, filtered on the 'host' and 'originalHost' request fields for
xn-- patterns — these logs would show the exact Punycode hostname values submitted by a
client exploiting the IDNA validation bypass to reach unintended backends | Ingress controller
pod logs captured via 'kubectl logs --previous' for any pods that restarted during the exposure
window, which may contain Go panic stack traces or error messages from the vulnerable
golang.org/x/net/idna parsing path triggered by malformed label inputs | Pre-patch binary
hash and Go module dependency manifest of /usr/bin/appgw-ingress version 1.7.7-3
extracted with 'go version -m', confirming the specific vulnerable golang.org/x/net/idna version
embedded in the affected build and establishing chain of custody for the vulnerable artifact |
CoreDNS query logs from the kube-system namespace covering the exposure window,
capturing any DNS resolution attempts for attacker-controlled Punycode domains that were
accepted by the vulnerable controller and forwarded to the Kubernetes DNS resolver — these
would reveal the attacker's target domains if traffic redirection was attempted

Per-Action IR Details

Step 1: Containment — Identify all Azure Linux 3.0 clusters running application-gateway-kubernetes-ingress

version 1.7.7-3. Isolate or restrict external ingress traffic to affected controllers until patching is complete.

Reference MSRC advisory at https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-39821 for

Microsoft's official patch status. Apply NIST AC-4 (Information Flow Enforcement) by reviewing ingress

routing rules and blocking unexpected domain-based routing paths.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST AC-4 (Information Flow Enforcement), NIST IR-4 (Incident Handling), CIS 4.4 (Implement and Manage

a Firewall on Servers)

Compensating: Run 'kubectl get pods -A -o jsonpath="{range .items[*]}{.metadata.namespace} {.metadata.name}

{.spec.containers[*].image}{" "}{end}" | grep application-gateway-kubernetes-ingress' across all cluster contexts to

enumerate affected pods. Apply a Kubernetes NetworkPolicy to restrict inbound traffic to affected ingress controller

pods to known-good CIDRs only: 'kubectl apply -f networkpolicy-restrict-ingress.yaml'. If NetworkPolicy is unsupported,

use Azure NSG rules via the Azure CLI ('az network nsg rule create') to block external traffic on TCP 80/443 to the
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Application Gateway frontend IP until patching is confirmed complete.

Evidence: Before isolating, capture: (1) 'kubectl get ingress -A -o yaml > ingress-snapshot-pre-containment.yaml' to

preserve all current hostname routing rules — any xn-- prefixed hostnames in 'spec.rules[].host' fields are suspicious

and must be preserved as evidence of potential pre-exploitation rule injection. (2) Azure Application Gateway access

logs from Azure Monitor / Log Analytics for the 72 hours prior to containment, filtered on 'requestUri' and 'host' header

fields containing 'xn--' patterns. (3) Kubernetes API server audit logs (typically at /var/log/kube-apiserver-audit.log on

control plane nodes or via Azure Monitor for AKS) showing any Ingress object CREATE or PATCH operations in the

exposure window.

Step 2: Detection — Query your container inventory and Kubernetes cluster manifests for the package string

'application-gateway-kubernetes-ingress' at version 1.7.7-3 on Azure Linux 3.0 nodes. Review Application

Gateway access logs and Kubernetes ingress controller logs for hostname values containing 'xn--' Punycode

prefixes resolving to ASCII-only labels (e.g., 'xn--nxasmq6b.com' resolving to a purely ASCII string). Correlate

against NIST AU-6 (Audit Record Review, Analysis, and Reporting) processes. Enable CIS 8.2 (Collect Audit

Logs) on ingress controller pods if not already active.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2 (Event Logging), NIST SI-4 (System

Monitoring), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: On each Azure Linux 3.0 node, run 'tdnf list installed | grep application-gateway-kubernetes-ingress'

to confirm version 1.7.7-3 presence. For log analysis without a SIEM, use: 'kubectl logs -n | grep -P "xn--[a-z0-9]+-" >

punycode-hits.txt' to extract Punycode hostname events from ingress controller stdout. Parse Application Gateway

access logs downloaded from Azure Blob Storage using: 'jq ".[] | select(.host | test(\"xn--\"))" access-log.json' to surface

candidate bypass attempts. Cross-reference any flagged xn-- labels using the Python 'idna' library: 'python3 -c "import

idna; print(idna.decode(\"xn--nxasmq6b\"))"' — labels that decode to purely ASCII strings (no legitimate

internationalized characters) indicate exploitation of CVE-2026-39821's validation bypass.

Evidence: Capture before analysis concludes: (1) Full ingress controller pod logs via 'kubectl logs -n --previous'

(captures terminated/restarted pod logs that may contain exploit attempts). (2) Azure Application Gateway diagnostic

logs (FirewallLog and AccessLog categories) from Azure Monitor, specifically the 'host' and 'originalHost' fields for

HTTP requests — exploitation of this bypass would show a syntactically valid xn-- label in 'host' that routes to an

unintended backend pool. (3) DNS query logs from Azure DNS or on-cluster CoreDNS ('kubectl logs -n kube-system -l

k8s-app=kube-dns') for resolution of attacker-controlled Punycode domains used in traffic redirection. (4) Output of

'kubectl get ingress -A -o json' timestamped at detection time to baseline current routing rules for later comparison.

Step 3: Eradication — Apply the Microsoft-issued patch for CVE-2026-39821 from the May 2026 Patch Tuesday

release via the Azure Linux package manager (tdnf update application-gateway-kubernetes-ingress on Azure

Linux 3.0 nodes). Verify the updated package version replaces 1.7.7-3. Confirm the updated

golang.org/x/net/idna dependency enforces ASCII-only Punycode label rejection per IDNA2008. Reference CIS

7.3 (Perform Automated Operating System Patch Management) and CIS 7.4 (Perform Automated Application

Patch Management).

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST CM-6 (Configuration Settings), CIS 7.3 (Perform Automated Operating

System Patch Management), CIS 7.4 (Perform Automated Application Patch Management), CIS 2.2 (Ensure

Authorized Software is Currently Supported)

Compensating: On each affected Azure Linux 3.0 node, execute: 'sudo tdnf update

application-gateway-kubernetes-ingress -y && tdnf list installed | grep application-gateway-kubernetes-ingress' to apply

and confirm the patch. Verify the golang.org/x/net/idna dependency version inside the updated binary by extracting the

Go module build info: 'go version -m /usr/bin/appgw-ingress | grep golang.org/x/net' — confirm the idna package

version is newer than the vulnerable release. If automated rollout is unavailable, use a rolling restart with 'kubectl
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rollout restart deployment/ -n ' after patching each node to cycle pods onto patched binaries. Retain the pre-patch

binary at '/tmp/appgw-ingress-1.7.7-3.bak' for forensic comparison before overwriting.

Evidence: Before applying the patch, preserve: (1) Binary hash of the vulnerable ingress controller binary ('sha256sum

/usr/bin/appgw-ingress > pre-patch-hash.txt') for chain-of-custody documentation. (2) Go module dependency manifest

embedded in the binary ('go version -m /usr/bin/appgw-ingress > pre-patch-module-deps.txt') confirming the vulnerable

golang.org/x/net/idna version. (3) Complete snapshot of active Ingress objects ('kubectl get ingress -A -o yaml >

ingress-state-pre-eradication.yaml') to identify any malicious hostname routing rules that must be removed as part of

eradication — patching the binary does not remove attacker-inserted Ingress rules that exploited the bypass.

Step 4: Recovery — After patching, validate ingress hostname validation behavior by testing

known-malformed Punycode labels against the updated controller and confirming rejection. Re-enable full

ingress traffic. Monitor Application Gateway and Kubernetes audit logs for 24-48 hours post-patch for

anomalous routing events. Apply NIST SI-4 (System Monitoring) to confirm no residual malicious ingress

rules were inserted during the exposure window. Review ingress rules for unauthorized hostname entries

added before patching.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST SI-4 (System Monitoring), NIST CA-7 (Continuous Monitoring), NIST CM-3 (Configuration Change

Control), CIS 4.2 (Establish and Maintain a Secure Configuration Process for Network Infrastructure)

Compensating: Validate the patch by sending a crafted HTTP request with a malformed Punycode host header using

curl: 'curl -v -H "Host: xn--nxasmq6b.com" https:///' — the patched controller should return a 400 or routing error rather

than forwarding to a backend. Diff current ingress rules against the pre-containment snapshot: 'diff >

/var/log/ingress-punycode-monitor.log' to catch any re-insertion of malformed Punycode routing rules.

Evidence: Preserve post-patch: (1) Output of the validation curl tests with full HTTP response headers ('curl -v' output)

confirming the patched controller rejects malformed Punycode labels — this documents remediation effectiveness. (2)

Timestamped 'kubectl get ingress -A -o yaml' snapshot post-patch as the new clean baseline for configuration

comparison. (3) Azure Application Gateway AccessLog entries from the 24-48 hour monitoring window, retained for a

minimum of 90 days per NIST AU-11 (Audit Record Retention), specifically preserving any 'host' field anomalies that

surface after re-enabling traffic as indicators of residual attacker activity.

Step 5: Post-Incident — Audit your software bill of materials (SBOM) process to detect golang.org/x/net/idna

dependency versions across all container images and Go-based services, not just this package. Implement

CIS 2.1 (Establish and Maintain a Software Inventory) for container workloads. Evaluate whether WAF rules on

Azure Application Gateway are configured to detect and block malformed Punycode hostnames as a

defense-in-depth measure (D3-PBWSAM). Remediation of this gap closes a control deficiency under NIST

AC-4 and NIST SC-8 (Transmission Confidentiality and Integrity).

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST AC-4 (Information Flow Enforcement), NIST SC-8 (Transmission Confidentiality and Integrity), NIST

RA-5 (Vulnerability Monitoring and Scanning), NIST SA-15 (Development Process, Standards, and Tools), CIS 2.1

(Establish and Maintain a Software Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management Process),

CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Generate SBOMs for all container images in the environment using Syft (free, open-source): 'syft : -o

cyclonedx-json > sbom.json' then query for golang.org/x/net: 'jq ".components[] | select(.name == \"golang.org/x/net\")"

sbom.json' across all images to identify other services carrying the vulnerable idna dependency. Add a custom Azure

Application Gateway WAF custom rule to block requests where the 'RequestHeaders Host' field matches the regex

'^xn--[a-z0-9]+-[^.]*\.\.' (consecutive Punycode labels with no legitimate IDN characters) using: 'az network

application-gateway waf-policy custom-rule create'. Schedule quarterly SBOM scans as a cron job using Grype against

the Syft SBOM output to catch future vulnerable golang.org/x/net/idna versions before deployment.
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Evidence: Retain for lessons-learned and potential regulatory reporting: (1) Complete timeline of Ingress object

CREATE/PATCH/DELETE events from the Kubernetes API server audit log covering the full exposure window (from

the date version 1.7.7-3 was deployed to the date of patch application) — this establishes whether any malicious

routing rules were inserted and what data flows may have been affected. (2) SBOM inventory output identifying all

container images and Go binaries carrying golang.org/x/net/idna, scoped to the version range affected by

CVE-2026-39821, as evidence of the full blast radius assessment. (3) Azure Activity Log entries showing any

Application Gateway backend pool or listener configuration changes during the exposure window, which could indicate

an attacker leveraging the bypass to reconfigure routing targets.

Detection Guidance

Search Kubernetes ingress controller logs and Azure Application Gateway access logs for inbound hostnames

containing 'xn--' Punycode prefixes that decode to purely ASCII labels (no non-ASCII Unicode characters in the

decoded form). A Punycode label such as 'xn--ascii-only' decoding to a plain ASCII string should have been

rejected but may have passed through the vulnerable library. Query container runtime inventory on Azure Linux

3.0 nodes: run 'tdnf list installed | grep application-gateway-kubernetes-ingress' and flag any result returning

version 1.7.7-3. In SIEM, create a detection rule alerting on ingress hostname fields matching the regex pattern

'^xn--[a-z0-9-]+$' where the decoded value contains no Unicode code points above U+007F. Correlate with

MITRE T1036 (Masquerading), look for hostnames that visually resemble legitimate internal or external domains

but arrive via Punycode encoding. No public IOCs or known exploitation evidence available at time of this

writing; EPSS percentile (14th) suggests no active exploitation campaigns observed. Apply D3-SFA (System

File Analysis) to review ingress configuration files for unauthorized hostname rule additions.

Framework Mappings

MITRE-ATTACK

• T1036 — Masquerading

• T1071.001 — Web Protocols

• T1557 — Adversary-in-the-Middle

OWASP-TOP10-2021

• A03:2021 — Injection

NIST-800-53R5

• SI-10 — Information Input Validation

CIS-V8

• 16.10 — Apply Secure Design Principles in Application Architectures

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

• A.8.26 — Application security requirements

• A.8.8 — Management of technical vulnerabilities

• A.5.23 — Information security for use of cloud services
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1036 Masquerading Defense-Evasion

T1071.001 Web Protocols Command-And-Control

T1557 Adversary-in-the-Middle Credential-Access

Sources

Source URL Tier

MSRC Update Guide https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-39821 T1

(consolidated) https://api.msrc.microsoft.com/cvrf/v3.0/cvrf/2026-May T1

CVE-2026-21421 Detail -
NVD

https://nvd.nist.gov/vuln/detail/CVE-2026-21421 T1

CVE-2026-31421 - Red
Hat Customer Portal

https://access.redhat.com/security/cve/cve-2026-31421 T3

CVE-2026-20801:
Gallagher VMS
Information Disclosure
Flaw

https://www.sentinelone.com/vulnerability-database/cve-2026-20801/ T3

NVD https://nvd.nist.gov/vuln/detail/CVE-2026-39821 T1
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