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CVE VULNERABILITY | | CVSS 5.0

SCC Item ID SCC-CVE-2026-0201

Type CVE Vulnerability

CVE ID CVE-2026-20171

Severity MEDIUM

CVSS Base Score 5.0

Affected Products Cisco Nexus 3000 Series Switches and Cisco Nexus 9000 Series Switches operating in

standalone NX-OS mode with BGP configured
Published 2026-05-20T16:00:00+00:00

Discovery Source Rss:T1 Psirt

I Executive Summary

A denia-of-service vulnerability in Cisco NX-OS BGP processing affects Nexus 3000 and 9000 Series
switches in standalone mode. An unauthenticated attacker who can send a crafted BGP UPDATE message
can repeatedly crash BGP sessions, destabilizing network routing across affected infrastructure. No active
exploitation has been reported; the primary business risk is network availability loss on core switching
fabric.

I Technical Analysis

CVE-2026-20171 is a denial-of-service flaw in the BGP enforce-first-as feature of Cisco NX-OS on Nexus 3000
and 9000 Series switches operating in standalone mode. The root cause is incorrect parsing of the ATTR_SET
transitive BGP attribute (attribute type 128), classified under CWE-670 (Always-Incorrect Control Flow
Implementation). An unauthenticated remote attacker with the ability to send a crafted BGP UPDATE message
to an affected peer can trigger repeated BGP session flaps, disrupting routing stability without any prior
authentication or access. The enforce-first-as feature is enabled by default and does not appear in the running
configuration, creating silent exposure on any device with BGP active. CVSS base score: 5.0 (Medium). EPSS
score pending NVD publication. Not listed in CISA KEV. No active exploitation reported. MITRE ATT&CK
relevance: T1190 (Exploit Public-Facing Application), T1499 (Endpoint Denial of Service), T1498 (Network
Denial of Service), T1499.002 (Service Exhaustion Flood). Source: Cisco PSIRT Security Advisory
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cisco-sa-bgp-iefab-3hb2pwix.

I Action Checklist

1. Step 1: Containment. Identify all Nexus 3000 and 9000 Series switches running NX-OS in standalone
mode with BGP configured. Treat all switches with BGP active as exposed - the enforce-first-as feature is
enabled by default and does not require explicit configuration. Apply BGP neighbor filtering via prefix lists
or route maps to restrict UPDATE messages to known, trusted BGP peers only, reducing the attack
surface while a patch is evaluated. Reference: Cisco Security Advisory cisco-sa-bgp-iefab-3hb2pwtx.

2. Step 2: Detection. Query your NX-OS syslog and BGP state change logs for repeated BGP session
resets or flaps on affected devices. Look for log messages indicating BGP NOTIFICATION errors
referencing UPDATE message parsing failures or ATTR_SET attribute processing. Confirm logging is
enabled for BGP state changes per NIST AU-2 (Event Logging). Run 'show bgp sessions' and 'show bgp
event-history errors' on candidate devices to identify anomalous session instability. Flag any unexpected
BGP session resets originating from external or untrusted peers.

3. Step 3: Eradication. Apply the Cisco-provided NX-OS software fix identified in advisory
cisco-sa-bgp-iefab-3hb2pwtx. Obtain the specific patched NX-OS release from Cisco's Software
Download portal (requires a valid Cisco service contract). Upgrade affected Nexus 3000 and 9000 Series
switches to the patched version per the advisory's fixed-release table. As an interim workaround, if BGP is
not operationally required on a given device, disable the BGP process. Verify the upgrade by confirming
the running NX-OS version post-install and validating BGP session stability.

4. Step 4: Recovery. After patching, monitor BGP session state on all previously affected devices for a
minimum of 24 hours using 'show bgp sessions' and syslog review. Confirm routing table stability and
validate that no unexpected session flaps recur. Re-enable any BGP neighbors that were temporarily
restricted during containment. Review neighbor configurations to ensure only trusted peer ASNs are
accepted. Ensure continuous visibility into BGP behavior per NIST SI-4 (System Monitoring) and CIS 8.2
(Collect Audit Logs).

5. Step 5: Post-Incident. Document the silent default exposure introduced by enforce-first-as being
enabled without appearing in the running configuration. Update your asset inventory to tag all NX-OS
devices in standalone mode with active BGP as a high-visibility asset class per CIS 1.1 (Establish and
Maintain Detailed Enterprise Asset Inventory). Review BGP peer authentication controls and evaluate
whether BGP MD5 or TCP-AO session authentication is deployed on all external peering sessions.
Incorporate NX-OS BGP configuration review into your next scheduled configuration audit against CIS 4.2
(Establish and Maintain a Secure Configuration Process for Network Infrastructure). Flag this gap for your
vulnerability management program under CIS 7.1 (Establish and Maintain a Vulnerability Management
Process).

I IR / Forensic Enrichment

Triage Priority STANDARD
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Escalation Criteria Escalate to urgent and engage network engineering leadership immediately if 'show bgp
event-history errors' reveals repeated ATTR_SET NOTIFICATION errors originating from
external peer IPs within a short time window (indicating active exploitation attempts), if BGP
session loss causes routing instability across core fabric impacting production availability, or if
the affected Nexus devices serve as transit or peering infrastructure for regulated
environments subject to availability SLAs.

Recovery Notes After applying the patched NX-OS release per advisory cisco-sa-bgp-iefab-3hb2pwtx, monitor
all previously affected Nexus 3000/9000 devices continuously for 24 hours using 'show bgp
sessions' polled at 5-minute intervals, watching for any recurrence of session resets
attributable to ATTR_SET parsing errors. Re-enable containment prefix-list restrictions only
after confirming BGP session stability and verifying that no untrusted peer IPs that triggered
prior session resets are re-establishing connections. Validate routing table integrity with 'show
ip route summary' against pre-incident baselines before declaring recovery complete.

Forensic Artifacts NX-OS BGP event-history logs: 'show bgp event-history errors' and 'show bgp event-history
notifications' — these will contain NOTIFICATION messages referencing UPDATE message
parsing failures or ATTR_SET attribute errors that are the direct signature of
CVE-2026-20171 exploitation attempts. | NX-OS syslog stream (facility BGP, severity 3-5):
syslog messages timestamped around session reset events referencing
'‘BGP-3-NOTIFICATION', 'UPDATE', or 'ATTR_SET" are the primary log-based indicator that
malformed UPDATE messages triggered the vulnerable code path. | Packet capture of BGP
TCP port 179 traffic from external peers: captured via NX-OS 'ethanalyzer local interface
inband capture-filter "tcp port 179™ or an upstream tap, malformed UPDATE messages
containing crafted ATTR_SET attributes will be visible as BGP NOTIFICATION exchanges
immediately preceding session teardown. | Pre- and post-incident 'show bgp sessions' output
shapshots: session Up/Down timer resets and State transitions away from Established,
correlated with peer IP and timestamp, establish whether session instability originates from a
specific external attacker-controlled peer or is distributed, supporting attribution and scope
analysis. | Bootflash configuration archive (‘show running-config' saved to bootflash
pre-containment): documents the BGP neighbor configuration at time of exposure including
absence of explicit MD5/TCP-AO authentication and presence of eBGP peers that could send
malformed ATTR_SET UPDATE messages, establishing the attack surface for the
post-incident record.

Per-Action IR Details

Step 1: Containment — Identify all Nexus 3000 and 9000 Series switches running NX-OS in standalone mode
with BGP configured. Treat all as exposed regardless of whether enforce-first-as appears in the running
configuration, as the feature is silently enabled by default. Apply BGP neighbor filtering via prefix lists or
route maps to restrict UPDATE messages to known, trusted BGP peers only, reducing the attack surface
while a patch is evaluated. Reference: Cisco Security Advisory cisco-sa-bgp-iefab-3hb2pwtx.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: prioritize actions that limit further damage while preserving
evidence and maintaining operational continuity on critical network infrastructure.

Controls: NIST IR-4 (Incident Handling), NIST AC-4 (Information Flow Enforcement), NIST CM-7 (Least Functionality),
CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 4.2 (Establish and Maintain a Secure Configuration
Process for Network Infrastructure)

Compensating: On each candidate Nexus 3000/9000, run 'show running-config | include router bgp' to confirm BGP is
active, then 'show bgp summary' to enumerate all active peers. Use NX-OS CLI to apply an inbound prefix-list on each
eBGP neighbor: 'neighbor prefix-list TRUSTED-PEERS in' filtering to known peer prefixes. For inventory without a
CMDB, run a sweep via Ansible ad-hoc command 'ios_command module' or manually SSH across the environment
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using a bash loop with 'ssh admin@ show version | grep NX-OS' to enumerate affected standalone-mode devices. This
two-command workflow is executable by one engineer per device.

Evidence: Before applying prefix-list changes, capture 'show bgp sessions' output, 'show bgp event-history errors',
'show bgp event-history natifications', and 'show logging last 500' from each affected Nexus device. Save full running
configurations via 'show running-config > bootflash:pre-containment--.cfg'. These snapshots document the BGP peer
state and any ATTR_SET-triggered NOTIFICATION errors that existed prior to ACL changes, preserving evidence of
exploitation attempts or active session instability.

Step 2: Detection — Query your NX-OS syslog and BGP state change logs for repeated BGP session resets or
flaps on affected devices. Look for log messages indicating BGP NOTIFICATION errors referencing UPDATE
message parsing failures or ATTR_SET attribute processing. Correlate with NIST AU-2 (Event Logging) to
confirm logging is enabled for BGP state changes. Run 'show bgp sessions' and 'show bgp event-history
errors' on candidate devices to identify anomalous session instability. Flag any unexpected BGP session
resets originating from external or untrusted peers.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: analyze log data and network indicators to determine
whether adverse events reflect actual exploitation of CVE-2026-20171 versus benign BGP instability.

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST SI-4 (System
Monitoring), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
Compensating: If no centralized syslog exists, configure NX-OS to forward logs to a free syslog collector such as
rsyslog or Graylog CE: 'logging server 6 use-vrf management'. On each device, run 'show bgp event-history errors |
grep -i ATTR_SET' and 'show bgp event-history notifications' to surface malformed UPDATE processing errors specific
to this CVE's trigger mechanism. Write a simple bash loop to SSH into each device, pull the event-history, and grep for
'ATTR_SET', 'UPDATE', 'NOTIFICATION', and 'session reset' within the same 5-minute window — repeated resets
from a single external peer IP within a short window are the primary detection signal for deliberate exploitation of
CVE-2026-20171.

Evidence: Capture NX-OS syslog messages matching facility 'BGP' at severity levels 3-5 referencing
'NOTIFICATION', 'UPDATE message error', or 'ATTR_SET'. Export 'show bgp event-history errors', 'show bgp
event-history notifications', and 'show bgp event-history dampening' before any configuration changes. Collect 'show
bgp sessions' output with timestamps to establish session reset frequency. If packet capture is feasible on an upstream
interface, capture BGP TCP port 179 traffic from external peers using 'ethanalyzer local interface inband capture-filter
"tcp port 179" directly on NX-OS to identify crafted UPDATE messages containing malformed ATTR_SET attributes.

Step 3: Eradication — Apply the Cisco-provided NX-OS software fix identified in advisory
cisco-sa-bgp-iefab-3hb2pwtx. Obtain the specific patched NX-OS release from Cisco's Software Download
portal (requires a valid Cisco service contract). Upgrade affected Nexus 3000 and 9000 Series switches to the
patched version per the advisory's fixed-release table. As an interim workaround, if BGP is not
operationallyRequired on a given device, disable the BGP process. Verify the upgrade by confirming the
running NX-OS version post-install and validating BGP session stability.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: remove the vulnerability from affected systems; for CVE-2026-20171
this means applying Cisco's patched NX-OS release that corrects the ATTR_SET attribute parsing flaw in the BGP
process.

Controls: NIST SI-2 (Flaw Remediation), NIST CM-3 (Configuration Change Control), NIST SA-10 (Developer
Configuration Management), CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform
Automated Application Patch Management), CIS 7.2 (Establish and Maintain a Remediation Process)
Compensating: Without automated patch management, use Cisco's NX-OS ISSU (In-Service Software Upgrade)
where supported on the specific Nexus platform to minimize BGP session downtime during upgrade: 'install all nxos .
Pre-stage the patched image to bootflash via SCP (‘copy scp://user@server/path/nxos.bin bootflash:") and verify MD5
integrity with 'show file bootflash: md5sum' against Cisco's published hash before installation. For devices where BGP
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is non-essential, execute 'no router bgp ' as an immediate interim eradication step and document the exception. A
two-person team should execute upgrades in maintenance windows, one engineer at the console and one validating
BGP session recovery remotely.

Evidence: Before upgrade, capture 'show version', 'show install all status', and 'show running-config' to create a
pre-eradication configuration and version baseline. After upgrade, re-run 'show version' and confirm the NX-OS build
matches the fixed-release table in advisory cisco-sa-bgp-iefab-3hb2pwtx. Retain the pre-upgrade bootflash image and
configuration snapshot at 'bootflash:pre-patch--.cfg' as forensic evidence of the vulnerable state for post-incident
review.

Step 4: Recovery — After patching, monitor BGP session state on all previously affected devices for a
minimum of 24 hours using 'show bgp sessions' and syslog review. Confirm routing table stability and
validate that no unexpected session flaps recur. Re-enable any BGP neighbors that were temporarily
restricted during containment. Review neighbor configurations to ensure only trusted peer ASNs are
accepted. Align monitoring continuity with NIST SI-4 (System Monitoring) and CIS 8.2 (Collect Audit Logs).

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore BGP sessions to normal operation, verify routing stability on
Nexus 3000/9000 fabric, and confirm no residual session instability attributable to CVE-2026-20171 exploitation
attempts persists post-patch.

Controls: NIST SI-4 (System Monitoring), NIST CP-10 (System Recovery and Reconstitution), NIST AU-6 (Audit
Record Review, Analysis, and Reporting), CIS 8.2 (Collect Audit Logs), CIS 4.2 (Establish and Maintain a Secure
Configuration Process for Network Infrastructure)

Compensating: Without a SIEM, schedule a cron job or Ansible playbook to poll 'show bgp summary' every 5 minutes
across all patched devices and write output to a timestamped log file for manual comparison. Alert on any 'State’
column value other than 'Established' or any 'Up/Down' timer reset. Use 'show ip route summary' before and after
re-enabling restricted neighbors to confirm routing table counts are consistent with pre-incident baselines. For BGP
MD5 authentication validation, run 'show bgp neighbors | include MD5' to confirm session authentication is active on all
external peers before removing containment prefix-lists.

Evidence: Document BGP session re-establishment timestamps from 'show bgp sessions' output at 1-hour intervals
for the first 24 hours post-patch. Retain syslog captures covering the recovery window showing no recurrence of
ATTR_SET-related NOTIFICATION errors. Collect 'show ip route summary' snapshots at T+1h, T+6h, T+12h, and
T+24h to demonstrate routing table stability as evidence of successful eradication and recovery for post-incident
documentation.

Step 5: Post-Incident — Document the silent default exposure introduced by enforce-first-as being enabled
without appearing in the running configuration. Update your asset inventory to tag all NX-OS devices in
standalone mode with active BGP as a high-visibility asset class (CIS 1.1 — Establish and Maintain Detailed
Enterprise Asset Inventory). Review BGP peer authentication controls and evaluate whether BGP MD5 or
TCP-AO session authentication is deployed on all external peering sessions. Incorporate NX-OS BGP
configuration review into your next scheduled configuration audit against CIS 4.2 (Establish and Maintain a
Secure Configuration Process for Network Infrastructure). Flag this gap for your vulnerability management
program under CIS 7.1 (Establish and Maintain a Vulnerability Management Process).

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: conduct lessons-learned review specific to the enforce-first-as
silent default, update detection logic for BGP ATTR_SET anomalies, and harden BGP peer authentication to reduce
recurrence risk on Nexus 3000/9000 infrastructure.

Controls: NIST IR-4 (Incident Handling), NIST RA-3 (Risk Assessment), NIST CM-6 (Configuration Settings), NIST
AU-2 (Event Logging), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 4.2 (Establish and
Maintain a Secure Configuration Process for Network Infrastructure), CIS 7.1 (Establish and Maintain a Vulnerability
Management Process), CIS 5.2 (Use Unique Passwords)
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Compensating: Create a standing NX-OS BGP configuration audit script using Cisco's NX-API or simple SSH/expect
scripting that checks: (1) 'show bgp sessions' for any neighbors without MD5 or TCP-AO authentication ('show bgp
neighbors | include authentication'), (2) 'show running-config | include enforce-first-as' to surface the silent default
behavior gap, and (3) 'show version' to confirm patch compliance against the CVE-2026-20171 fixed-release table.
Store this script in version control and schedule it monthly per CIS 7.1. For BGP MD5 deployment, add 'neighbor
password ' to each external peer block as a zero-cost authentication hardening measure.

Evidence: Archive the full incident timeline including: pre-containment BGP session logs, syslog captures showing
ATTR_SET-related errors (if observed), pre- and post-patch 'show version' outputs, configuration snapshots from
bootflash, and the peer-filtering prefix-lists applied during containment. Document the enforce-first-as silent default
finding as a configuration risk item with a reference to advisory cisco-sa-bgp-iefab-3hb2pwtx for inclusion in the next
vulnerability management review cycle. This artifact package constitutes the post-incident evidence record for this
CVE.

I Detection Guidance

Primary detection path: review syslog output from NX-OS devices for BGP session state change events,
specifically repeated ESTABLISHED-to-IDLE transitions in short intervals. On the device, run 'show bgp
event-history errors' and 'show bgp sessions' to identify sessions with high reset counts or parsing-related
NOTIFICATION messages. Look for BGP NOTIFICATION codes referencing UPDATE message errors or
malformed optional transitive attributes (attribute type 128 / ATTR_SET). Secondary path: correlate BGP peer
reset events with traffic logs for crafted UPDATE messages arriving from external or untrusted ASNs. MITRE
ATT&CK T1499 (Endpoint Denial of Service) and T1498 (Network Denial of Service) are the relevant technique
references for behavioral correlation. Detection is most reliable when AU-2 (Event Logging) is configured to
capture BGP state changes and AU-6 (Audit Record Review, Analysis, and Reporting) processes are actively
reviewing NX-OS syslog feeds. Detection relies entirely on BGP session behavior analysis and syslog review;
no public IOCs or network signatures are applicable to this vulnerability.

I Framework Mappings

MITRE-ATTACK

e T1190 — Exploit Public-Facing Application
e T1499 — Endpoint Denial of Service

e T1498 — Network Denial of Service

e T1499.002 — Service Exhaustion Flood

NIST-800-53R5

e CA-8 — Penetration Testing

¢ RA-5 — Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
e SC-5 — Denial-of-Service Protection

¢ |IR-5 — Incident Monitoring

ISO-27001-2022
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¢ A.8.8 — Management of technical vulnerabilities
HIPAA-SECURITY

* 164.312(e)(1) — Transmission Security
NIST-CSF-2

¢ DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1190 Exploit Public-Facing Application Initial-Access
T1499 Endpoint Denial of Service Impact
T1498 Network Denial of Service Impact
T1499. 002 Service Exhaustion Flood Impact
Sources
Source URL Tier
Cisco Security Advisory https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T3
CVE-2026-25171 Detail - https://nvd.nist.gov/vuln/detail/CVE-2026-25171 T1
NVD
CVE-2026-26171: .NET https://www.herodevs.com/blog-posts/cve-2026-26171-net-encryptedxml... T3

EncryptedXml DoS
Vulnerability Explained

CVE-2026-26171 - CVE https://www.cve.org/CVERecord?id=CVE-2026-26171 T3
Record
CVE-2026-26171 - Red https://access.redhat.com/security/cve/cve-2026-26171 T3

Hat Customer Portal

NVD https://nvd.nist.gov/vuln/detail/CVE-2026-20171 T1
Cisco Security Advisory https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T1
DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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