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Cisco Catalyst SD-WAN Manager: Critical
Unauthenticated XXE and Privilege Escalation
Vulnerabilities Under Active Exploitation
CVE VULNERABILITY | CRITICAL | CVSS 9.5

SCC Item ID SCC-CVE-2026-0179

Type CVE Vulnerability

CVE ID CVE-2026-20224, CVE-2026-20209, CVE-2026-20210

Severity CRITICAL

CVSS Base Score 9.5

Affected Products Cisco Catalyst SD-WAN Manager (formerly SD-WAN vManage), all deployment types:
On-Premises, Cisco SD-WAN Cloud-Pro, Cisco SD-WAN Cloud (Cisco Managed), Cisco
SD-WAN for Government (FedRAMP)

Published 2026-05-14T16:00:00+00:00

Discovery Source Rss:T1 Psirt

Executive Summary

Cisco disclosed three vulnerabilities in Catalyst SD-WAN Manager on May 14, 2026, including a CVSS

9.5 unauthenticated XML injection flaw (CVE-2026-20224) that attackers can exploit remotely without

credentials, combined with two privilege escalation vulnerabilities enabling full system compromise. All

deployment types are affected, including FedRAMP-authorized government environments, and CISA has

confirmed active exploitation of related SD-WAN vulnerabilities, issuing Emergency Directive ED 26-03

with mandatory hunt-and-harden requirements for federal agencies. No workarounds exist; patching is the

only remediation path, and federal agencies are under mandatory compliance requirements per CISA

Emergency Directive ED 26-03.

Technical Analysis

Three vulnerabilities affect Cisco Catalyst SD-WAN Manager (formerly SD-WAN vManage) across all

deployment types: On-Premises, SD-WAN Cloud-Pro, SD-WAN Cloud (Cisco Managed), and SD-WAN for

Government (FedRAMP). CVE-2026-20224 (CVSS 9.5, CWE-611) is an unauthenticated XML External Entity

(XXE) injection flaw in the management interface. A remote, unauthenticated attacker can send crafted XML

input to trigger XXE, enabling SSRF, internal network reconnaissance, or sensitive data disclosure.

CVE-2026-20209 and CVE-2026-20210 (CWE-269) are privilege escalation vulnerabilities allowing
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authenticated users to elevate to root or administrative level. Chain exploitation is plausible: CVE-2026-20224

provides initial foothold or credential exposure, CVE-2026-20209/20210 complete the escalation to full system

control. Associated CWEs include CWE-20 (improper input validation), CWE-532 (sensitive data in log files),

and CWE-779 (excessive data logging), indicating log-channel data exposure risk. MITRE techniques include

T1190 (exploit public-facing application), T1068 (exploitation for privilege escalation), T1552 (unsecured

credentials), T1070 (indicator removal), T1005 (data from local system), and T1599 (network boundary

bridging). CISA confirmed active exploitation of related SD-WAN vulnerabilities under ED 26-03, with mandatory

hunt-and-harden requirements issued for federal agencies. No workarounds are available for any of the three

CVEs. Cisco PSIRT advisory: cisco-sa-sdwan-mltvnps2-JxpWm7R. Patch immediately per vendor guidance.

Action Checklist

1. Step 1: Containment, Immediately restrict access to the Cisco Catalyst SD-WAN Manager management

interface. Block external (internet-facing) access to the management plane at the perimeter firewall or

ACL. If the management interface is exposed to untrusted networks, treat the system as potentially

compromised pending investigation. Reference: Cisco Security Advisory

cisco-sa-sdwan-mltvnps2-JxpWm7R (https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri

tyAdvisory/cisco-sa-sdwan-mltvnps2-JxpWm7R).

2. Step 2: Detection, Review SD-WAN Manager logs for anomalous XML input to the management

interface, unexpected outbound connections from the manager host (indicative of SSRF via XXE), and

unusual privilege escalation events or account modifications. Check for evidence of log tampering or

clearing (T1070.003, T1070.004). Examine log files for sensitive data exposure per CWE-532/CWE-779.

Cross-reference with CISA ED 26-03 Supplemental Direction hunt guidance for indicators associated with

related SD-WAN exploitation activity.

3. Step 3: Eradication, Apply the patches released by Cisco PSIRT on May 14, 2026 for all three CVEs.

Consult the Cisco Security Advisory (cisco-sa-sdwan-mltvnps2-JxpWm7R) for the specific fixed software

releases for your deployment type. No workarounds exist; patching is the only remediation path. After

patching, rotate all administrative credentials for SD-WAN Manager and connected systems, as

CVE-2026-20224 may have exposed credentials via XXE or log channels.

4. Step 4: Recovery, After patching, verify the SD-WAN Manager version matches the Cisco-specified

fixed release. Confirm management interface access controls are enforced. Validate SD-WAN overlay

connectivity and policy configurations are intact and have not been modified. Monitor for re-exploitation

attempts, unexpected configuration changes (T1098.004), and lateral movement from the SD-WAN

management plane into connected network segments (T1599, T1021.004). Enable enhanced logging and

forward logs to your SIEM for ongoing visibility.

5. Step 5: Post-Incident, Conduct a management plane exposure audit across all network infrastructure,

not just SD-WAN Manager. Review whether management interfaces are reachable from untrusted

networks and enforce out-of-band management as a baseline control. Map gaps against NIST SP 800-53

controls: SI-10 (information input validation), AC-6 (least privilege), AU-9 (protection of audit information),

and SC-7 (boundary protection). Brief affected federal agency stakeholders on ED 26-03 mandatory

requirements and document compliance actions.

IR / Forensic Enrichment



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-CVE-2026-0179
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-05-14 13:50 UTC Page 3SCC-CVE-2026-0179

Triage Priority IMMEDIATE

Escalation Criteria Escalate to senior IR leadership, legal counsel, and (for federal agencies) CISA immediately if
forensic analysis confirms successful exploitation of CVE-2026-20224 (evidence of XXE data
exfiltration, unauthorized credential access, or configuration modification), if privilege
escalation artifacts indicate the attacker achieved root-level access to the vManage host, if
SD-WAN overlay policy configurations show unauthorized modifications indicating lateral
movement into connected network segments, or if the affected deployment is
FedRAMP-authorized and subject to ED 26-03 mandatory breach reporting obligations.

Recovery Notes Before restoring full management plane functionality, confirm the installed vManage version
matches the Cisco PSIRT-specified fixed release via 'show sdwan software', and validate all
SD-WAN device templates and security policies against a pre-incident configuration backup to
rule out attacker-introduced policy modifications that could persist post-patch and enable
ongoing network boundary bridging (T1599). Monitor the recovered vManage instance with
enhanced logging for a minimum of 30 days post-recovery, specifically hunting for renewed
XXE payload patterns in the management API logs and unexpected SSH sessions from the
vManage host to edge devices (T1021.004), as state-sponsored actors associated with
SD-WAN exploitation campaigns have demonstrated patience in re-establishing access
following remediation. For FedRAMP and government deployments, coordinate recovery
validation with Cisco Cloud Operations and your agency ISSO before returning the system to
an authority-to-operate status, as the ED 26-03 mandatory requirements may impose specific
validation steps prior to reconnection.

Forensic Artifacts vManage REST API access logs ('/var/log/nms/vmanage-server.log'): contains timestamped
POST requests to '/dataservice/' endpoints — CVE-2026-20224 XXE exploitation will appear
as requests with XML bodies containing DOCTYPE or ENTITY declarations, potentially from
unauthenticated source IPs; this is the primary artifact tying a specific source to the exploit
attempt | OS-level authentication and privilege escalation logs ('/var/log/audit/audit.log',
'/var/log/auth.log'): records of 'type=SYSCALL' entries showing UID transitions to euid=0 from
non-root processes are the primary forensic indicator of successful CVE-2026-20209 or
CVE-2026-20210 privilege escalation following initial XXE exploitation | Network capture of
anomalous outbound connections from the vManage host: SSRF exploitation via
CVE-2026-20224 XXE would cause the vManage XML parser to initiate outbound HTTP,
FTP, or DNS requests to attacker-controlled infrastructure — a pcap from the vManage host's
network interface during the exploitation window is the primary artifact for identifying
exfiltrated data and attacker callback domains | vManage configuration database export
('request nms configuration-db backup'): preserves the full SD-WAN policy and device
template state at the time of capture — diff against a known-good pre-incident backup to
identify any attacker-introduced routing policy changes, ACL modifications, or device template
alterations that could indicate the attacker used post-exploitation vManage access to
manipulate the SD-WAN overlay (MITRE T1599) | Filesystem integrity artifacts —
'/etc/passwd', '/etc/sudoers.d/', '/root/.ssh/authorized_keys', '/etc/cron.d/', '/var/spool/cron/':
following privilege escalation on the vManage host, state-sponsored actors targeting SD-WAN
infrastructure have been observed establishing persistence via SSH key implantation and
cron-based backdoors; these files are the primary artifacts for detecting post-exploitation
persistence mechanisms installed after CVE-2026-20209/20210 privilege escalation

Per-Action IR Details

Step 1: Containment — Immediately restrict access to the Cisco Catalyst SD-WAN Manager management

interface. Block external (internet-facing) access to the management plane at the perimeter firewall or ACL. If

the management interface is exposed to untrusted networks, treat the system as potentially compromised
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pending investigation. Reference: Cisco Security Advisory cisco-sa-sdwan-mltvnps2-JxpWm7R.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy (CSF RS function): isolate affected system to prevent further

exploitation while preserving forensic state

Controls: NIST IR-4 (Incident Handling) — execute containment as part of the documented incident handling

capability, NIST SC-7 (Boundary Protection) — enforce boundary controls to block unauthenticated external access to

the SD-WAN Manager management plane, NIST AC-17 (Remote Access) — restrict remote access paths to the

vManage management interface pending compromise assessment, CIS 4.4 (Implement and Manage a Firewall on

Servers) — apply host-based or perimeter firewall rules to deny inbound connections on vManage management ports

(TCP 443, 8443, 8080 per deployment type), CIS 4.5 (Implement and Manage a Firewall on End-User Devices) —

enforce default-deny posture on any endpoint-facing management access paths

Compensating: For teams without a next-gen firewall console: apply ACLs directly on the upstream router or layer-3

switch using 'ip access-list extended BLOCK-VMANAGE' to deny TCP 443, 8443, and 8080 inbound from any source

except the designated management VLAN or jump host subnet. On Linux-based vManage deployments, use 'sudo

iptables -I INPUT -p tcp --dport 8443 -j DROP' as an emergency host-level block. Verify with 'nmap -sV -p

443,8443,8080 ' from an external vantage point to confirm ports are no longer reachable. Document the timestamp of

isolation for chain-of-custody purposes.

Evidence: Before blocking network access, capture a full netstat snapshot ('netstat -antp' on the vManage host) to

record all active TCP connections to management ports — CVE-2026-20224 exploitation via unauthenticated XXE

would appear as inbound connections from unexpected external IPs on port 443 or 8443. Capture

'/var/log/nms/vmanage-server.log' and '/var/log/nms/vmanage-NMS.log' in their current state before any rolling occurs.

Export the vManage audit log via CLI ('request nms configuration-db backup path /tmp/precontainment-backup') to

preserve pre-containment state. Record the current running process list ('ps auxf') on the vManage host to identify any

anomalous child processes that may indicate post-exploitation activity.

Step 2: Detection — Review SD-WAN Manager logs for anomalous XML input to the management interface,

unexpected outbound connections from the manager host (indicative of SSRF via XXE), and unusual privilege

escalation events or account modifications. Check for evidence of log tampering or clearing (T1070.003,

T1070.004). Examine log files for sensitive data exposure per CWE-532/CWE-779. Cross-reference with CISA

ED 26-03 Supplemental Direction hunt guidance for indicators associated with CVE-2026-20127 and related

SD-WAN exploitation activity dating to 2023.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis (CSF DE function): analyze log sources and correlate

indicators to determine scope, timeline, and exploitation success of CVE-2026-20224 XXE chain

Controls: NIST IR-4 (Incident Handling) — analyze indicators consistent with XXE exploitation and privilege escalation

chain across SD-WAN Manager logs, NIST IR-5 (Incident Monitoring) — track and document incident indicators with

timestamps across all relevant log sources, NIST AU-6 (Audit Record Review, Analysis, and Reporting) — perform

structured review of vManage audit and application logs for XXE-specific patterns and privilege escalation events,

NIST AU-9 (Protection of Audit Information) — assess whether audit logs have been tampered with or cleared (MITRE

T1070.003/T1070.004) prior to or following exploitation, NIST SI-4 (System Monitoring) — identify anomalous

outbound connections from vManage host that may indicate SSRF data exfiltration via the XXE vector, CIS 8.2 (Collect

Audit Logs) — ensure logging was active and intact across vManage management plane during the exploitation

window

Compensating: Without a SIEM: run the following grep chain directly on the vManage host against

'/var/log/nms/vmanage-server.log' to surface XXE-characteristic patterns: 'grep -iE "(" -w

/tmp/vmanage-outbound.pcap'. For privilege escalation events, parse the OS-level auth log: 'grep -E

"(sudo|su|useradd|usermod|passwd|NOPASSWD)" /var/log/auth.log | grep -v "^#"'. Use Wireshark to open the pcap

offline and filter on 'ip.src == && (http || dns)' to identify callback domains. Sigma rule

'proc_creation_lnx_sudo_privilege_escalation' can be adapted for offline log review using 'sigma convert' with the grep

backend.
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Evidence: The XXE injection in CVE-2026-20224 targets the vManage REST API XML parsing endpoint — search

'/var/log/nms/vmanage-server.log' for POST requests to '/dataservice/' endpoints containing DOCTYPE or ENTITY

declarations in the request body, which are definitive indicators of XXE payload delivery. For SSRF exfiltration artifacts,

check '/var/log/nms/vmanage-NMS.log' and the underlying JVM stdout logs in '/var/log/nms/' for outbound URL fetch

errors or unexpected external hostname resolutions triggered by the XML parser. For privilege escalation via

CVE-2026-20209 or CVE-2026-20210, examine '/var/log/audit/audit.log' for 'type=SYSCALL' entries with 'euid=0'

where the originating process UID was not root, and 'type=USER_AUTH' or 'type=USER_ACCT' entries for

unexpected account modifications. Review vManage's built-in audit log (accessible via GUI at Monitor > Audit Log or

CLI 'show log') for admin account creation, role changes, or API token generation events that correlate with the

exploitation window. Check '/etc/passwd' and '/etc/sudoers.d/' for unauthorized modifications consistent with

persistence following privilege escalation.

Step 3: Eradication — Apply the patches released by Cisco PSIRT on May 14, 2026 for all three CVEs. Consult

the Cisco Security Advisory (cisco-sa-sdwan-mltvnps2-JxpWm7R) for the specific fixed software releases for

your deployment type. No workarounds exist; patching is the only remediation path. After patching, rotate all

administrative credentials for SD-WAN Manager and connected systems, as CVE-2026-20224 may have

exposed credentials via XXE or log channels.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication (CSF RS function): remove the vulnerability enabling unauthenticated

XXE exploitation and privilege escalation, and eliminate any attacker-established persistence prior to system

restoration

Controls: NIST SI-2 (Flaw Remediation) — apply Cisco PSIRT-released patches for CVE-2026-20224,

CVE-2026-20209, and CVE-2026-20210 per the fixed release matrix in cisco-sa-sdwan-mltvnps2-JxpWm7R, NIST

IR-4 (Incident Handling) — execute eradication as a documented phase of the incident handling capability, including

credential rotation for all accounts accessible to or exposed by the XXE attack chain, NIST IA-5 (Authenticator

Management) — rotate all SD-WAN Manager admin credentials, API tokens, and service account passwords that may

have been exposed via XXE file read or log channel leakage (CWE-532), NIST CM-6 (Configuration Settings) — verify

system configuration integrity post-patch and confirm no attacker-modified configurations persist in the vManage

database, CIS 7.3 (Perform Automated Operating System Patch Management) — apply Cisco SD-WAN Manager

software update to the fixed release specified in the advisory for your deployment type, CIS 7.4 (Perform Automated

Application Patch Management) — update all SD-WAN Manager application components to the vendor-specified fixed

versions, including any co-deployed vBond, vSmart, or vEdge components listed in the advisory scope

Compensating: For teams managing patching manually without an automated patch management platform: download

the fixed Cisco SD-WAN Manager release image from Cisco Software Center (software.cisco.com) using your CCO

credentials, verify the SHA-512 checksum against the value published in cisco-sa-sdwan-mltvnps2-JxpWm7R before

installation. For credential rotation without a PAM tool: generate new passwords using 'openssl rand -base64 32' for

each admin account, update via the vManage CLI ('username secret '), and revoke all existing API tokens via the

vManage GUI under Administration > API Token Management. Document each rotated credential with timestamp and

responsible party. For FedRAMP deployments, notify your Cisco Cloud Operations contact to coordinate patch

application on Cisco-managed infrastructure per your shared responsibility model.

Evidence: Before applying the patch, capture a filesystem integrity baseline of critical vManage directories using 'find

/opt/nms /etc /var/log/nms -type f -exec md5sum {} \; > /tmp/pre-patch-baseline.txt' — this preserves evidence of any

attacker-modified files that the patch process might overwrite. Check '/etc/cron.d/', '/etc/cron.daily/', '/var/spool/cron/',

and '/etc/rc.local' for scheduled tasks or startup entries added by an attacker following privilege escalation via

CVE-2026-20209/20210. Inspect for unauthorized SSH authorized_keys entries in '/root/.ssh/authorized_keys' and any

vManage admin user home directories, as XXE-to-privilege-escalation chains are commonly followed by SSH

backdoor implantation. Export the vManage configuration database backup prior to patching to preserve evidence of

any policy or configuration modifications the attacker may have introduced.

Step 4: Recovery — After patching, verify the SD-WAN Manager version matches the Cisco-specified fixed

release. Confirm management interface access controls are enforced. Validate SD-WAN overlay connectivity

and policy configurations are intact and have not been modified. Monitor for re-exploitation attempts,
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unexpected configuration changes (T1098.004), and lateral movement from the SD-WAN management plane

into connected network segments (T1599, T1021.004). Enable enhanced logging and forward logs to your

SIEM for ongoing visibility.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery (CSF RC function): restore SD-WAN Manager to a verified clean state,

confirm overlay integrity, and establish enhanced monitoring to detect re-exploitation or attacker persistence that

survived eradication

Controls: NIST IR-4 (Incident Handling) — execute recovery as a documented phase, including verification that

eradication was complete before restoring full management plane functionality, NIST SI-7 (Software, Firmware, and

Information Integrity) — verify the patched vManage installation matches the Cisco-published fixed release checksum

and confirm no unauthorized modifications to SD-WAN policy configurations or device templates exist in the vManage

database, NIST CM-6 (Configuration Settings) — validate all SD-WAN overlay configurations, device templates, and

security policies against a known-good baseline to detect attacker-introduced changes, NIST AU-12 (Audit Record

Generation) — enable enhanced audit logging on the recovered vManage instance and confirm log forwarding to a

centralized log store before returning to production, NIST SI-4 (System Monitoring) — establish post-recovery

monitoring specifically for T1098.004 (account manipulation via API), T1599 (network boundary bridging from SD-WAN

plane), and T1021.004 (lateral movement via SSH from the management host), CIS 8.2 (Collect Audit Logs) — confirm

audit logging is active, complete, and forwarding to an off-system destination before declaring recovery complete

Compensating: Without a SIEM for log forwarding: configure syslog forwarding from the vManage host to a hardened

syslog collector using 'system syslog host ' in vManage CLI, and use 'rsyslog' on the collector with a dedicated ruleset

for vManage messages. For continuous monitoring of re-exploitation attempts without EDR, deploy a Sigma rule

adapted for grep-based log tailing: 'tail -f /var/log/nms/vmanage-server.log | grep -iE

"(DOCTYPE|ENTITY|SYSTEM|file://|http://[^c])"' in a persistent screen or tmux session to alert on new XXE payload

attempts. For configuration integrity monitoring without a CMDB, run a daily cron job: 'request nms configuration-db

backup path /tmp/config-backup-$(date +%Y%m%d).tar.gz' and diff exports to detect unauthorized SD-WAN policy

changes. Use 'osquery' with the 'listening_ports' and 'logged_in_users' tables to monitor for unexpected sessions on

the recovered vManage host.

Evidence: Post-patch, run 'show version' and 'show sdwan software' from the vManage CLI and capture output to

confirm the installed version matches the fixed release documented in cisco-sa-sdwan-mltvnps2-JxpWm7R —

screenshot or log this as compliance evidence. Pull the full vManage device template and policy configuration export

('request nms configuration-db backup') and compare it against your pre-incident configuration backup to identify any

attacker-introduced changes to SD-WAN routing policies, ACLs, or device templates that could enable T1599 network

boundary bridging. Review '/var/log/nms/vmanage-server.log' for any POST requests to '/dataservice/template/' or

'/dataservice/policy/' endpoints that occurred during the exploitation window, as these would indicate the attacker used

vManage's management API to modify overlay network behavior after achieving privilege escalation.

Step 5: Post-Incident — Conduct a management plane exposure audit across all network infrastructure, not

just SD-WAN Manager. Review whether management interfaces are reachable from untrusted networks and

enforce out-of-band management as a baseline control. Map gaps against NIST SP 800-53 controls: SI-10

(information input validation), AC-6 (least privilege), AU-9 (protection of audit information), and SC-7

(boundary protection). Brief affected federal agency stakeholders on ED 26-03 mandatory requirements and

document compliance actions.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity (CSF GV/ID functions): conduct lessons-learned review, update

detection capabilities and management plane security posture, and share indicators with relevant authorities to

improve organizational and sector-wide resilience

Controls: NIST IR-4 (Incident Handling) — conduct formal post-incident review to update the incident handling

process based on lessons learned from this SD-WAN Manager exploitation, NIST SI-10 (Information Input Validation)

— document the gap that allowed malformed XML input to reach the vManage XML parser unauthenticated, and

require XML schema validation or input sanitization as an architectural control for future SD-WAN Manager

deployments, NIST AC-6 (Least Privilege) — audit all vManage admin accounts and API tokens against the principle of
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least privilege; revoke any roles exceeding operational requirements, specifically focusing on accounts that could have

been leveraged by CVE-2026-20209/20210 privilege escalation, NIST AU-9 (Protection of Audit Information) —

implement controls to prevent attackers from tampering with vManage logs (T1070.003/T1070.004), including

forwarding logs to a write-once off-system destination and restricting log management access to dedicated audit

accounts, NIST SC-7 (Boundary Protection) — formalize out-of-band management architecture for all SD-WAN

infrastructure, ensuring the vManage management plane is never reachable from internet-facing segments; document

this as a standing architectural requirement, NIST IR-6 (Incident Reporting) — report incident details to CISA per ED

26-03 mandatory reporting requirements for federal agencies, including exploitation timeline, IOCs, and remediation

actions taken, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — update the vulnerability

management process to include continuous monitoring of Cisco PSIRT advisories for SD-WAN Manager and other

critical network management platforms, with SLA-based patch timelines for CVSS 9.0+ findings, CIS 7.2 (Establish and

Maintain a Remediation Process) — document this incident's remediation timeline against the risk-based SLA in the

remediation process and identify where gaps delayed response, CIS 4.2 (Establish and Maintain a Secure

Configuration Process for Network Infrastructure) — update the secure configuration baseline for SD-WAN Manager to

mandate management interface isolation, enforce minimum TLS versions, and disable unnecessary API endpoints as

documented in CIS Cisco benchmarks

Compensating: For teams without a GRC platform to track control gaps: create a structured gap register in a

spreadsheet mapping each identified gap (e.g., management plane internet exposure, absence of XML input

validation, insufficient log retention) to the relevant NIST 800-53 control, owner, remediation action, and target date.

For management plane exposure scanning without enterprise tooling: run 'nmap -sV -p 443,8443,8080,22,830 --open '

against all known management IP ranges quarterly and compare results against your authorized management access

list. For ED 26-03 reporting without a dedicated GRC workflow, use CISA's CIRCIA reporting portal (cisa.gov/report)

and retain a timestamped copy of the submission as compliance evidence. Deploy a free Sigma rule (e.g.,

'cisco_sdwan_exploitation' from the SigmaHQ community rules repository) into your log tailing pipeline to provide

ongoing detection for re-exploitation attempts across the SD-WAN environment.

Evidence: Compile the complete forensic artifact package for the post-incident record: the pre-containment netstat

capture, pre-patch filesystem integrity baseline, vManage audit log export covering the full exploitation window, any

XXE payload samples extracted from '/var/log/nms/vmanage-server.log', the network pcap of anomalous outbound

connections, and documented evidence of the patch version verification. For ED 26-03 regulatory reporting, preserve

evidence of the exploitation timeline (first malicious request timestamp to detection to containment) derived from log

analysis, as CISA may request this as part of their threat intelligence collection for the suspected state-sponsored actor

campaign targeting SD-WAN infrastructure. Retain all forensic artifacts for a minimum of 12 months in a

write-protected evidence store per your incident documentation policy (NIST IR-5).

Detection Guidance

Focus detection on three vectors: (1) XXE exploitation attempts against the SD-WAN Manager management

interface, look for XML payloads containing entity declarations (e.g., DOCTYPE, ENTITY keywords) in HTTP

requests to the management API; unexpected outbound DNS or HTTP connections from the SD-WAN Manager

host to external or internal destinations not in normal operational baselines (SSRF indicator). (2) Privilege

escalation activity, review SD-WAN Manager audit logs for account privilege changes, role modifications, or

access to administrative functions by accounts that should not hold those permissions; correlate with T1068 and

T1078. (3) Log tampering and data exposure, check for deletion or modification of SD-WAN Manager log files

(T1070.003, T1070.004); inspect logs for sensitive strings such as credentials or configuration data being written

to log channels (CWE-532). Consult CISA ED 26-03 Supplemental Direction for official hunt guidance. MITRE

techniques to hunt: T1190, T1068, T1552, T1005, T1070, T1599, T1562.001.

Indicators of Compromise
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Type Value Context Confidence

URL No specific IOCs publicly

attributed to exploitation

of CVE-2026-20224,

CVE-2026-20209, or

CVE-2026-20210 in

available sources as of

this advisory

CISA ED 26-03 Supplemental Direction
references malicious activity traced to
2023 related to CVE-2026-20127;
consult the directive directly for any
associated indicators released by CISA
and international partners

LOW

Framework Mappings

MITRE-ATTACK

• T1552 — Unsecured Credentials

• T1098.004 — SSH Authorized Keys

• T1070.003 — Clear Command History

• T1070.004 — File Deletion

• T1070 — Indicator Removal

• T1005 — Data from Local System

• T1068 — Exploitation for Privilege Escalation

• T1599 — Network Boundary Bridging

• T1078 — Valid Accounts

• T1059 — Command and Scripting Interpreter

• T1583 — Acquire Infrastructure

• T1021.004 — SSH

• T1562.001 — Disable or Modify Tools

• T1190 — Exploit Public-Facing Application

NIST-800-53R5

• AC-6 — Least Privilege

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• AC-2 — Account Management

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• CM-7 — Least Functionality

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• SI-7 — Software, Firmware, and Information Integrity

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SI-10 — Information Input Validation
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• CM-6 — Configuration Settings

• IR-5 — Incident Monitoring

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

• A05:2021 — Security Misconfiguration

• A03:2021 — Injection

CIS-V8

• 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts

• 6.8 — Define and Maintain Role-Based Access Control

• 16.10 — Apply Secure Design Principles in Application Architectures

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

• A.8.26 — Application security requirements

• A.8.8 — Management of technical vulnerabilities

NIST-CSF-2

• DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

SOC2-TSC

• CC6.3 — Authorizes, modifies, or removes access

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1552 Unsecured Credentials Credential-Access

T1098.004 SSH Authorized Keys Persistence

T1070.003 Clear Command History Defense-Evasion

T1070.004 File Deletion Defense-Evasion

T1070 Indicator Removal Defense-Evasion

T1005 Data from Local System Collection

T1068 Exploitation for Privilege Escalation Privilege-Escalation

T1599 Network Boundary Bridging Defense-Evasion

T1078 Valid Accounts Defense-Evasion

T1059 Command and Scripting Interpreter Execution
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Technique ID Technique Name Tactic

T1583 Acquire Infrastructure Resource-Development

T1021.004 SSH Lateral-Movement

T1562.001 Disable or Modify Tools Defense-Evasion

T1190 Exploit Public-Facing Application Initial-Access

Sources

Source URL Tier

Cisco Security Advisory https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T3

https://www.cisa.gov/news-events/directives/supplemental-direction-... T1

https://www.sdxcentral.com/news/cisa-flags-3-exploited-cisco-vulner... T3

https://www.scworld.com/news/another-cisco-catalyst-sd-wan-manager-... T3

Known Exploited
Vulnerabilities Catalog |
CISA

https://www.cisa.gov/known-exploited-vulnerabilities-catalog T1

NVD https://nvd.nist.gov/vuln/detail/CVE-2026-20224, CVE-2026-20209, CV... T1

Cisco Security Advisory https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T1

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
AI-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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