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Fortinet Patches Critical RCE Vulnerabilities In
FortiSandbox and FortiAuthenticator

CVE VULNERABILITY | CRITICAL | CVSS 9.0

SCC Item ID SCC-CVE-2026-0163

Type CVE Vulnerability

Severity CRITICAL

CVSS Base Score 9.0

Affected Products Fortinet FortiSandbox; Fortinet FortiAuthenticator (specific versions not confirmed from

available source data)
Published 4 hours ago

Discovery Source Serper

I Executive Summary

Fortinet has patched two critical remote code execution vulnerabilities affecting FortiSandbox and
FortiAuthenticator. An unauthenticated attacker who can reach these services over the network could
execute arbitrary code, potentially gaining full control of the affected appliance. Organizations running
either product should treat this as an urgent patching priority, as both products are commonly deployed in
security infrastructure and identity workflows.

I Technical Analysis

Fortinet disclosed and patched two critical-severity RCE vulnerabilities affecting FortiSandbox and
FortiAuthenticator. A qualitative critical rating and an approximate CVSS base score of 9.0 are reported by
secondary sources; however, specific CVE identifiers, CWE classifications, affected version ranges, CVSS
vectors, and EPSS scores are not confirmed in the available source data. Direct review of Fortinet's PSIRT
advisory (https://www.fortiguard.com/psirt) is required to obtain authoritative version ranges and patch identifiers
before remediation. The attack vector maps to MITRE ATT&CK T1190 (Exploit Public-Facing Application). No
exploitation in the wild has been confirmed, and neither vulnerability appears on the CISA KEV catalog as of the
data available. Patch status: Fortinet has released fixes; specific patch versions must be confirmed via the
official PSIRT advisory. Source quality for this item is moderate (T3 sources only); technical details should be
validated against Fortinet's advisory before operational decisions are made.

I Action Checklist
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1. Step 1: Containment. Immediately restrict network access to FortiSandbox and FortiAuthenticator
management interfaces. If internet-facing, place behind VPN or firewall ACLs to limit reachability until
patching is complete. Confirm affected version ranges by reviewing Fortinet PSIRT advisory at
https://lwww.fortiguard.com/psirt (verify this URL resolves to the relevant advisory).

2. Step 2: Detection. Query firewall and network logs for unexpected inbound connections to FortiSandbox
and FortiAuthenticator service ports. Review application logs on both appliances for anomalous
authentication attempts, unexpected process execution, or unusual API calls. No confirmed IOCs are
available from current source data; monitor for behavioral anomalies rather than signature-based 10Cs at
this time.

3. Step 3: Eradication. Apply the patches released by Fortinet for both FortiSandbox and
FortiAuthenticator. Specific patch version numbers must be confirmed via the Fortinet PSIRT advisory
before deployment. Follow Fortinet's upgrade path documentation for your current version.

4. Step 4: Recovery. After patching, verify appliance integrity: confirm expected service versions, review
running processes, audit active sessions and API tokens, and rotate any service account credentials that
could have been exposed. Monitor both appliances for 72 hours post-patch for anomalous behavior.

5. Step 5: Post-Incident. Review network segmentation for security infrastructure appliances. Assess
whether FortiSandbox and FortiAuthenticator management interfaces are unnecessarily internet-exposed.
Map control gaps to NIST CSF PR.AC and PR.PT controls; document findings for the next GRC review
cycle.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO and legal/compliance immediately if FortiAuthenticator logs show any
successful unauthenticated access or if RADIUS/LDAP credential stores accessible to the
appliance serve regulated data environments (PII, PHI, PCI), as compromise of the identity
infrastructure may trigger breach notification obligations under GDPR, HIPAA, or PCI DSS.

Recovery Notes After patching, do not restore FortiAuthenticator to production identity workflows until all API
tokens and service account credentials have been rotated and verified, as an unauthenticated
RCE against an identity appliance may have permitted silent credential harvesting prior to
detection. Monitor FortiAuthenticator RADIUS accounting logs and FortiSandbox analysis
submission logs for the 72-hour post-patch window, specifically for authentication events
originating from IPs outside known client ranges or file submissions from unexpected internal
hosts. If FortiAnalyzer is deployed, configure an alert on any post-patch admin login to either
appliance from a source IP not in the approved management subnet.
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Forensic Artifacts FortiAuthenticator syslog and local authentication logs (/var/log/fortiauthenticator/ or
forwarded syslog): look for unauthenticated HTTP requests to admin endpoints returning
unexpected 2xx/5xx responses, or auth events with no corresponding session initiation —
artifacts of pre-auth RCE exploitation. | FortiSandbox web server access logs: inspect for
anomalous POST requests to API or admin URI paths from external IPs, particularly requests
with oversized or malformed payloads consistent with a buffer overflow or deserialization
exploit targeting the RCE vulnerability. | FortiGate traffic logs filtered on dstip= for the 7 days
preceding patch application: identify any source IPs that sent repeated connections to
management ports (TCP 443/8443), which would indicate pre-exploit reconnaissance or
exploitation attempts. | Running process list snapshot from FortiSandbox and
FortiAuthenticator captured via CLI (diagnose sys process list) before patching:
post-exploitation RCE on either appliance may spawn unexpected child processes (e.g., shell
interpreters, wget/curl for payload staging) under the web service or daemon process. |
FortiAuthenticator API client token inventory and admin session audit log: a successful
pre-auth RCE could be used to create a persistent backdoor admin account or rogue API
token, which would appear as an account or token with a creation timestamp during the
exploitation window.

Per-Action IR Details

Step 1: Containment — Immediately restrict network access to FortiSandbox and FortiAuthenticator
management interfaces. If internet-facing, place behind VPN or firewall ACLs to limit reachability until
patching is complete. Confirm affected version ranges by reviewing Fortinet PSIRT advisory at
https://lwww.fortiguard.com/psirt.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected systems to prevent further exploitation while
preserving evidence and maintaining business operations where possible.

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 4.4 (Implement and Manage a
Firewall on Servers), CIS 4.5 (Implement and Manage a Firewall on End-User Devices)

Compensating: On the perimeter firewall (pfSense, OPNsense, or iptables), immediately insert a deny-all inbound
ACL for the FortiSandbox management port (TCP 443/8443) and FortiAuthenticator admin interface (TCP 443),
permitting only your defined management VLAN source IPs. Command example for iptables: “iptables -1 INPUT -p tcp
--dport 443 -s 0.0.0.0/0 -j DROP" followed by ‘iptables -I INPUT -p tcp --dport 443 -s -j ACCEPT". Confirm the
FortiAuthenticator RADIUS port (UDP 1812) is also scoped to internal authenticating devices only.

Evidence: Before ACL changes, capture a netstat or “ss -tnp” snapshot from the FortiSandbox and FortiAuthenticator
host OS to document all active TCP/UDP connections and listening ports. Dump current firewall state logs (FortiGate
traffic logs filtered on dst_ip=) for the prior 72 hours to establish a pre-containment connection baseline. If
FortiAnalyzer is in use, export raw syslog for both appliances covering the same window before network changes
disrupt log streaming.

Step 2: Detection — Query firewall and network logs for unexpected inbound connections to FortiSandbox
and FortiAuthenticator service ports. Review application logs on both appliances for anomalous
authentication attempts, unexpected process execution, or unusual API calls. No confirmed I0Cs are
available from current source data; monitor for behavioral anomalies rather than signature-based 10Cs at this
time.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate logs across sources to identify indicators of
exploitation activity against the specific affected appliances, and classify event severity to determine if an incident has
occurred.
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Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST IR-5
(Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, run the following targeted queries manually: (1) On FortiAuthenticator, extract
“/var/log/fortiauthenticator/® authentication logs and grep for failed followed immediately by successful auth from the
same source IP: “grep -E 'auth_faillauth_success' /var/log/fortiauthenticator/*.log | awk ‘{print $1,$2,$NF}' | sort’. (2) On
FortiSandbox, check “/var/log/” for unexpected process spawns or shell invocations post-exploitation, focusing on
parent-child process anomalies. (3) Use Wireshark or tcpdump on the management interface to capture any
in-progress traffic: ‘tcpdump -i ethO -w /tmp/fsb_capture.pcap 'port 443 or port 8443". (4) Deploy the public Sigma rule
for Fortinet appliance exploitation attempts (search Sigma HQ repo under “network/fortinet’) converted to a grep
pattern against your firewall logs.

Evidence: Collect FortiAuthenticator REST API access logs (typically under “/var/log/” on the appliance or forwarded
via syslog) for anomalous API calls, particularly unauthenticated requests returning HTTP 200 or 500 status codes to
endpoints outside normal admin workflows. Capture FortiSandbox web Ul access logs for unexpected POST requests
to administrative endpoints. Export FortiGate traffic logs filtered by “dstip= AND dstport=443 AND action=accept" for
the preceding 7 days to identify any pre-patch reconnaissance or exploitation attempts from external IPs.

Step 3: Eradication — Apply the patches released by Fortinet for both FortiSandbox and FortiAuthenticator.
Specific patch version numbers must be confirmed via the Fortinet PSIRT advisory before deployment. Follow
Fortinet's upgrade path documentation for your current version.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: remove the vulnerability by applying vendor-supplied patches after
confirming patch applicability to the installed version, and verify that the threat vector no longer exists post-remediation.
Controls: NIST SI-2 (Flaw Remediation), NIST SI-7 (Software, Firmware, and Information Integrity), CIS 7.3 (Perform
Automated Operating System Patch Management), CIS 7.4 (Perform Automated Application Patch Management), CIS
7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Before patching, take a configuration backup of both appliances via the Fortinet GUI (System >
Backup) or CLI: “execute backup config tftp ". Verify the downloaded firmware image SHA-256 hash against the value
published in the Fortinet PSIRT advisory before staging. If automated patch management is unavailable, use Fortinet's
documented manual upgrade path: upload firmware via GUI (System > Firmware) or FortiOS CLI: “execute restore
image tftp *. Post-patch, run “get system status” on each appliance to confirm the running firmware version matches
the patched release listed in the PSIRT advisory.

Evidence: Before applying patches, preserve a full configuration export and a snapshot of running processes
(“diagnose sys process list™ on FortiOS-based appliances) to support post-incident comparison. If compromise is
suspected, capture a forensic image of the appliance filesystem or VM snapshot (if virtualized) prior to patching, as
patching will overwrite exploit artifacts — this preserves evidence for root cause analysis per NIST 800-61r3 §83.4
guidance on evidence preservation before eradication.

Step 4: Recovery — After patching, verify appliance integrity: confirm expected service versions, review
running processes, audit active sessions and APl tokens, and rotate any service account credentials that
could have been exposed. Monitor both appliances for 72 hours post-patch for anomalous behavior.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore systems to normal operation only after verifying integrity and
confirming the threat vector is closed; monitor restored systems for signs of residual compromise or reinfection.
Controls: NIST IR-4 (Incident Handling), NIST SI-6 (Security and Privacy Function Verification), NIST AU-12 (Audit
Record Generation), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 5.3 (Disable Dormant Accounts),
CIS 6.2 (Establish an Access Revoking Process)

Compensating: Rotate all FortiAuthenticator local admin passwords and LDAP/RADIUS service account credentials
immediately post-patch, since an unauthenticated RCE exploit against FortiAuthenticator could have allowed credential
harvesting from the identity store. Audit active API tokens via FortiAuthenticator GUI (Authentication > API Clients) and
revoke all tokens not explicitly tied to a known integration. On FortiSandbox, review active admin sessions (‘diagnose
sys session list’) and terminate any unrecognized sessions. Use osquery on any hosts that authenticate through
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FortiAuthenticator to check for lateral movement indicators: "SELECT * FROM logged_in_users WHERE type='user’;’
and cross-reference login timestamps against the suspected exploitation window. Monitor FortiSandbox submission
gueues and analysis results for unexpected file types or sources during the 72-hour watch period.

Evidence: Capture a post-patch baseline of running processes, active admin accounts, and API token inventory on
both appliances to compare against the pre-patch state. Document all credential rotations with timestamps for the
incident record. Preserve FortiAuthenticator RADIUS accounting logs (/var/log/” or syslog forwarding destination)
covering the exploitation window to support downstream investigation of any accounts that may have authenticated
through a compromised FortiAuthenticator instance during the vulnerable period.

Step 5: Post-Incident — Review network segmentation for security infrastructure appliances. Assess whether
FortiSandbox and FortiAuthenticator management interfaces are unnecessarily internet-exposed. Map control
gaps to NIST CSF PR.AC and PR.PT controls; document findings for the next GRC review cycle.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: conduct lessons-learned review to improve detection,
containment, and prevention capabilities, and update security controls and policies based on findings from this
incident.

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SC-7 (Boundary Protection), NIST
SI-5 (Security Alerts, Advisories, and Directives), CIS 4.2 (Establish and Maintain a Secure Configuration Process for
Network Infrastructure), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and
Maintain a Remediation Process)

Compensating: Document a formal lessons-learned memo addressing: (1) time-to-detection of the Fortinet PSIRT
advisory, (2) time-to-containment of management interface exposure, and (3) whether FortiAuthenticator's position in
the identity workflow created downstream risk (e.g., SSO tokens, RADIUS clients) that required additional recovery
actions. Update your vulnerability management SLA to treat CVSS 9.0+ advisories for identity and security
infrastructure products as P1 with a 24-hour containment SLA. Use CIS Benchmarks for Fortinet products (available at
cisecurity.org) to harden both appliances against future exposure, and create a recurring quarterly review task to
validate that FortiSandbox and FortiAuthenticator management interfaces remain off the public internet.

Evidence: Compile the full incident timeline from initial advisory publication (Fortinet PSIRT) to patch completion,
including any identified exploitation window, for the post-incident report. Retain all collected log exports, network
captures, and forensic snapshots per your organization's retention policy (NIST AU-11 (Audit Record Retention)) to
support potential regulatory notification if FortiAuthenticator compromise is confirmed and Pll/identity data was
accessible to the attacker.

I Detection Guidance

No confirmed I0Cs are available from current source data. Detection should focus on behavioral indicators:
review FortiSandbox and FortiAuthenticator access logs for unexpected inbound connections, authentication
failures followed by success from unfamiliar source IPs, unusual process spawning, or configuration changes
not tied to a change ticket. On supporting network infrastructure, alert on anomalous outbound connections from
either appliance, which may indicate post-exploitation. If your SIEM has asset context for these appliances,
create a watchlist rule for any new external IP communicating with their management ports. Validate detection
scope against Fortinet PSIRT technical details once confirmed.

I Framework Mappings

MITRE-ATTACK

e T1190 — Exploit Public-Facing Application
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NIST-800-53R5

¢ CA-8 — Penetration Testing

¢ RA-5— Vulnerability Monitoring and Scanning
¢ SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
CIS-Vv8

e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
1ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

¢ A.5.23 — Information security for use of cloud services
NIST-CSF-2

e DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

I MITRE ATT&CK Mapping

Technique ID Technique Name
T1190 Exploit Public-Facing Application Initial-Access
I Sources
Source URL Tier
https://www.bleepingcomputer.com/news/security/fortinet-warns-of-cr... T3
Fortinet warns of critical https://community.opentextcybersecurity.com/vulnerability-vault-228... T3
RCE flaws in

FortiSandbox and ...

Fortinet warns of critical https://x.com/BleepinComputer/status/2054266202474549731 T3
RCE flaws in
FortiSandbox and ...

Fortinet RCE https://www.greenbone.net/en/blog/fortinet-rce-vulnerabilities-2026... T3
vulnerabilities - Critical
flaws in FortiSandbox

Fortinet warns of critical https://x.com/blueteamsecl/status/2054267199062487378 T3
RCE flaws in
FortiSandbox and ...
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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