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Cisco Unity Connection Carries Dual
High-Severity Flaws: Unauthenticated SSRF and
Authenticated Root RCE With No Workarounds

CVE VULNERABILITY | | CVSS 7.5

SCC Item ID SCC-CVE-2026-0137

Type CVE Vulnerability

CVE ID CVE-2026-20034, CVE-2026-20035

Severity HIGH

CVSS Base Score 7.5

Affected Products Cisco Unity Connection 12.5 and earlier, 14.0, 15.0
Published 2026-05-06T16:00:00+00:00

Discovery Source Rss:T1 Psirt

I Executive Summary

Cisco disclosed two high-severity vulnerabilities in Unity Connection, its enterprise voicemail and
messaging platform, on May 6, 2026. The first allows unauthenticated attackers to abuse the
default-enabled Web Inbox feature to forge server-side requests; the second allows any authenticated user
to execute commands as root. No workarounds exist, patches are the only fix, and the two flaws together
create a compounded escal ation path from no credentials to full system contral.

I Technical Analysis

Cisco Unity Connection versions 12.5 and earlier, 14.0, and 15.0 are affected by two independent high-severity
vulnerabilities disclosed in Cisco PSIRT advisory cisco-sa-unity-rce-ssrf-hnENhuASy.

CVE-2026-20035 (CVSS 7.2 per Cisco advisory), Server-Side Request Forgery (CWE-918, CWE-20) in the
Web Inbox feature, which is enabled by default. An unauthenticated remote attacker can send crafted HTTP
requests that cause the server to issue arbitrary outbound requests, enabling internal network reconnaissance
(T1046), application-layer C2 tunneling (T1071.001), and initial access staging (T1190).

CVE-2026-20034 (CVSS 8.8 per Cisco advisory), Authenticated remote code execution (CWE-35, CWE-20)
allowing an attacker with any valid account to execute arbitrary OS commands as the root user. Relevant
MITRE techniques: T1059 (command execution), T1068 (privilege escalation), T1083 (file system enumeration).
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Per Cisco PSIRT advisory, individual CVSS scores are 8.8 (CVE-2026-20034, authenticated RCE) and 7.2
(CVE-2026-20035, unauthenticated SSRF). EPSS scores are not yet available from NVD. No CISA KEV listing
as of the advisory date. No workarounds exist for either CVE. Patches are the sole remediation path.

I Action Checklist

1. Step 1: Containment, Identify all Unity Connection deployments running versions 12.5 or earlier, 14.0, or
15.0. Restrict network access to the Web Inbox interface immediately: block external ingress to the Unity
Connection web ports (typically TCP 443/8443) at the perimeter firewall or WAF until patching is complete.
Prioritize internet-facing instances.

2. Step 2: Detection, Query firewall and web proxy logs for outbound HTTP/S requests originating from
Unity Connection server IPs to unexpected internal or external destinations (indicator of SSRF abuse).
Review Unity Connection application logs and OS-level auth logs for command execution events or
privilege escalation activity tied to authenticated sessions. Check for anomalous root-level process
spawning on Unity Connection hosts.

3. Step 3: Eradication, Apply the patches specified in Cisco PSIRT advisory
cisco-sa-unity-rce-ssrf-hENhuASy for the affected version in your environment (12.5 and earlier, 14.0, or
15.0). No configuration-based workaround exists for either CVE; patching is mandatory. Follow the
upgrade path documented in the advisory for your specific release.

4. Step 4: Recovery, After patching, verify the installed version matches the fixed release listed in the
Cisco advisory. Audit Unity Connection account credentials for evidence of unauthorized access during
the exposure window. Re-enable Web Inbox access only after patch confirmation. Monitor Unity
Connection logs for residual anomalous activity for at least 30 days post-remediation.

5. Step 5: Post-Incident, Review whether Unity Connection instances are unnecessarily internet-exposed;
restrict access to VPN or internal network segments where operationally feasible. Audit all authenticated
Unity Connection accounts and enforce least-privilege principles. Evaluate whether a privileged access
management control or network segmentation policy would have limited the blast radius of the RCE-to-root
path.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO and legal/privacy counsel immediately if forensic review of Unity Connection
auth logs reveals unauthorized access to voicemail messages, user Pl (hames, extensions,
email addresses stored in CUC directory), or if the SSRF vector was used to pivot to internal
systems — either condition may trigger breach notification obligations under HIPAA, GDPR,
or applicable state privacy law depending on organizational context.

Recovery Notes After applying the Cisco-mandated patches for cisco-sa-unity-rce-ssrf-hnENhuASy, verify the
fixed version string via 'show version' on both publisher and subscriber nodes before
re-enabling Web Inbox access on TCP 443/8443. Monitor Unity Connection application logs
and OS auth logs daily for the first two weeks post-patch, then weekly through 30 days,
specifically watching for POST requests to '/vmrest/' APl endpoints from unexpected source
IPs and any sudo or su events on the CUC host OS that could indicate a persistence
mechanism installed via the CVE-2026-20035 root RCE path prior to patching. Retain all
exposure-window logs for a minimum of 12 months to support potential regulatory inquiry.
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Forensic Artifacts Unity Connection Web Inbox HTTP access logs (‘/var/log/httpd/access_log' or CUC platform
log equivalent) — CVE-2026-20034 SSRF abuse will appear as server-initiated outbound
HTTP/S requests with a Referer or originating context tied to the Web Inbox '/inbox/' URI path,
often targeting RFC1918 addresses or cloud metadata endpoints (169.254.169.254) that no
legitimate voicemail platform should be requesting. | Unity Connection '/vmrest/' REST API
endpoint logs — CVE-2026-20035 requires an authenticated session, so the API audit trail will
show the authenticating account, timestamp, and source IP immediately preceding any
anomalous command execution; look for REST calls to user or system configuration
endpoints followed by OS-level process spawning events under UID 0. | Linux Audit daemon
(auditd) execve syscall records on the CUC host — the authenticated root RCE path
(CVE-2026-20035) will produce execve audit records showing commands executed as root
with a parent process traceable to the Unity Connection Java/Tomcat web service stack; run
‘ausearch -sc execve -ui 0' to surface these. | '/etc/passwd’, '/etc/shadow’, and '/etc/sudoers'
file modification timestamps — if an attacker achieved root via CVE-2026-20035, persistence
is most likely established by adding a new OS user, modifying sudoers, or planting an SSH
authorized_keys entry; compare current file hashes against a known-good baseline or check
'stat' timestamps against the earliest suspected compromise time. | Outbound network flow
records (NetFlow/IPFIX or firewall session logs) for Unity Connection server IPs — SSRF
abuse generates outbound connections from the Unity Connection server IP to internal
targets the server should never contact (e.g., internal AD/LDAP on port 389, internal web
services, cloud metadata IPs); these flows are the primary network-layer indicator of
CVE-2026-20034 exploitation and should be retained as chain-of-custody evidence.

Per-Action IR Details

Step 1: Containment — Identify all Unity Connection deployments running versions 12.5 or earlier, 14.0, or
15.0. Restrict network access to the Web Inbox interface immediately: block external ingress to the Unity
Connection web ports (typically TCP 443/8443) at the perimeter firewall or WAF until patching is complete.
Prioritize internet-facing instances.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 4.4 (Implement and Manage a
Firewall on Servers), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory)

Compensating: Run 'show version' via Cisco CLI (SSH to each Unity Connection node) or query your asset inventory
for CUC hostnames, then cross-reference against Cisco PSIRT advisory cisco-sa-unity-rce-ssrf-nENhuASy version
table. Block TCP 443/8443 inbound to Unity Connection server IPs using a perimeter ACL or iptables rule: ‘iptables -I
INPUT -p tcp --dport 443 -s 0/0 - DROP' applied at the host OS level as an emergency measure if perimeter firewall
access is delayed. For WAF-equipped teams without enterprise tooling, use pfSense or OPNsense alias groups to
bulk-block Unity Connection management IPs from external zones.

Evidence: Before restricting network access, capture a full netstat snapshot from each Unity Connection host (‘netstat
-antp’ on Linux-based CUC OS) to document all active connections to TCP 443/8443 at the moment of containment —
these sessions may represent in-progress SSRF abuse or authenticated RCE sessions. Also export current firewall
connection table state and any WAF access logs covering the 72 hours prior to containment, preserving source IPs
that reached the Web Inbox endpoint.

Step 2: Detection — Query firewall and web proxy logs for outbound HTTP/S requests originating from Unity
Connection server IPs to unexpected internal or external destinations (indicator of SSRF abuse). Review Unity
Connection application logs and OS-level auth logs for command execution events or privilege escalation
activity tied to authenticated sessions. Check for anomalous root-level process spawning on Unity
Connection hosts.
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NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-3
(Content of Audit Records), CIS 8.2 (Collect Audit Logs)

Compensating: For SSRF detection without a SIEM: run 'grep -E "(GET|POST|CONNECT)" /var/log/httpd/access_log
| awk "{print $1}" | sort | uniq -c | sort -rn* on the Unity Connection host to identify outbound-initiated request patterns,
then compare destination IPs against your internal RFC1918 ranges and threat intel feeds (abuse.ch, Cisco Talos). For
authenticated RCE detection: on the Unity Connection Linux-based OS, run 'ausearch -m execve -ts today | grep -v
"A----"" using the Linux Audit daemon (auditd) to surface command execution events; filter for processes spawned
under UID 0 (root) that have a parent process tied to the Unity Connection web service (e.g., tomcat, java). Deploy a
Sigma rule matching process creation where Parentimage contains 'java’' or 'tomcat' and User equals 'root' on the Unity
Connection host.

Evidence: Capture the following before analysis proceeds: (1) Unity Connection Web Inbox access logs at
'Ivar/log/httpd/access_log' or equivalent CUC log path — filter for HTTP 200 responses to '/inbox/' or ‘/vmrest/' URI
paths from unauthenticated source IPs as SSRF entry indicators; (2) Unity Connection application audit log at
'fusr/local/cuc/log/audit.log' for session authentication events showing accounts that authenticated during the exposure
window; (3) Linux 'auth.log' or '/var/log/secure' on the CUC host for sudo or su events and any PAM authentication tied
to non-service accounts; (4) OS process accounting data (‘lastcomm’ output if psacct/acct is enabled) to reconstruct
command execution history under root context.

Step 3: Eradication — Apply the patches specified in Cisco PSIRT advisory cisco-sa-unity-rce-ssrf-hnENhuASy
for the affected version in your environment (12.5 and earlier, 14.0, or 15.0). No configuration-based
workaround exists for either CVE — patching is mandatory. Follow the upgrade path documented in the
advisory for your specific release.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST SI-5 (Security Alerts, Advisories, and Directives), CIS 7.3 (Perform
Automated Operating System Patch Management), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: Download the applicable Cisco Unity Connection Engineering Special (ES) or Service Update (SU)
from Cisco Software Download Center using your CCO account — do not source patches from third parties. Before
patching, take a VM snapshot or backup of the CUC publisher and subscriber nodes. Validate patch integrity using the
SHA-512 checksum published in advisory cisco-sa-unity-rce-ssrf-hENhuASy before installation. If a compromise is
suspected prior to patching, preserve a forensic disk image of the Unity Connection OS partition using 'dd if=/dev/sda
of=/mnt/external/cuc_image.dd bs=4M status=progress' before applying the patch, to avoid overwriting exploit artifacts.
Evidence: Before patching, document the exact installed version string by running 'show version' via the CUC CLI and
capturing the output — this establishes the pre-patch baseline for incident records. Preserve a copy of '/etc/passwd’
and '/etc/shadow' from the CUC host to detect whether CVE-2026-20035 RCE was used to create or modify OS-level
accounts. Also collect a list of all currently running processes (‘ps auxf') and listening ports ('ss -tinp') to identify any
backdoors or persistence mechanisms planted via the root RCE path before the eradication patch removes the
vulnerability.

Step 4: Recovery — After patching, verify the installed version matches the fixed release listed in the Cisco
advisory. Audit Unity Connection account credentials for evidence of unauthorized access during the
exposure window. Re-enable Web Inbox access only after patch confirmation. Monitor Unity Connection logs
for residual anomalous activity for at least 30 days post-remediation.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-7 (Software, Firmware, and Information Integrity), NIST AU-11 (Audit
Record Retention), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 5.3 (Disable Dormant Accounts)

Compensating: Verify patch success by running 'show version' post-upgrade and confirming the build string matches
the fixed release in the Cisco advisory. Audit Unity Connection user accounts via the CUC Administration web GUI
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(Cisco Unity Connection Administration > Users > Users) and export the full user list; compare against your
HR-sourced account baseline to identify any accounts created or modified during the exposure window. For 30-day
post-patch monitoring without a SIEM, configure a cron job on the CUC host to ship '/var/log/httpd/access_log' daily to
a centralized syslog receiver (rsyslog or syslog-ng), and set a logwatch or 'grep' alert for any POST requests to
'lvmrest/' URIs originating from IPs not in your approved client range.

Evidence: After patching, collect a fresh 'show version' output and retain it alongside the pre-patch version string as
proof of remediation for audit purposes. Pull the full Unity Connection LDAP-synced or local user account list and
cross-reference login timestamps in the CUC audit log against normal business hours and known user devices —
logins from unexpected IPs or at unusual hours during the exposure window indicate credential misuse via the
authenticated RCE path (CVE-2026-20035). Retain all logs covering the exposure window for a minimum consistent
with your incident records retention policy per NIST AU-11 (Audit Record Retention).

Step 5: Post-Incident — Review whether Unity Connection instances are unnecessarily internet-exposed,;
restrict access to VPN or internal network segments where operationally feasible. Audit all authenticated
Unity Connection accounts and enforce least-privilege principles. Evaluate whether a privileged access
management control or network segmentation policy would have limited the blast radius of the RCE-to-root
path.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SC-7 (Boundary Protection), NIST
AC-6 (Least Privilege), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and
Maintain a Remediation Process), CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 4.2 (Establish and
Maintain a Secure Configuration Process for Network Infrastructure)

Compensating: Conduct a lessons-learned session within 5 business days and document: (1) whether Unity
Connection was reachable from the internet due to a gap in asset inventory (CIS 1.1) or firewall rule sprawl, and (2)
whether any Unity Connection user accounts held broader OS permissions than required by their role. For PAM without
enterprise tooling, enforce the principle that no Unity Connection end-user account should have OS shell access —
validate this by checking '/etc/sudoers' and '/etc/passwd' for non-service accounts with login shells. Document a
network segmentation policy requiring Unity Connection to communicate only with defined voicemail gateway IPs,
internal LDAP/AD, and SMTP relays — block all other outbound from the CUC server at the host firewall using an
explicit allowlist.

Evidence: For the post-incident review, assemble: (1) firewall rule history showing when TCP 443/8443 was opened to
the internet on Unity Connection nodes and who approved it — this establishes whether the exposure was a
configuration drift issue or an intentional policy decision; (2) the full Unity Connection account audit export showing role
assignments, last-login timestamps, and any administrative accounts that existed beyond the default 'administrator'
account during the exposure window; (3) network topology documentation showing Unity Connection's placement
relative to DMZ, internal segments, and any VPN gateway — this directly informs the blast-radius analysis for the
SSRF-to-RCE-to-root escalation chain specific to these two CVEs.

I Detection Guidance

SSRF (CVE-2026-20035): Inspect web and proxy logs for outbound connections sourced from Unity Connection
server IPs to RFC-1918 internal ranges or unexpected external destinations. The Web Inbox feature is the
attack surface; filter logs for HTTP requests processed by that component. Anomalous GET/POST sequences
with internal-looking destination URLSs are a behavioral indicator.

RCE (CVE-2026-20034): Review OS-level audit logs on Unity Connection hosts for command execution events
(execve syscalls or equivalent) running under root context that were initiated by application processes. Look for
unexpected shell spawning, new cron jobs, or file creation in sensitive directories following authenticated web
sessions. Correlate with Unity Connection application access logs to identify which accounts were active.
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No public IOCs, exploit code, or threat actor activity targeting these CVEs have been reported as of the advisory

date. Detection should focus on behavioral anomalies rather than signature-based indicators at this stage.

I Framework Mappings

MITRE-ATTACK

* T1071.001 — Web Protocols

e T1190 — Exploit Public-Facing Application

e T1083 — File and Directory Discovery

e T1046 — Network Service Discovery

e T1068 — Exploitation for Privilege Escalation

e T1059 — Command and Scripting Interpreter
NIST-800-53R5

¢ CA-8 — Penetration Testing

¢ RA-5— Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
e AC-6 — Least Privilege

¢ CM-7 — Least Functionality

* SI-3 — Malicious Code Protection

¢ Sl-4 — System Monitoring

¢ SI-10 — Information Input Validation

OWASP-TOP10-2021

e A10:2021 — Server-Side Request Forgery (SSRF)
¢ A03:2021 — Injection

CIS-V8

e 13.4 — Perform Traffic Filtering Between Network Segments

e 16.10 — Apply Secure Design Principles in Application Architectures
e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management

e 8.2 — Collect Audit Logs
1ISO-27001-2022

¢ A.8.26 — Application security requirements
¢ A.8.8 — Management of technical vulnerabilities

¢ A.5.23 — Information security for use of cloud services
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1071. 001 Web Protocols Command-And-Control
T1190 Exploit Public-Facing Application Initial-Access
T1083 File and Directory Discovery Discovery
T1046 Network Service Discovery Discovery
T1068 Exploitation for Privilege Escalation Privilege-Escalation
T1059 Command and Scripting Interpreter Execution
Sources
Source URL Tier
Cisco Security Advisory https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T3
CVE Alert: https://www.redpacketsecurity.com/cve-alert-cve-2026-20034-cisco-ci... T3
CVE-2026-20034 - Cisco
- Cisco Unity
Connection
CVE Alert: https://www.redpacketsecurity.com/cve-alert-cve-2026-20035-cisco-Ci... T3
CVE-2026-20035 - Cisco
- Cisco Unity
Connection
CVE-2016-20034: https://www.sentinelone.com/vulnerability-database/cve-2016-20034/ T3

Wowza Streaming
Engine Escalation Flaw

CVE-2026-0026 Detail - https://nvd.nist.gov/vuln/detail/CVE-2026-0026 T1

NVD

NVD https://nvd.nist.gov/vuln/detail/CVE-2026-20034, CVE-2026-20035 T1

Cisco Security Advisory https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T1
DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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