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Cisco Network Orchestration Platforms Face
Unauthenticated DoS with No Auto-Recovery,
Part of Broader Reboot-Loop Attack Pattern
CVE VULNERABILITY | HIGH | CVSS 7.5

SCC Item ID SCC-CVE-2026-0136

Type CVE Vulnerability

CVE ID CVE-2026-20188

Severity HIGH

CVSS Base Score 7.5

Affected Products Cisco Crosswork Network Controller (CNC) 7.1 and earlier; Cisco Network Services
Orchestrator (NSO) 6.4 and earlier

Published 2026-05-06T14:06:21

Discovery Source Rss

Executive Summary

A newly disclosed vulnerability in Cisco's Crosswork Network Controller and Network Services

Orchestrator allows any unauthenticated attacker to crash these platforms remotely, with no automatic

recovery. Affected systems control multivendor network automation and orchestration; a successful attack

brings them offline until someone physically reboots the hardware. Patches are available from Cisco and

should be applied to eliminate this exposure.

Technical Analysis

CVE-2026-20188 is an unauthenticated remote denial-of-service vulnerability (CVSS 7.5, High) affecting Cisco

Crosswork Network Controller (CNC) 7.1 and earlier and Cisco Network Services Orchestrator (NSO) 6.4 and

earlier. The root cause is resource exhaustion at the connection layer (CWE-770: Allocation of Resources

Without Limits or Throttling; CWE-400: Uncontrolled Resource Consumption). An unauthenticated remote

attacker can exhaust available connection resources, crashing both platforms. Neither platform auto-recovers;

restoration requires manual physical reboot. No authentication bypass or code execution chain has been

confirmed. No active exploitation has been confirmed as of the discovery date; CISA KEV listing is absent and

EPSS data is not yet available. Patches are available via the Cisco Security Advisory portal at

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory. NVD record is available at

https://nvd.nist.gov/vuln/detail/CVE-2026-20188. MITRE ATT&CK mappings: T1499 (Endpoint Denial of
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Service), T1499.002 (Service Exhaustion Flood), T1190 (Exploit Public-Facing Application).

Action Checklist

1. Step 1: Containment. Identify all instances of Cisco CNC 7.1 and earlier and Cisco NSO 6.4 and earlier

in your environment. Immediately restrict inbound network access to CNC and NSO management

interfaces at the perimeter firewall or ACL level. Block unauthenticated external connections to these

platforms. Do not expose CNC or NSO management interfaces to untrusted or external networks. Retrieve

the authoritative fixed versions from the Cisco Security Advisory at

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory (search CVE-2026-20188)

and confirm your upgrade path.

2. Step 2: Detection. Query network flow logs and firewall logs for high-volume connection attempts to

CNC and NSO management ports from unexpected or external source IPs. Monitor platform health

dashboards and process logs on both CNC and NSO for signs of connection pool exhaustion or

unresponsive API endpoints. Establish a baseline of normal connection counts to these services and alert

on deviation. If syslog forwarding is configured for CNC or NSO, search for error-level events referencing

connection limits, resource exhaustion, or service crashes.

3. Step 3: Eradication. Apply the fixed software versions identified in the Cisco Security Advisory for

CVE-2026-20188. Upgrade CNC above 7.1 and NSO above 6.4 per Cisco's documented upgrade path.

Verify package integrity against Cisco-published checksums before deployment. After patching, harden

connection-rate limits and enforce authentication requirements on all management interfaces per CIS

Benchmark guidance for network infrastructure.

4. Step 4: Recovery. After patching and rebooting affected systems, confirm CNC and NSO return to

normal operational state and that all dependent automation workflows resume. Validate that API endpoints

are responsive and that downstream network automation tasks are executing as expected. Monitor

connection metrics on both platforms for 24-48 hours post-remediation to confirm stability. Confirm no

unauthorized configuration changes occurred during any window of outage.

5. Step 5: Post-Incident. Review why CNC or NSO management interfaces were reachable by

unauthenticated sources; this exposure condition is the root enabler. Implement or validate network

segmentation controls separating orchestration-layer management planes from general network access.

Review NIST SP 800-53 SC-5 (Denial of Service Protection) and SI-10 (Information Input Validation)

controls for gaps. Evaluate whether similar Cisco orchestration-layer advisories (CWE-770, CWE-400

pattern) have been addressed across your environment. Add CNC and NSO to your vulnerability

management priority queue for orchestration-layer assets.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to senior IR leadership and network operations management if CNC or
NSO is confirmed crashed and unrecoverable without physical reboot, if the orchestration
outage has caused dependent network automation workflows to fail affecting production
network device configuration, or if forensic review of the NSO commit log or CNC audit trail
reveals any unauthorized configuration pushes to managed network devices during the
outage window indicating the DoS was used as a precursor to further attack.
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Recovery Notes After patching to versions above CNC 7.1 and NSO 6.4, perform a full diff of NSO and CNC
running configurations against the last known-good backup to detect any unauthorized
changes that may have been pushed during the outage window when orchestration controls
were unavailable. Monitor CNC API health endpoints and NSO NETCONF session counts
continuously for a minimum of 48 hours post-recovery, given that CVE-2026-20188 requires
no authentication — an attacker aware of the vulnerability may reattempt exploitation against
unpatched instances before patching is confirmed complete across all environment instances.
Confirm all downstream network devices managed by NSO and CNC are in expected
configuration state before removing the compensating ACLs applied during containment.

Forensic Artifacts NSO application log at /var/log/ncs/ncs.log — primary artifact for CVE-2026-20188
exploitation evidence; search for entries matching 'connection', 'limit', 'refused', 'resource',
'exhausted', or process termination signals timestamped at the crash event, as the
vulnerability exploits connection handling to exhaust resources and crash the service. | CNC
platform health API response history and Kubernetes pod logs ('kubectl logs -n crosswork
--previous') capturing the last log buffer before pod restart — these logs will contain the
connection pool exhaustion or OOM event triggered by the unauthenticated DoS against CNC
7.1 or earlier. | NetFlow or firewall session logs for TCP/443 and TCP/830 to CNC and NSO
management IPs in the 30-minute window preceding platform crash — the exploit traffic
pattern for a CWE-770/CWE-400 DoS will appear as an abnormally high connection rate from
one or a small number of source IPs with no corresponding authenticated session
establishment. | NSO commit log output ('show configuration commit list' with full timestamps)
covering the outage window — critical to determine whether the DoS-induced outage was
exploited as a cover for unauthorized NETCONF configuration pushes to NSO-managed
network devices during the period orchestration controls were offline. | Pre- and post-patch
MD5/SHA-512 hashes of installed CNC and NSO binary packages and configuration files,
alongside Cisco-published checksums from the CVE-2026-20188 advisory — establishes
package integrity chain of custody and confirms the vulnerable version was replaced with the
patched release during eradication.

Per-Action IR Details

Step 1: Containment — Identify all instances of Cisco CNC 7.1 and earlier and Cisco NSO 6.4 and earlier in

your environment. Immediately restrict inbound network access to CNC and NSO management interfaces at

the perimeter firewall or ACL level. Block unauthenticated external connections to these platforms. Do not

expose CNC or NSO management interfaces to the internet without compensating controls. Retrieve the

authoritative fixed versions from the Cisco Security Advisory at

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory (search CVE-2026-20188) and

confirm your upgrade path.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-5 (Denial-of-Service Protection), NIST CM-7 (Least Functionality),

CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 12.2 (Establish and Maintain a Secure Network

Architecture)

Compensating: For teams without a commercial firewall management platform, apply inbound ACLs directly on the

upstream router or layer-3 switch using extended ACLs that permit only management VLAN source IPs to the CNC

HTTPS (TCP/443) and NSO NETCONF (TCP/830) and CLI (TCP/22) ports, denying all others with an explicit 'deny ip

any any log' entry. Verify enforcement with: 'show ip access-lists' on IOS/IOS-XE, or 'iptables -L -n -v' on Linux-hosted

NSO instances. Use nmap from a known-safe host to confirm the management interface is no longer reachable from

outside the permitted range: 'nmap -sS -p 22,443,830 '.
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Evidence: Before applying ACL changes, capture the current exposure baseline: (1) export the existing firewall/ACL

ruleset for CNC and NSO management interface ports (TCP/443, TCP/830, TCP/22) to document the pre-containment

access state; (2) pull 'show connections' or 'netstat -antp' on the NSO host to record active connection state at time of

containment; (3) capture 'show version' and 'show platform' output from CNC and NSO nodes to confirm exact

software version strings for affected-version determination; (4) collect any CNC and NSO service availability logs or

health-check API responses immediately prior to ACL enforcement to establish the pre-containment operational

baseline.

Step 2: Detection — Query network flow logs and firewall logs for high-volume connection attempts to CNC

and NSO management ports from unexpected or external source IPs. Monitor platform health dashboards and

process logs on both CNC and NSO for signs of connection pool exhaustion or unresponsive API endpoints.

Establish a baseline of normal connection counts to these services and alert on deviation. If syslog

forwarding is configured for CNC or NSO, search for error-level events referencing connection limits,

resource exhaustion, or service crashes. No public IOC patterns (IPs, hashes, domains) have been confirmed

for this CVE as of this writing.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-12

(Audit Record Generation), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs), CIS 13.6 (Collect Network

Traffic Flow Logs)

Compensating: Without a SIEM, use the following targeted queries: (1) On Linux-hosted NSO, run 'grep -E

"(connection limit|resource exhausted|segfault|OOM|killed)" /var/log/ncs/ncs.log /var/log/syslog' to surface CWE-400

resource exhaustion indicators. (2) For CNC, pull Kubernetes pod logs if deployed containerized: 'kubectl logs -n

crosswork --previous' to capture the last log buffer before a crash. (3) Use Wireshark or tcpdump on the management

interface to capture and count SYN packets to TCP/443 and TCP/830 over a 60-second window: 'tcpdump -i -c 10000

"tcp[tcpflags] & tcp-syn != 0 and (port 443 or port 830)" -w /tmp/cnc_syn_capture.pcap'. (4) Deploy a Sigma rule

matching high-frequency connection attempts to these specific ports using Chainsaw against collected Windows or

syslog events if applicable.

Evidence: Collect the following before concluding detection analysis: (1) NSO application log at '/var/log/ncs/ncs.log'

— search for entries matching 'connection' and 'limit' or 'refused' timestamped around suspected attack windows, as

CVE-2026-20188 exploits connection handling; (2) CNC platform health API response snapshot — poll 'GET

/crosswork/platform/health/v1' and record HTTP status codes and response latency to document degraded state; (3)

NetFlow or sFlow records showing source IP, destination port, packet rate, and byte count to CNC/NSO management

IPs, flagging any source generating >100 connections/minute to TCP/443 or TCP/830; (4) syslog ERROR and

CRITICAL severity events from CNC and NSO forwarded receivers in the window preceding any observed platform

unresponsiveness.

Step 3: Eradication — Apply the fixed software versions identified in the Cisco Security Advisory for

CVE-2026-20188. Upgrade CNC above 7.1 and NSO above 6.4 per Cisco's documented upgrade path. Verify

package integrity against Cisco-published checksums before deployment. After patching, harden

connection-rate limits and enforce authentication requirements on all management interfaces per CIS

Benchmark guidance for network infrastructure.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST SI-7 (Software, Firmware, and Information Integrity), NIST CM-7 (Least

Functionality), NIST SI-10 (Information Input Validation), CIS 7.3 (Perform Automated Operating System Patch

Management), CIS 7.4 (Perform Automated Application Patch Management), CIS 7.1 (Establish and Maintain a

Vulnerability Management Process)

Compensating: For teams performing manual upgrade without an orchestrated patching platform: (1) Download the

CNC and NSO upgrade packages from Cisco Software Center and verify SHA-512 checksums using 'sha512sum '

against the hash published in the Cisco Security Advisory for CVE-2026-20188 before transferring to the target host.
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(2) For NSO, follow Cisco's documented in-service upgrade procedure using 'ncs-installer --upgrade' and validate with

'ncs --version' post-install. (3) For CNC deployed on Kubernetes, use 'helm upgrade' with the patched chart version

and confirm pod readiness with 'kubectl get pods -n crosswork -w'. (4) Post-patch, apply connection-rate limiting at the

application layer using NSO's built-in NETCONF session limits in ncs.conf: set 'max-sessions' under the

'ncs:ncs-config/ncs:netconf-north-bound' stanza to a value appropriate for your environment.

Evidence: Before executing the upgrade, preserve the following forensic state: (1) Full configuration export from NSO

using 'ncs_cli -u admin -C "show running-config"' and from CNC via its REST API config export endpoint, to establish a

pre-patch configuration snapshot for post-incident comparison; (2) Running process list and open file handles on the

NSO host ('ps auxf', 'lsof -p ') to document any anomalous processes or file descriptors that may have been introduced

if the DoS was leveraged as a precursor to further access; (3) MD5/SHA-512 hash of the currently installed NSO and

CNC binary packages before replacement, to confirm the installed version matches the expected vulnerable version

and detect any unauthorized modification; (4) Snapshot of /var/log/ncs/ directory contents and timestamps before

upgrade to preserve the complete pre-patch log record.

Step 4: Recovery — After patching and rebooting affected systems, confirm CNC and NSO return to normal

operational state and that all dependent automation workflows resume. Validate that API endpoints are

responsive and that downstream network automation tasks are executing as expected. Monitor connection

metrics on both platforms for 24-48 hours post-remediation to confirm stability. Confirm no unauthorized

configuration changes occurred during any window of outage.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST CP-10 (System Recovery and Reconstitution), NIST SI-7 (Software,

Firmware, and Information Integrity), NIST AU-6 (Audit Record Review, Analysis, and Reporting), CIS 11.3 (Test Data

Recovery), CIS 8.2 (Collect Audit Logs)

Compensating: Without an enterprise monitoring platform: (1) Validate CNC API health by scripting repeated 'curl -sk

-o /dev/null -w "%{http_code}" https:///crosswork/platform/health/v1' calls every 5 minutes for the first 2 hours

post-reboot, logging HTTP 200 vs. non-200 responses. (2) Validate NSO NETCONF availability using 'ssh -p 830

admin@ -s netconf' and confirm the hello message is returned. (3) Diff the pre-patch CNC and NSO configuration

exports against a post-recovery export using 'diff pre_patch_config.txt post_recovery_config.txt' to identify any

configuration changes that occurred during the outage window. (4) Review NSO commit log using 'ncs_cli -u admin -C

"show configuration commit list"' to detect any commits made during the outage that were not authorized.

Evidence: Before declaring recovery complete, capture: (1) Post-reboot 'show version' and process health output from

both CNC and NSO nodes confirming patched version strings are active; (2) NSO commit log ('show configuration

commit list' with timestamps) covering the entire outage window to identify any configuration changes pushed during

the period CNC/NSO was unreachable or degraded — this is the primary artifact to detect any attacker-leveraged

configuration manipulation during the DoS window; (3) CNC audit trail from the platform's built-in audit logging for any

API calls or login attempts made during the outage period; (4) Network device configuration snapshots from devices

managed by NSO/CNC to confirm no unauthorized NETCONF pushes altered downstream device configs during the

outage.

Step 5: Post-Incident — Review why CNC or NSO management interfaces were reachable by unauthenticated

sources; this exposure condition is the root enabler. Implement or validate network segmentation controls

separating orchestration-layer management planes from general network access. Review NIST SP 800-53

SC-5 (Denial of Service Protection) and SI-10 (Information Input Validation) controls for gaps. Evaluate

whether similar Cisco orchestration-layer advisories (CWE-770, CWE-400 pattern) have been addressed

across your environment. Add CNC and NSO to your vulnerability management priority queue for

orchestration-layer assets.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SC-5 (Denial-of-Service

Protection), NIST SC-7 (Boundary Protection), NIST SI-10 (Information Input Validation), NIST RA-3 (Risk
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Assessment), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a

Remediation Process), CIS 12.2 (Establish and Maintain a Secure Network Architecture)

Compensating: For organizations without a dedicated GRC or vulnerability management platform: (1) Build a Cisco

orchestration asset register in a spreadsheet tracking CNC version, NSO version, management interface exposure

status, and patch date — review this register every 30 days against Cisco PSIRT RSS feed

(https://tools.cisco.com/security/center/rss.x) filtered for CNC and NSO product families. (2) Search Cisco PSIRT for all

advisories tagged CWE-770 (Allocation of Resources Without Limits) and CWE-400 (Uncontrolled Resource

Consumption) against your installed Cisco orchestration product versions using the Cisco Security Advisory search

API. (3) Document the network segmentation gap (management plane reachability from untrusted networks) as a

named finding in your risk register with SC-5 and SC-7 as the relevant control gaps, and assign a remediation owner

and target date.

Evidence: For the post-incident review, assemble the following artifacts: (1) Firewall and ACL change logs

documenting the pre-incident state of CNC and NSO management interface exposure — this is the root-cause artifact

establishing how TCP/443 and TCP/830 were reachable from untrusted sources; (2) Timeline reconstruction from NSO

ncs.log and CNC platform logs correlating first observed anomalous connection volume to platform crash timestamp,

establishing the exploit-to-impact window; (3) Asset inventory records confirming all CNC and NSO instances

(including dev/test/staging) and their patch levels to determine full exposure scope; (4) Cisco PSIRT advisory history

for CNC and NSO over the prior 24 months, annotated with whether each advisory in the CWE-770/CWE-400 pattern

was remediated on schedule, to assess systemic patch program gaps for orchestration-tier assets.

Detection Guidance

No confirmed IOCs (IPs, domains, hashes) are publicly associated with CVE-2026-20188 exploitation as of this

writing; this is an expected state given no active exploitation has been confirmed. Detection focus should be

behavioral. Monitor for: (1) Sudden spikes in connection count or connection-refused errors on CNC and NSO

management interfaces, visible in platform logs and network flow telemetry. (2) CNC or NSO process crashes or

unresponsive API endpoints, particularly outside maintenance windows. (3) High-rate connection attempts from

external or unexpected IP ranges targeting management ports, these are suspicious regardless of exploitation

status. (4) Any manual reboot events on CNC or NSO infrastructure that were not change-managed. If your

SIEM ingests syslog from these platforms, build a rule alerting on resource exhaustion or connection limit

keywords in CNC and NSO log streams. Map detection to MITRE ATT&CK T1499.002 (Service Exhaustion

Flood) for rule classification.

Framework Mappings

MITRE-ATTACK

• T1499 — Endpoint Denial of Service

• T1190 — Exploit Public-Facing Application

• T1110 — Brute Force

• T1499.002 — Service Exhaustion Flood

NIST-800-53R5

• SC-5 — Denial-of-Service Protection

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SC-7 — Boundary Protection
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• SI-2 — Flaw Remediation

• SI-7 — Software, Firmware, and Information Integrity

• AC-7 — Unsuccessful Logon Attempts

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• IR-5 — Incident Monitoring

CIS-V8

• 13.8 — Deploy a Network Intrusion Prevention Solution

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.21 — Managing information security in the ICT supply chain

• A.5.23 — Information security for use of cloud services

SOC2-TSC

• CC9.2 — Manages risks associated with vendors and business partners

NIST-CSF-2

• DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1499 Endpoint Denial of Service Impact

T1190 Exploit Public-Facing Application Initial-Access

T1110 Brute Force Credential-Access

T1499.002 Service Exhaustion Flood Impact

Sources

Source URL Tier

Security News https://www.bleepingcomputer.com/news/security/new-cisco-dos-flaw-r... T3

https://www.bleepingcomputer.com/news/security/new-cisco-dos-flaw-r... T3

https://www.bleepingcomputer.com/news/security/cisco-actively-explo... T3
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Source URL Tier

CVE-2026-20688 Detail -
NVD

https://nvd.nist.gov/vuln/detail/CVE-2026-20688 T1

Cisco Identity Services
Engine Remote Code
Execution and Path ...

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T3

NVD https://nvd.nist.gov/vuln/detail/CVE-2026-20188 T1

Cisco Security Advisory https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri... T1
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