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Secret Blizzard Rebuilds Kazuar as Autonomous
P2P Botnet with Leader Election and 150-Option
Evasion Engine
THREAT CAMPAIGN | CRITICAL | CVSS 9.5

SCC Item ID SCC-CAM-2026-0326

Type Threat Campaign

Severity CRITICAL

CVSS Base Score 9.5

Affected Products Windows systems (AMSI, ETW, WLDP, Windows Messaging, Mailslots, Named Pipes);
Microsoft Exchange (EWS); Microsoft Outlook (MAPI/email harvesting)

Published 2026-05-16T10:15:37

Discovery Source Rss

Executive Summary

Russia's FSB-linked threat group Turla (also tracked as Secret Blizzard) has rebuilt its Kazuar backdoor

into a peer-to-peer botnet with autonomous leader election, meaning only one infected host communicates

externally at a time, making network-based detection unreliable. The malware targets Windows systems

and harvests credentials and email from Microsoft Exchange and Outlook. Organizations with Exchange

infrastructure, Windows endpoints, and no behavioral detection capability face elevated risk of long-term,

undetected espionage.

Technical Analysis

Microsoft's analysis (published 2026-05-14) documents a major architectural evolution of the Kazuar backdoor,

attributed to Turla (Secret Blizzard, FSB-linked). The updated implant operates as a fully modular P2P botnet

with autonomous leader election: only the elected leader node communicates with external C2 infrastructure,

suppressing the external traffic volume defenders typically alert on. Key capabilities: 150-option configuration

framework for granular operational control; multi-protocol C2 proxying (T1090, T1090.001, T1090.003);

encrypted C2 channels (T1573, T1573.001); AMSI, ETW, and WLDP bypass (T1562.001, T1562.006); process

injection (T1055); keylogging (T1056.001); dynamic C2 resolution (T1568); screen capture (T1113); and data

exfiltration (T1041, T1005). Exchange targeting occurs via EWS (T1114.002); Outlook targeting via MAPI.

Malware communication also uses Named Pipes and Mailslots (T1095). No CVE is associated with this

campaign. CWEs applicable: CWE-311 (missing encryption of sensitive data in transit between nodes),
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CWE-693 (protection mechanism failure via defensive instrumentation bypass), CWE-506 (embedded malicious

code). Static signature-based detection is characterized by Microsoft as largely ineffective against current

deployments. No patch applies; this is a malware campaign, not a vendor vulnerability. Source: Microsoft

Security Blog (T1), BleepingComputer (T3).

Action Checklist

1. Containment: Isolate any Windows hosts exhibiting anomalous internal lateral movement or unexpected

Named Pipe and Mailslot activity. Restrict Exchange EWS access to known, authorized service accounts

only; disable EWS for accounts that do not require it. Block outbound traffic from Exchange servers to

non-approved external destinations at the perimeter firewall.

2. Detection: Query EDR telemetry for process injection events (T1055), unexpected child processes

under Outlook or Exchange worker processes, and AMSI/ETW bypass attempts. Review Exchange EWS

access logs for unauthorized account enumeration or bulk email access. Hunt for hosts communicating

internally via Named Pipes to unexpected peers. Correlate with Microsoft's published Kazuar IOCs from

the 2026-05-14 blog post at

https://www.microsoft.com/en-us/security/blog/2026/05/14/kazuar-anatomy-of-a-nation-state-botnet/.

3. Eradication: For confirmed compromised hosts, reimage rather than remediate in place; Kazuar's

modular architecture and anti-forensic capabilities make manual cleanup unreliable. Rotate all credentials

accessible from compromised hosts, including Exchange service accounts. Revoke and reissue any

certificates or tokens stored on affected systems.

4. Recovery: After reimaging, validate Exchange EWS audit logging is active and forwarding to SIEM

before restoring systems to production. Confirm AMSI and ETW are functioning on restored endpoints

using known-good test tools. Monitor previously compromised hosts and their internal peers for 30 days

post-recovery for re-infection indicators.

5. Post-Incident: This campaign exposed gaps in behavioral detection coverage, particularly around P2P

lateral movement and defensive instrumentation bypass. Evaluate EDR rules against MITRE ATT&CK

techniques T1562.001, T1562.006, T1055, T1114.002, and T1090. Review whether Exchange EWS

access is logged, alerted on, and scoped to least privilege. Consider a targeted threat hunt against the full

MITRE technique set listed in this item.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to senior leadership, legal counsel, and (if applicable) regulatory
compliance if Exchange EWS logs confirm unauthorized bulk access to mailboxes containing
PII, PHI, or classified information, or if the Kazuar P2P leader node is identified as an
Exchange server with external egress, indicating active exfiltration by a nation-state
(FSB/Secret Blizzard) actor.
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Recovery Notes After reimaging compromised hosts, do not restore Exchange service account credentials
from backup — generate new credentials and re-authorize only via documented
least-privilege provisioning, as Kazuar specifically harvests Exchange service account tokens.
Enable continuous EWS audit log forwarding and configure alerting on SyncFolderItems and
GetItem operations exceeding baseline thresholds before any host rejoins production.
Maintain 30-day elevated monitoring on all hosts that were peers in the Kazuar P2P mesh, not
just the confirmed compromised node, since Kazuar's autonomous leader election means any
mesh participant may assume the external communicator role.

Forensic Artifacts Exchange EWS HttpProxy logs (%ExchangeInstallPath%\Logging\HttpProxy\Ews\) —
Kazuar's email harvesting module (T1114.002) leaves SyncFolderItems, GetItem, and
FindItem operations in these logs, often from service accounts at unusual hours or volumes
inconsistent with normal mail client behavior. | Windows named pipe enumeration (\\.\pipe\)
and Sysmon EventID 17/18 logs — Kazuar's P2P botnet uses Named Pipes and Mailslots for
internal mesh communication and leader election; unexpected pipe names or cross-host pipe
connections between non-server workstations are direct indicators of the C2 channel. |
Memory dump of Outlook.exe and w3wp.exe (Exchange worker) processes — Kazuar injects
into these processes (T1055); memory analysis with Volatility or Rekall will reveal injected
code regions, decrypted Kazuar configuration blobs, and active C2 pipe handles that do not
appear on disk due to anti-forensic capabilities. | AMSI and ETW provider registry keys
(HKLM:\SOFTWARE\Microsoft\AMSI and ETW provider GUIDs in
HKLM:\SYSTEM\CurrentControlSet\Control\WMI\Autologger) — Kazuar's 150-option evasion
engine patches AMSI (T1562.001) and ETW (T1562.006); modified registry values or patched
in-memory function bytes at EtwEventWrite are evidence of which evasion options were
exercised. | Exchange mailbox audit logs and MessageTracking logs — cross-correlating
mailbox audit records (MailItemsAccessed operations) with MessageTracking logs identifies
which mailboxes were harvested, whether forwarding rules were created, and whether any
data was staged for exfiltration via Exchange transport rules, providing scope for breach
notification assessment.

Per-Action IR Details

Containment — Isolate any Windows hosts exhibiting anomalous internal lateral movement or unexpected

Named Pipe and Mailslot activity. Restrict Exchange EWS access to known, authorized service accounts only;

disable EWS for accounts that do not require it. Block outbound traffic from Exchange servers to

non-approved external destinations at the perimeter firewall.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST AC-17 (Remote Access), NIST SC-7 (Boundary Protection), CIS 4.4

(Implement and Manage a Firewall on Servers), CIS 6.2 (Establish an Access Revoking Process)

Compensating: Use Windows Firewall with Advanced Security (netsh advfirewall) to isolate suspect hosts: 'netsh

advfirewall set allprofiles firewallpolicy blockinbound,blockoutbound'. For Named Pipe visibility without EDR, deploy

Sysmon with EventID 17 (PipeCreated) and EventID 18 (PipeConnected) configured in sysmonconfig.xml targeting

unexpected pipe names. Enumerate active named pipes via PowerShell: 'Get-ChildItem \\.\pipe\ | Select-Object Name'

and compare against a known-good baseline. Restrict EWS via Exchange Admin Center or PowerShell:

'Set-CASMailbox -Identity -EWSEnabled $false' for all non-service accounts.

Evidence: Before isolating, capture: (1) Live named pipe enumeration output from '\\.\pipe\' to document active Kazuar

C2 pipes; (2) Netstat snapshot — 'netstat -anob' — to record active internal TCP/UDP connections and owning

processes prior to firewall changes; (3) Windows Security Event Log Event ID 4624/4625 (logon/logoff) filtered to

lateral movement source IPs; (4) Exchange EWS IIS logs from %ExchangeInstallPath%\Logging\HttpProxy\Ews\

documenting unauthorized account access prior to EWS restriction; (5) Mailslot activity via Sysmon EventID 18 or ETW
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provider Microsoft-Windows-SMBServer.

Detection — Query EDR telemetry for process injection events (T1055), unexpected child processes under

Outlook or Exchange worker processes, and AMSI/ETW bypass attempts. Review Exchange EWS access logs

for unauthorized account enumeration or bulk email access. Hunt for hosts communicating internally via

Named Pipes to unexpected peers. Correlate with Microsoft's published Kazuar IOCs from the 2026-05-14 blog

post at https://www.microsoft.com/en-us/security/blog/2026/05/14/kazuar-anatomy-of-a-nation-state-botnet/ —

note: URL sourced from item data; verify it resolves before use.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST IR-5 (Incident Monitoring), NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis,

and Reporting), CIS 8.2 (Collect Audit Logs)

Compensating: Without EDR: deploy Sysmon with EventID 8 (CreateRemoteThread — T1055 process injection

indicator), EventID 1 (Process Creation) filtering on parent processes outlook.exe and w3wp.exe (Exchange worker),

and EventID 13 (RegistryValueSet) for AMSI bypass registry writes (e.g., HKLM:\SOFTWARE\Microsoft\AMSI). For

ETW bypass detection, monitor for 'EtwEventWrite' patches in memory via a YARA rule scanning for NOP sled or RET

instruction overwrites at known ETW offsets. Query Exchange EWS logs with PowerShell: 'Select-String -Path

"%ExchangeInstallPath%\Logging\HttpProxy\Ews\*.log" -Pattern "GetItem|FindItem|SyncFolderItems"' to identify bulk

email harvesting consistent with Kazuar's MAPI/EWS collection module. Use Sigma rule

detection.windows.process_injection for Sysmon-based injection hunting.

Evidence: Capture before analysis: (1) Sysmon EventID 8 (CreateRemoteThread) logs showing injection source and

target PIDs linked to Outlook (MITRE T1055); (2) Exchange EWS HttpProxy logs at

%ExchangeInstallPath%\Logging\HttpProxy\Ews\ showing SyncFolderItems or GetItem operations indicative of

Kazuar's email harvesting module (T1114.002); (3) Windows Event Log EventID 4688 (Process Creation) with

command-line logging enabled, filtering on w3wp.exe and MSExchangeMailboxReplication.exe spawning unexpected

child processes; (4) ETW trace logs or memory dumps showing patched EtwEventWrite function bytes consistent with

Kazuar's 150-option evasion engine targeting ETW (T1562.006); (5) AMSI scan results or registry artifacts at

HKLM:\SOFTWARE\Microsoft\Windows Script\Settings\AmsiEnable set to 0, indicating bypass (T1562.001).

Eradication — For confirmed compromised hosts, reimage rather than remediate in place; Kazuar's modular

architecture and anti-forensic capabilities make manual cleanup unreliable. Rotate all credentials accessible

from compromised hosts, including Exchange service accounts. Revoke and reissue any certificates or

tokens stored on affected systems.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication and Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), NIST IA-5 (Authenticator Management), CIS

5.2 (Use Unique Passwords), CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts)

Compensating: Before reimaging, acquire a forensic disk image using Arsenal Image Mounter or dd (Linux live boot)

for post-incident analysis. Use Sysinternals Autoruns (autorunsc.exe /accepteula /a /c > autoruns_output.csv) on

isolated host before wipe to enumerate persistence mechanisms Kazuar may have installed (scheduled tasks,

services, registry run keys). For credential rotation without a PAM tool, use PowerShell to force password reset across

all accounts that authenticated to the compromised host: 'Search-ADAccount -LockedOut | Unlock-ADAccount;

Get-ADUser -Filter * | Set-ADAccountPassword'. Revoke Exchange service account OAuth tokens and Modern Auth

tokens via: 'Revoke-AzureADUserAllRefreshToken -ObjectId '.

Evidence: Capture before reimaging: (1) Full forensic disk image (E01 or raw) of compromised host filesystem to

preserve Kazuar module artifacts and any dropped payloads; (2) Memory dump using WinPmem or Magnet RAM

Capture to capture in-memory Kazuar implant, injected code regions, and decrypted configuration data that will not

survive reimage; (3) Registry export of HKLM\SYSTEM\CurrentControlSet\Services and

HKCU\Software\Microsoft\Windows\CurrentVersion\Run for persistence artifacts; (4) Exchange mailbox audit log

showing which mailboxes the compromised service account accessed via EWS during the intrusion window; (5)

Certificate store export (certmgr.msc or 'Get-ChildItem Cert:\' in PowerShell) to document all certificates present on the
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host prior to revocation.

Recovery — After reimaging, validate Exchange EWS audit logging is active and forwarding to SIEM before

restoring systems to production. Confirm AMSI and ETW are functioning on restored endpoints using

known-good test tools. Monitor previously compromised hosts and their internal peers for 30 days

post-recovery for re-infection indicators.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-7 (Software, Firmware, and Information Integrity), NIST AU-2 (Event

Logging), NIST AU-4 (Audit Storage Capacity), CIS 8.2 (Collect Audit Logs)

Compensating: Validate AMSI integrity on restored endpoints by running the EICAR-equivalent AMSI test string via

PowerShell: '[Ref].Assembly.GetType("System.Management.Automation.AmsiUtils")' — if AMSI is functional, this

triggers a detection; if it executes silently, AMSI is bypassed. Validate ETW integrity by running a known

ETW-generating action (e.g., 'logman start' trace) and confirming events appear in the Security event log. For EWS

audit logging without SIEM, enable Exchange mailbox audit logging via PowerShell:

'Set-MailboxAuditBypassAssociation' and 'Set-Mailbox -AuditEnabled $true -AuditOwner

MailItemsAccessed,MoveToDeletedItems' and forward logs to a Syslog server using NXLog CE (free). Deploy Sysmon

with EventID 17/18 on reimaged hosts and peer hosts to detect Kazuar's Named Pipe-based P2P leader election

resumption.

Evidence: Capture baseline immediately post-reimage to enable delta comparison during 30-day monitoring: (1)

Named pipe enumeration baseline from '\\.\pipe\' on restored hosts for deviation monitoring; (2) Sysmon EventID 3

(NetworkConnect) baseline showing authorized internal peer connections to detect re-establishment of Kazuar's P2P

mesh; (3) Exchange EWS audit log confirmation showing logging is active — verify

'Get-MailboxAuditBypassAssociation' returns no service accounts excluded from auditing; (4) AMSI test result log

documenting functional state at time of production restoration; (5) Process baseline snapshot via 'Get-Process |

Export-CSV' and Autoruns CSV export to enable future deviation detection.

Post-Incident — This campaign exposed gaps in behavioral detection coverage, particularly around P2P

lateral movement and defensive instrumentation bypass. Evaluate EDR rules against MITRE ATT&CK

techniques T1562.001, T1562.006, T1055, T1114.002, and T1090. Review whether Exchange EWS access is

logged, alerted on, and scoped to least privilege. Consider a targeted threat hunt against the full MITRE

technique set listed in this item.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-4 (System Monitoring), NIST

RA-3 (Risk Assessment), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish

and Maintain a Remediation Process)

Compensating: Map detection gaps to specific Sigma rules for each missed technique: use SigmaHQ community

rules for T1055 (proc_injection), T1562.001 (disable_windows_defender_av), T1562.006 (etw_patching), T1114.002

(ews_mailbox_access), and T1090 (proxy_connection) — deploy via Chainsaw or Hayabusa against Windows Event

Log archives. Conduct a targeted osquery hunt for Kazuar-specific P2P indicators: query 'SELECT * FROM pipes

WHERE name LIKE "%%"' and 'SELECT * FROM process_open_sockets WHERE remote_address NOT IN ()'.

Document lessons learned in a structured after-action report referencing NIST 800-61r3 §4 recommendations and brief

the IR team within 2 weeks of incident closure per NIST IR-4 guidance.

Evidence: Retrospective evidence collection for lessons learned: (1) Aggregated Exchange EWS HttpProxy logs

spanning the full intrusion window to determine total mailbox access scope (T1114.002 blast radius); (2) Sysmon

EventID 17/18 historical logs from all endpoints to reconstruct the Kazuar P2P botnet topology and identify the external

communicator (leader-elected node); (3) Windows Security Event Log EventID 4648 (explicit credential use) and 4672

(special privilege logon) across all hosts in the P2P mesh to map credential theft and lateral movement paths; (4)

WLDP (Windows Lockdown Policy) and AMSI provider registry state from compromised hosts to document which of

Kazuar's 150 evasion options were exercised against defensive instrumentation; (5) Exchange MessageTracking logs
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to identify any exfiltrated email content or forwarding rules created by Kazuar's harvesting module.

Detection Guidance

Primary detection surface is behavioral, not signature-based. Key hunt areas: (1) Process injection: EDR alerts

on T1055 patterns, particularly injection into Exchange or Outlook processes. (2) AMSI/ETW tampering:

Windows Event Log ID 4688 (process creation) combined with EDR telemetry showing AMSI provider unload or

ETW session disruption. (3) Exchange EWS abuse: Exchange audit logs (EWSAccessDenied, MailboxLogin

events) for service accounts accessing mailboxes outside normal patterns; bulk email access by non-human

accounts. (4) Named Pipe and Mailslot activity: Sysmon Event ID 17/18 (pipe created/connected) for

unexpected inter-process or inter-host pipe activity. (5) Leader election traffic: Look for one host among a peer

group generating all external DNS or HTTPS traffic while others are silent; this asymmetry is a P2P botnet

behavioral indicator. (6) Dynamic C2 resolution (T1568): DNS query logs for high-entropy domains or domains

with short TTLs queried repeatedly by the same host. Consult Microsoft's published Kazuar IOC list in the

primary source blog post for specific hashes, domains, and IPs confirmed by Microsoft's analysis.

Indicators of Compromise

Type Value Context Confidence

URL https://www.microsoft.com/

en-us/security/blog/2026/0

5/14/kazuar-anatomy-of-a-n

ation-state-botnet/

Microsoft primary analysis — published
IOC list (hashes, domains, IPs) for
Kazuar P2P botnet campaign. Retrieve
specific IOC values directly from this
source; do not rely on this entry as a
substitute.

HIGH

Framework Mappings

MITRE-ATTACK

• T1090.001 — Internal Proxy

• T1056.001 — Keylogging

• T1568 — Dynamic Resolution

• T1573.001 — Symmetric Cryptography

• T1083 — File and Directory Discovery

• T1016 — System Network Configuration Discovery

• T1090 — Proxy

• T1071.003 — Mail Protocols

• T1055 — Process Injection

• T1114.002 — Remote Email Collection

• T1090.003 — Multi-hop Proxy

• T1057 — Process Discovery
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• T1005 — Data from Local System

• T1095 — Non-Application Layer Protocol

• T1082 — System Information Discovery

• T1573 — Encrypted Channel

• T1543 — Create or Modify System Process

• T1114 — Email Collection

• T1041 — Exfiltration Over C2 Channel

• T1562.006 — Indicator Blocking

• T1113 — Screen Capture

• T1027 — Obfuscated Files or Information

• T1562.001 — Disable or Modify Tools

• T1071.001 — Web Protocols

NIST-800-53R5

• AC-6 — Least Privilege

• SC-7 — Boundary Protection

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• CA-7 — Continuous Monitoring

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications

• 8.2 — Collect Audit Logs

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

SOC2-TSC

• CC6.1 — Logical access security software, infrastructure, and architectures

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1090.001 Internal Proxy Command-And-Control

T1056.001 Keylogging Collection

T1568 Dynamic Resolution Command-And-Control

T1573.001 Symmetric Cryptography Command-And-Control
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Technique ID Technique Name Tactic

T1083 File and Directory Discovery Discovery

T1016 System Network Configuration Discovery Discovery

T1090 Proxy Command-And-Control

T1071.003 Mail Protocols Command-And-Control

T1055 Process Injection Defense-Evasion

T1114.002 Remote Email Collection Collection

T1090.003 Multi-hop Proxy Command-And-Control

T1057 Process Discovery Discovery

T1005 Data from Local System Collection

T1095 Non-Application Layer Protocol Command-And-Control

T1082 System Information Discovery Discovery

T1573 Encrypted Channel Command-And-Control

T1543 Create or Modify System Process Persistence

T1114 Email Collection Collection

T1041 Exfiltration Over C2 Channel Exfiltration

T1562.006 Indicator Blocking Defense-Evasion

T1113 Screen Capture Collection

T1027 Obfuscated Files or Information Defense-Evasion

T1562.001 Disable or Modify Tools Defense-Evasion

T1071.001 Web Protocols Command-And-Control

Sources

Source URL Tier

Security News https://www.bleepingcomputer.com/news/security/russian-hackers-turn... T3

Microsoft warns of
Exchange zero-day flaw
exploited in ...

https://www.bleepingcomputer.com/news/microsoft/microsoft-warns-of-... T3
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Source URL Tier

Microsoft Warns of
Active Exploitation
Targeting On- ...

https://www.linkedin.com/pulse/microsoft-warns-active-exploitation-... T3

Kazuar: Anatomy of a
nation-state botnet

https://www.microsoft.com/en-us/security/blog/2026/05/14/kazuar-ana... T1

Newly-identified
Vulnerability Affecting
All Versions of ...

https://securityscorecard.com/resources/research/newly-identified-v... T3
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