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Turla Upgrades Kazuar to Modular P2P Botnet:
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| CRITICAL | CVSS 9.5

SCC Item ID SCC-CAM-2026-0319
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Severity CRITICAL
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Affected Products No specific products or versions identified; targeting is consistent with Turla's historical focus

on government, diplomatic, and defense sectors
Published 2026-05-15T13:10:25

Discovery Source Rss

I Executive Summary

Russia's Turla APT, attributed to FSB Center 16, has rebuilt its Kazuar backdoor into a modular,
peer-to-peer botnet architecture. This shift makes the implant significantly harder to detect and disrupt,
distributed C2 removes the single points of failure that defenders previously exploited through sinkholing
and takedown operations. Organizations in government, diplomatic, and defense sectors face elevated risk
of long-term, undetected compromise.

I Technical Analysis

Turla (also tracked as Snake and Kryuchkovskiy) has restructured the Kazuar backdoor from a centralized C2
callback model to a peer-to-peer botnet architecture. Key architectural changes: (1) P2P C2 (T1090.001,
T1090.003) distributes command relay across compromised hosts, eliminating single-node sinkholing vectors;
(2) modular design (T1129) allows independent capability updates, new modules can be pushed without full
implant replacement or reinfection; (3) traffic obfuscation (T1573, T1027) encrypts and obscures C2
communications, degrading signature-based detection; (4) traffic signaling via T1205 (Traffic Signaling) enables
covert activation; (5) persistence is maintained via T1547; lateral movement via T1021. No CVE is associated
with this campaign. The CVSS 9.5 figure in source data is an editorial severity estimate; it carries no NVD or
CVSS SIG authority. No patch exists; this is an adversary capability update, not a vendor vulnerability. Targeting
remains consistent with Turla's historical focus: government ministries, embassies, defense contractors, and
intelligence-adjacent organizations.
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I Action Checklist

1. Containment: Isolate any hosts exhibiting anomalous lateral communication patterns, particularly
unexpected peer-to-peer or encrypted traffic between internal endpoints. Priority: government, defense,
and diplomatic network segments. Block outbound traffic to known Turla/Kazuar IOCs at perimeter and
internal segmentation points using threat intelligence feeds from CISA and your TIP.

2. Detection: Hunt for P2P-style encrypted lateral traffic between workstations and servers that does not
conform to expected application baselines. Query EDR/SIEM for T1090.001 (proxy via internal host),
T1021 (lateral movement protocols: SMB, RDP, WinRM), T1059 (scripting interpreter execution), and
T1055 (process injection). Look for unexpected module loads (T1129) and scheduled task or registry
run-key persistence (T1547). Cross-reference host-to-host connection graphs for abnormal mesh patterns.
Apply CISA and MITRE ATT&CK Turla group signatures where available.

3. Eradication: There is no patch. Remediation requires full forensic imaging and rebuild of confirmed
compromised hosts. Do not attempt to clean in place; Kazuar's modular design means partial removal is
unreliable. Engage incident response resources. Assume any host with confirmed Kazuar indicators is
fully compromised and treat all credentials on that host as stolen.

4. Recovery: Rotate all credentials and service account tokens associated with compromised hosts before
restoring to production. Validate network segmentation rules to prevent re-establishment of P2P relay
chains. Confirm EDR coverage and telemetry completeness on restored endpoints. Monitor restored hosts
with elevated logging fidelity for 30 days post-recovery.

5. Post-Incident: Audit east-west traffic inspection capabilities: Kazuar's P2P model exploits gaps in
internal network visibility. Review whether your SIEM ingests host-to-host NetFlow or equivalent. Map
detection coverage against the full Turla MITRE ATT&CK technique set. Brief leadership on persistent
adversary TTPs and the need for sustained threat hunting investment, not one-time remediation.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to senior IR leadership, legal counsel, and relevant sector ISAC (such
as MS-ISAC for government or DIB-ISAC for defense) if any host with confirmed Kazuar
indicators is identified on networks processing classified information, PIl subject to breach
notification law, or controlled unclassified information (CUI), or if domain controller or identity
infrastructure compromise is confirmed — indicating potential Golden Ticket issuance and full
domain-level lateral movement by Turla.

Recovery Notes Before any confirmed compromised host is returned to production, perform krbtgt
double-rotation in Active Directory to invalidate all Kerberos tickets that Kazuar may have
harvested, and force reauthentication of all service accounts. Monitor restored endpoints for a
minimum of 30 days using elevated Sysmon verbosity and NetFlow collection, with specific
hunt queries targeting Kazuar's hallmark behaviors: workstation-to-workstation encrypted
sessions on non-standard ports, dynamic DLL loads from user-writable directories (Sysmon
EventID 7), and scheduled tasks created outside standard administrative paths. Given Turla's
documented multi-year dwell times in government and defense networks, treat the 30-day
post-recovery window as active threat hunting, not passive monitoring.
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Forensic Artifacts In-memory Kazuar module configuration: Full RAM acquisition (WinPmem or Magnet RAM
Capture) from suspect hosts before shutdown — Kazuar's modular architecture loads plugins
only into memory, meaning disk-only forensics will miss active modules, decrypted C2 peer
lists, and cryptographic keys used for P2P channel encryption. | Sysmon EventID 3 (Network
Connection) host-to-host graph: Export all internal-to-internal TCP connection events filtered
to non-standard ports from Sysmon logs across the environment to reconstruct the Kazuar
P2P relay mesh — the topology of this graph identifies all compromised relay nodes, not just
patient zero. | Windows Scheduled Task XML files and Run key registry hive: Collect
'C:\Windows\System32\Tasks\' directory tree and export
'HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' and
'HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' hives — Turla's Kazuar uses
T1547 for persistence and these artifacts survive reboots, allowing persistence mechanism
documentation even after the active implant is identified. | Sysmon EventID 7 (Image Load)
logs for anomalous DLL sequences: Kazuar's T1129 module loading produces DLL load
events where legitimate Windows host processes (e.g., svchost.exe, explorer.exe) load DLLs
from non-standard paths such as AppData or ProgramData — these EventID 7 records
fingerprint which specific Kazuar plugins were active and what capabilities the threat actor had
deployed on each host. | Windows Security EventlD 4648 (Explicit Credential Use) and
EventID 4769 (Kerberos Service Ticket Request) from domain controllers: Kazuar is used by
Turla for credential harvesting and lateral movement; anomalous Kerberos ticket requests
from workstation-class accounts to high-value servers (domain controllers, file servers, email)
in the timeline immediately preceding or following Kazuar detection indicate the scope of
credential abuse and lateral movement paths taken by the operator.

Per-Action IR Details

Containment — Isolate any hosts exhibiting anomalous lateral communication patterns, particularly
unexpected peer-to-peer or encrypted traffic between internal endpoints. Priority: government, defense, and
diplomatic network segments. Block outbound traffic to known Turla/Kazuar IOCs at perimeter and internal
segmentation points using threat intelligence feeds from CISA and your TIP.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), NIST AC-4 (Information Flow
Enforcement), CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 4.5 (Implement and Manage a Firewall on
End-User Devices), CIS 13.4 — Perform Traffic Filtering Between Network Segments

Compensating: On Windows hosts: run 'netstat -ano | findstr ESTABLISHED' to enumerate all active TCP sessions
and cross-reference PIDs against expected services via 'tasklist /fi "PID eq ™. Use Wireshark with display filter 'tcp &&
ltcp.port==80 && !tcp.port==443 && ip.src=="to surface non-standard encrypted lateral channels. Deploy Sysmon with
EventID 3 (Network Connection) logging enabled and filter for workstation-to-workstation connections on non-standard
ports. At the perimeter, import CISA's current Turla I0C list into firewall ACLs manually and apply deny rules by
IP/domain.

Evidence: Before isolating a host, capture: (1) full memory dump using WinPmem or Magnet RAM Capture to
preserve Kazuar's in-memory modular payload and any decrypted C2 configuration before shutdown; (2) Sysmon
EventID 3 logs showing peer-to-peer connection graph — specifically workstation-to-workstation TCP sessions that
Kazuar uses to relay C2 traffic through compromised internal nodes; (3) Windows Security Event Log EventID 5156
(Windows Filtering Platform permitted connection) to document all approved outbound flows from the suspect host
prior to isolation; (4) full pcap from the network tap or SPAN port covering the suspect host's traffic to capture Kazuar's
encrypted P2P beacon intervals before the relay chain is severed.

Detection — Hunt for P2P-style encrypted lateral traffic between workstations and servers that does not
conform to expected application baselines. Query EDR/SIEM for T1090.001 (proxy via internal host), T1021

Generated by TJS Security Command Center | 2026-05-15 18:59 UTC SCC-CAM-2026-0319 Page 3



SECURITY COMMAND CENTER SCC- CAM 2026- 0319
Tech Jacks Solutions TLP:CLEAR

(lateral movement protocols: SMB, RDP, WinRM), T1059 (scripting interpreter execution), and T1055 (process
injection). Look for unexpected module loads (T1129) and scheduled task or registry run-key persistence
(T1547). Cross-reference host-to-host connection graphs for abnormal mesh patterns. Apply CISA and MITRE
ATT&CK Turla group signatures where available.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-12
(Audit Record Generation), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs), CIS 13.6 — Collect Network
Traffic Flow Logs

Compensating: Deploy Sysmon with the SwiftOnSecurity or Florian Roth config to capture EventID 1 (Process
Create), EventID 7 (Image Loaded — for Kazuar's dynamic module loading via T1129), EventID 10 (Process Access
— for T1055 injection), and EventID 3 (Network Connection). Hunt T1090.001 manually: run 'netstat -ano' across
endpoints and flag any process acting as a listening server on non-standard ports between workstations. For T1547
persistence, query registry with 'reg query HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' and 'schtasks
/query /fo LIST /v | findstr /i "task\|run\|status™ on all suspect hosts. Use the public Sigma rule ‘'win_apt_turla_g0010'
(available on SigmaHQ GitHub) converted to PowerShell or Splunk syntax as a detection baseline. Use osquery with
'SELECT * FROM process_open_sockets WHERE remote_address NOT IN ()' to identify Kazuar relay nodes.

Evidence: Before concluding triage: (1) Sysmon EventID 7 (Image Load) logs for DLLs loaded by unusual parent
processes — Kazuar's modular architecture dynamically loads plugins, producing anomalous DLL load sequences
from non-system paths; (2) Sysmon EventID 10 (Process Access) entries showing cross-process memory reads
targeting Isass.exe or other privileged processes consistent with Kazuar credential harvesting; (3) Windows Security
EventID 4688 (Process Creation) with command-line logging enabled, filtering for PowerShell or cmd.exe spawned by
non-interactive parent processes — consistent with Kazuar's T1059 execution; (4) NetFlow or Windows Firewall logs
(eventvwr.msc — Applications and Services Logs — Microsoft - Windows - Windows Firewall With Advanced
Security) to map the internal P2P mesh topology; (5) Scheduled task XML files from 'C:\Windows\System32\Tasks\' for
tasks with encoded or obfuscated command lines consistent with Kazuar's T1547 persistence.

Eradication — There is no patch. Remediation requires full forensic imaging and rebuild of confirmed
compromised hosts. Do not attempt to clean in place — Kazuar's modular design means partial removal is
unreliable. Engage incident response resources. Assume any host with confirmed Kazuar indicators is fully
compromised and treat all credentials on that host as stolen.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication and Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), NIST SI-7 (Software, Firmware, and
Information Integrity), NIST CM-7 (Least Functionality), CIS 7.2 (Establish and Maintain a Remediation Process), CIS
4.6 (Securely Manage Enterprise Assets and Software)

Compensating: Before rebuilding: use WinPmem or Magnet RAM Capture for full memory acquisition, then FTK
Imager (free tier) for forensic disk image of all confirmed compromised hosts — preserve evidence before wipe.
Validate forensic image integrity with ‘certutil -hashfile SHA256'. Use a known-good offline Windows ISO and DISM to
rebuild — do not restore from backup images taken after the estimated intrusion window, as Kazuar may have
persisted prior to detection. Verify rebuilt host integrity post-install using CIS-CAT Lite (free) against the CIS Windows
benchmark before returning to production. For credential theft scope: run 'mimikatz' (in a controlled forensic VM
against the captured memory image) to enumerate what credentials Kazuar could have harvested from Isass, then
prioritize rotation accordingly.

Evidence: Before wiping any host: (1) full forensic disk image (EO1 format preferred) to preserve Kazuar's modular
plugin files, which Turla stores in non-obvious locations — review 'C:\ProgramData\', 'C:\Users\\AppData\Roaming\',
and 'C:\Windows\Temp\' for encrypted binary blobs or suspiciously named DLLs; (2) full memory dump to capture
decrypted Kazuar configuration data including P2P peer lists, C2 protocol parameters, and any loaded modules that
exist only in memory; (3) Windows Security EventID 4624/4625 (Logon Success/Failure) and EventID 4648 (Explicit
Credential Use) from the host's Security log to establish credential abuse timeline before wiping; (4) copy of
'C:\Windows\System32\Tasks\' directory tree and 'HKLM\SYSTEM\CurrentControlSet\Services\' registry hive export to
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document all persistence mechanisms before eradication.

Recovery — Rotate all credentials and service account tokens associated with compromised hosts before
restoring to production. Validate network segmentation rules to prevent re-establishment of P2P relay chains.
Confirm EDR coverage and telemetry completeness on restored endpoints. Monitor restored hosts with
elevated logging fidelity for 30 days post-recovery.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), NIST IA-5 (Authenticator Management),
NIST SC-7 (Boundary Protection), NIST AU-4 (Audit Storage Capacity), CIS 5.3 (Disable Dormant Accounts), CIS 6.2
(Establish an Access Revoking Process), CIS 6.3 (Require MFA for Externally-Exposed Applications)
Compensating: Credential rotation procedure for teams without PAM tooling: (1) use 'net user /domain' for domain
accounts; (2) use 'Set-ADAccountPassword' and 'Unlock-ADAccount' via PowerShell for bulk service account rotation;
(3) invalidate all Kerberos TGTs by running 'nltest /sc_reset:' and forcing re-authentication — if a domain controller is in
scope, consider krbtgt account double-rotation per Microsoft guidance to invalidate any Golden Ticket artifacts Turla
may have created. Validate network segmentation by running '"Test-NetConnection -ComputerName -Port ' from a
rebuilt host to confirm P2P relay paths are severed. Deploy Sysmon on restored hosts with 30-day verbose logging
configuration and ship logs to a centralized syslog server (rsyslog or Windows Event Forwarding to a dedicated
collector).

Evidence: Before returning restored hosts to production: (1) verify the forensic image hash of the rebuilt OS against
the known-good baseline hash to confirm clean state; (2) run 'Get-ScheduledTask | Where-Object {$_.TaskPath
-notlike "\Microsoft\*"} | Select TaskName, TaskPath, Actions' to confirm no Kazuar persistence survived rebuild (this
would indicate re-infection from an undetected peer node); (3) capture a fresh 'netstat -ano' baseline and Sysmon
EventID 3 snapshot immediately post-return to production to establish a clean network behavior baseline for the
30-day monitoring window; (4) confirm EventID 4768 (Kerberos TGT Request) and EventID 4769 (Kerberos Service
Ticket Request) volumes have normalized on the domain controller after credential rotation — anomalous Kerberos
activity post-rotation may indicate a surviving Kazuar node is attempting lateral movement with cached credentials.

Post-Incident — Audit east-west traffic inspection capabilities: Kazuar's P2P model exploits gaps in internal
network visibility. Review whether your SIEM ingests host-to-host NetFlow or equivalent. Map detection
coverage against the full Turla MITRE ATT&CK technique set. Brief leadership on persistent adversary TTPs
and the need for sustained threat hunting investment, not one-time remediation.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-4 (System Monitoring), NIST
AU-6 (Audit Record Review, Analysis, and Reporting), NIST RA-3 (Risk Assessment), CIS 7.1 (Establish and Maintain
a Vulnerability Management Process), CIS 8.2 (Collect Audit Logs), CIS 13.1 — Centralize Security Event Alerting
Compensating: Conduct an east-west visibility gap assessment using free tools: deploy ntopng (community edition) or
configure NetFlow export on managed switches to a collector such as nfdump/nfsen to establish internal traffic
baselines. Run the MITRE ATT&CK Navigator (https://mitre-attack.github.io/attack-navigator/) and load the Turla group
layer (G0010) to visually map your current detection coverage gaps — this is a free, browser-based tool requiring no
infrastructure. Document each uncovered technique with a compensating control or a Sigma rule candidate. For
leadership briefing: use CISA's published Turla advisories (AA23-129A and related) as source material to demonstrate
the adversary's persistence and FSB attribution without requiring internal data that may be sensitive. Schedule a
recurring 90-day threat hunt cycle targeting Turla TTPs using osquery scheduled queries for T1021, T1055, and T1090
technique artifacts.

Evidence: Artifacts to preserve for lessons-learned and future threat hunt reference: (1) the complete internal P2P
connection graph reconstructed from NetFlow/Sysmon EventID 3 data, documenting which hosts served as Kazuar
relay nodes — this map is the primary input for segmentation improvements; (2) all recovered Kazuar module files and
their SHA-256 hashes for submission to VirusTotal and sharing with CISA via their malware submission portal to
support community defense; (3) timeline of Turla dwell time reconstructed from Windows Security EventID 4624
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(logon) and Sysmon EventID 1 (process create) logs, establishing how long Kazuar operated before detection — this
directly informs the detection gap analysis; (4) documented list of all ATT&CK techniques observed during the incident
mapped against your pre-incident detection coverage to produce a measurable gap report for leadership.

I Detection Guidance

Primary detection focus shifts from outbound C2 to internal peer-to-peer communication. Indicators to hunt: (1)
Encrypted host-to-host traffic on non-standard or unexpected ports between endpoints, especially in
government and defense network zones; (2) Process injection events (T1055), monitor for cross-process
memory writes using EDR telemetry; (3) Unusual module loads from non-standard paths (T1129); (4) Registry
run key or scheduled task creation by unexpected processes (T1547); (5) Scripting interpreter invocations
(T1059, PowerShell, cmd, wscript) spawned from unexpected parent processes; (6) File enumeration activity
(T1083) on hosts that do not perform that function normally; (7) Use of known Turla traffic signaling patterns
(T1205), look for packets designed to trigger backdoor activation on seemingly inactive services. Recommended
SIEM queries: correlate internal host pairs with encrypted lateral traffic volume anomalies over 7-day rolling
baselines. Apply CISA Alert AA23-129A (Turla/Snake) detection signatures as a starting baseline. Current
Kazuar P2P 10C feeds are not available in provided sources; obtain feeds from your threat intelligence platform
and cross-reference with CISA and vendor advisories.

I Indicators of Compromise

Type Value Context Confidence
DOMAI [not available in source No specific IOCs were provided in the LOW
N dat a] source data for this campaign report.

Obtain current Kazuar P2P 10C feeds
from your threat intelligence platform,
CISA advisories, and vetted commercial
threat feeds. Cross-reference with CISA
Alert AA23-129A as a baseline.

I Framework Mappings

MITRE-ATTACK

e T1071 — Application Layer Protocol

* T1021 — Remote Services

e T1090.001 — Internal Proxy

e T1547 — Boot or Logon Autostart Execution
e T1090.003 — Multi-hop Proxy

e T1205 — Traffic Signaling

e T1055 — Process Injection

e T1129 — Shared Modules

e T1083 — File and Directory Discovery

e T1573 — Encrypted Channel
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e T1027 — Obfuscated Files or Information

e T1090 — Proxy

e T1059 — Command and Scripting Interpreter

NIST-800-53R5

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

¢ Sl|-4 — System Monitoring

¢ AC-17 — Remote Access

¢ AC-3 — Access Enforcement

¢ CM-7 — Least Functionality

¢ |A-2 — Identification and Authentication (Organizational Users)

¢ S|-3 — Malicious Code Protection

¢ AC-6 — Least Privilege

e SI-7 — Software, Firmware, and Information Integrity

CIS-v8

e 8.2 — Collect Audit Logs

NIST-CSF-2

¢ DE.CM-01 — Networks and network services are monitored

I MITRE ATT&CK Mapping

Technique ID

T1071

T1021

T1547

T1205

T1055

T1129

T1083

T1573

T1027
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T1090.

T1090.

001

003

Techniqgue Name
Application Layer Protocol
Remote Services

Internal Proxy

Boot or Logon Autostart Execution
Multi-hop Proxy

Traffic Signaling

Process Injection

Shared Modules

File and Directory Discovery
Encrypted Channel

Obfuscated Files or Information

SCC-CAM-2026-0319

Tactic

Command-And-Control

Lateral-Movement

Command-And-Control

Persistence

Command-And-Control

Defense-Evasion

Defense-Evasion

Execution

Discovery

Command-And-Control

Defense-Evasion
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Technique ID Technique Name

T1090 Proxy Command-And-Control
T1059 Command and Scripting Interpreter
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Security vulnerability https://www.papercut.com/kb/Main/security-vulnerability-log/ T3
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for third-party findings.
Anything you can do?

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
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Solutions is not liable for any damages resulting from the use of this information.
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