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AI-Generated Zero-Day Exploits and
Autonomous Malware Mark Industrialized
Adversarial AI Operations
THREAT CAMPAIGN | HIGH | CVSS 9.5

SCC Item ID SCC-CAM-2026-0303

Type Threat Campaign

Severity HIGH

CVSS Base Score 9.5

Affected Products Open-source web-based system administration tool (unspecified), Google Gemini CLI,
TP-Link firmware, Odette File Transfer Protocol (OFTP) implementations, AI/ML software
dependencies, Claude (via plugin interface)

Published 2026-05-11T14:00:00+00:00

Discovery Source Rss:T1 Threatintel

Executive Summary

Google's Threat Intelligence Group has confirmed the first documented case of a criminal threat actor

using AI to independently generate a working zero-day exploit, bypassing two-factor authentication on a

widely used open-source web administration tool. Separately, state-linked actors (PRC, DPRK, Russia) are

documented operationalizing AI across vulnerability discovery, polymorphic malware generation, and

supply chain compromise targeting development environments and network devices. This item clusters

four related threat activities under a common theme of industrialized adversarial AI operations.

Organizations using open-source administration tools, Gemini CLI in development pipelines, TP-Link

devices, OFTP implementations, and unvetted AI/ML software dependencies face elevated, active risk.

Technical Analysis

Google Threat Intelligence Group (GTIG) reports the first confirmed instance of AI-generated zero-day exploit

development by a criminal threat actor targeting an unspecified popular open-source web-based administration

tool. The exploit achieves authentication bypass (CWE-287) circumventing two-factor authentication. This

specific zero-day has not been assigned a CVE identifier by NVD as of this report date. Separately documented:

(1) Gemini CLI prompt injection vulnerability enabling arbitrary code execution and supply chain compromise

(SecurityWeek); (2) hardcoded credential exposure in TP-Link firmware (CWE-798); (3) protection mechanism

failures in OFTP implementations (CWE-693); (4) integrity check bypass in AI/ML software dependencies
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(CWE-494). Attribution: criminal actors (primary zero-day), PRC-nexus, DPRK-nexus, and Russia-nexus state

groups (secondary incidents). MITRE ATT&CK techniques: T1556, T1190, T1059, T1195/T1195.001,

T1587.001, T1588.006, T1027/T1027.005, T1566, T1078, T1133, T1136, T1072, T1203. GTIG characterizes

the web admin tool incident as evidence of a structural shift to industrialized adversarial AI workflows. Source

quality for open-source reporting is moderate (0.54); primary GTIG source is authoritative but specific zero-day

target system and full exploit details remain undisclosed.

Action Checklist

1. Containment: Inventory all open-source web administration tools (Webmin, phpMyAdmin, Cockpit,

Ajenti, equivalents) exposed to the internet or accessible from untrusted networks; restrict access to

trusted IP ranges or VPN immediately pending vendor identification and patch confirmation.

2. Containment: Audit Gemini CLI deployments in development and CI/CD pipelines; review plugin

configurations for untrusted input pathways; restrict CLI access to authenticated, least-privilege service

accounts until SecurityWeek-reported prompt injection is remediated in your deployed version.

3. Detection: Query SIEM and authentication logs for anomalous 2FA bypass patterns: successful

authentications with failed or absent second-factor events, session tokens issued without corresponding

OTP validation events, and authentication events from unusual geolocations or at unusual hours on web

administration interfaces.

4. Detection: Enable behavioral monitoring on AI/ML pipeline environments for unexpected outbound

network connections, unsigned package downloads (CWE-494 pattern), and lateral movement from build

or model-training hosts; flag any dependency resolution events pulling from non-registry or untrusted

sources.

5. Detection: Review TP-Link firmware versions in use against vendor advisories for hardcoded credential

exposure (CWE-798); scan device management logs for authentication events not initiated by known

administrators.

6. Eradication: Apply all available vendor patches for affected components immediately upon release; for

TP-Link devices, check the TP-Link Security Advisories page for current firmware versions; for Gemini

CLI, confirm your version includes the prompt injection fix and enforces input sanitization on plugin

interfaces.

7. Eradication: Rotate all credentials associated with affected web administration tools and OFTP

implementations; audit for any accounts created post-initial access window (T1136) and remove

unauthorized accounts; revoke and reissue API keys and service account tokens for AI/ML pipeline

environments.

8. Recovery: After patching, monitor authentication logs on previously affected systems for 30 days for

indicators of persistent access (T1078, T1133); validate that 2FA enforcement is functioning correctly by

testing authentication flows end-to-end.

9. Recovery: Verify software supply chain integrity controls: confirm package hash validation is enforced in

all CI/CD pipelines, review SBOM (software bill of materials) for AI/ML dependencies against known-good

baselines, and confirm that no unauthorized packages were introduced during the exposure window.

10. Post-Incident: Document control gaps exposed: absence of integrity verification on dependency

downloads, insufficient 2FA enforcement controls on admin interfaces, and lack of behavioral monitoring

on AI/ML infrastructure; map gaps to NIST SP 800-53 controls SI-7 (Software, Firmware, and Information

Integrity), IA-5 (Authenticator Management), and SA-12 (Supply Chain Protection) for remediation
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planning.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO and legal counsel immediately if authentication log analysis confirms
successful 2FA bypass events (indicating active exploitation rather than attempted), if SBOM
comparison reveals unauthorized packages were installed in AI/ML pipelines during the
exposure window (potential data exfiltration or model poisoning), or if OFTP transaction logs
show unauthorized file transfers — any of these conditions may trigger breach notification
obligations depending on the classification of data processed by the affected systems.

Recovery Notes Treat all systems where the AI-generated 2FA bypass was potentially exploitable as
compromised until authentication logs definitively rule out successful exploitation — do not
rely solely on absence of evidence given AI-generated exploits may produce novel log
evasion artifacts. For the 30-day post-recovery monitoring window, prioritize daily review of
authentication sequences on web admin interfaces (validating the OTP validation event
precedes every session token issuance) and weekly SBOM diffs on AI/ML pipeline
environments. Given the documented involvement of PRC, DPRK, and Russia-linked actors
operationalizing AI for persistent access objectives, extend supply chain integrity monitoring
indefinitely as a permanent control rather than a time-limited recovery activity.

Forensic Artifacts Webmin miniserv.log and session database (/var/webmin/sessiondb.*): The AI-generated
zero-day specifically bypassed 2FA on this class of tool; the forensic signature is a session
token issuance record with no preceding OTP/TOTP validation entry, which is detectable only
if session logs and authentication logs are correlated — preserve both with file integrity
timestamps before any log rotation occurs. | CI/CD pipeline job logs and pip/npm HTTP
caches (~/.cache/pip/http/, ~/.npm/_cacache/): PRC/DPRK supply chain TTPs targeting AI/ML
dependencies (CWE-494) would leave cache entries pointing to non-canonical registry URLs
and dist-info RECORD files with checksums that do not match PyPI/npm published digests —
these caches are typically overwritten on next install and must be imaged immediately. |
TP-Link device system logs and firmware version strings (via SNMP sysDescr.0 or web UI):
CWE-798 hardcoded credential exploitation leaves authentication events in device logs from
IPs outside the known admin range; combined with the firmware version string, this
establishes both exploitation feasibility and whether Volt Typhoon-style persistent access was
established through the device as a network chokepoint. | OFTP server transaction logs and
configuration files (/etc/oftp2/ or equivalent): Exploitation of OFTP implementations would
leave transaction records with unexpected sender SSID/PSID combinations or file transfers to
unrecognized destination addresses — these logs are the only indicator of data exfiltration via
the OFTP vector and must be preserved before log rotation. | Gemini CLI invocation history
and plugin configuration files (~/.gemini/config.json, CI/CD job stdout logs): The prompt
injection pathway exploits plugin interfaces that accept user-controlled input; successful
exploitation would manifest as unexpected tool-call outputs, unauthorized file writes, or
outbound HTTP requests in CI/CD job logs initiated by the gemini process — these
ephemeral job logs are purged on pipeline cleanup cycles and must be exported immediately.

Per-Action IR Details

Containment — Inventory all open-source web administration tools (Webmin, phpMyAdmin, Cockpit, Ajenti,

and equivalents) exposed to the internet or accessible from untrusted networks; restrict access to trusted IP

ranges or VPN immediately pending vendor identification and patch confirmation.
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NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 1.1 (Establish and Maintain Detailed

Enterprise Asset Inventory), CIS 4.4 (Implement and Manage a Firewall on Servers)

Compensating: Run `nmap -p 10000,80,443,8080,8090 --open -iL hosts.txt` to identify externally reachable Webmin

(port 10000), Cockpit (port 9090), and phpMyAdmin instances; pipe results to a CSV for rapid triage. Use `iptables -I

INPUT -p tcp --dport 10000 -s -j ACCEPT && iptables -I INPUT -p tcp --dport 10000 -j DROP` as an immediate

host-level block until VPN-only access is enforced. For Windows-based phpMyAdmin hosts, apply equivalent Windows

Firewall rules via `netsh advfirewall firewall add rule`.

Evidence: Before restricting access, capture current firewall rule sets (`iptables -L -n -v` or `ufw status verbose`),

active session lists from the admin tool (Webmin's `/var/webmin/miniserv.log`, phpMyAdmin's PHP session files in

`/tmp` or `/var/lib/php/sessions`), and netstat output (`ss -tnp`) showing established connections to admin ports.

Screenshot or export the current IP allowlist configuration to establish pre-containment baseline. This AI-generated

zero-day specifically targeted 2FA bypass on these interfaces, so session token artifacts are forensically critical.

Containment — Audit Gemini CLI deployments in development and CI/CD pipelines; review plugin

configurations for untrusted input pathways; restrict CLI access to authenticated, least-privilege service

accounts until the SecurityWeek-reported prompt injection pathway is fully remediated in your deployed

version.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST AC-6 (Least Privilege), NIST CM-7 (Least Functionality), CIS 5.4

(Restrict Administrator Privileges to Dedicated Administrator Accounts)

Compensating: Enumerate Gemini CLI service accounts with `grep -r 'gemini' /etc/passwd /home/*/.config/

/var/lib/jenkins/ 2>/dev/null` and CI/CD pipeline configs (`.github/workflows/*.yml`, `Jenkinsfile`, `.gitlab-ci.yml`). Audit

plugin configuration files — typically in `~/.gemini/config.json` or pipeline environment variables — for any `--plugin`,

`--tool`, or `--extension` flags that accept external or user-controlled input. Temporarily revoke pipeline service account

tokens via your CI/CD platform's credential manager and reissue scoped read-only tokens.

Evidence: Capture Gemini CLI invocation history from shell history files (`~/.bash_history`, `/root/.bash_history`,

`/var/lib/jenkins/.bash_history`), CI/CD job logs showing CLI arguments passed during the exposure window, and any

plugin configuration files that define input sources. For the prompt injection vector specifically, preserve any job logs

containing unexpected tool-call outputs, file writes, or outbound HTTP requests initiated by the CLI process — these

would indicate successful injection exploitation.

Detection — Query SIEM and authentication logs for anomalous 2FA bypass patterns: successful

authentications with failed or absent second-factor events, session tokens issued without corresponding OTP

validation events, and authentication events from unusual geolocations or at unusual hours on web

administration interfaces.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST IR-5

(Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: For Webmin, parse `/var/webmin/miniserv.log` for lines containing `logged in` without a preceding

`2fa` or `otp` validation entry within the same session context: `grep -A2 'logged in' /var/webmin/miniserv.log | grep -v

'two.factor\|2fa\|otp'`. For phpMyAdmin, review Apache/Nginx access logs (`/var/log/apache2/access.log` or

`/var/log/nginx/access.log`) for POST requests to `index.php` or `server_sql.php` from IPs with no prior authentication

flow. Apply the public Sigma rule `proc_creation_win_webshell_spawn.yml` if a web shell was dropped

post-exploitation. Use `geoiplookup` or MaxMind GeoIP CLI against extracted source IPs to flag non-baseline

geolocations.
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Evidence: Preserve raw authentication log files with timestamps intact (use `cp --preserve=timestamps` or `dd` for

integrity). Capture Webmin session database (`/var/webmin/sessiondb.*`), OTP/TOTP validation logs if separate from

miniserv.log, and any PAM log entries (`/var/log/auth.log` or `/var/log/secure`) for the affected admin tool's

authentication calls. The AI-generated exploit specifically bypassed 2FA, so the forensic signature is a successful

session established with no corresponding second-factor validation event — this gap in the log sequence is the primary

IOC.

Detection — Enable behavioral monitoring on AI/ML pipeline environments for unexpected outbound network

connections, unsigned package downloads (CWE-494 pattern), and lateral movement from build or

model-training hosts; flag any dependency resolution events pulling from non-registry or untrusted sources.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST SI-7 (Software, Firmware, and Information Integrity), NIST AU-12

(Audit Record Generation), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Deploy Sysmon on Windows build agents using SwiftOnSecurity's config; key events are Event ID 3

(Network Connection) and Event ID 7 (Image Load) from `python.exe`, `pip.exe`, or `npm.exe` initiating connections to

non-registry IP ranges. On Linux build hosts, use `auditd` with rules: `-a always,exit -F arch=b64 -S connect -F

exe=/usr/bin/pip3 -k pip_outbound`. Configure osquery with the `listening_ports` and `process_open_sockets` tables

scheduled every 60 seconds on build hosts. For dependency integrity, run `pip-audit` or `npm audit` and compare

package hashes against PyPI/npm registry checksums using `pip hash` or `npm pack --dry-run`.

Evidence: Before enabling monitoring, snapshot the current state: capture output of `pip list --format=json >

pip_baseline.json` and `npm list --json > npm_baseline.json` for all AI/ML project environments. Preserve

`~/.pip/pip.log`, `~/.npm/_logs/`, and any `requirements.txt` or `pyproject.toml` lockfiles. For model-training hosts with

GPU access, capture `nvidia-smi` process lists and any cron jobs (`crontab -l` for all users) that could persist

unauthorized package installation. The PRC/DPRK supply chain TTPs targeting AI dependencies (CWE-494) would

leave artifacts as unexpected entries in pip's HTTP cache (`~/.cache/pip/`) pointing to non-PyPI URLs.

Detection — Review TP-Link firmware versions in use against vendor advisories for hardcoded credential

exposure (CWE-798); scan device management logs for authentication events not initiated by known

administrators.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-2 (Flaw Remediation), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST CM-6

(Configuration Settings), CIS 4.7 (Manage Default Accounts on Enterprise Assets and Software)

Compensating: Use `nmap -sV --script http-default-accounts -p 80,443,8080 ` to identify TP-Link devices and check

for default/hardcoded credential acceptance. Export syslog from TP-Link devices (if syslog forwarding is configured) to

a central log host and grep for authentication events: `grep -E 'login|admin|auth' /var/log/syslog | grep -v ''`. If syslog is

not configured, access the TP-Link web UI login history under System Tools > System Log on each device.

Cross-reference firmware versions against TP-Link's published advisory list by extracting version strings via SNMP:

`snmpget -v2c -c public sysDescr.0`.

Evidence: Capture the firmware version string from each TP-Link device (`snmpget` output or UI screenshot), the full

contents of the device system log for the 30-day window prior to detection, and any DHCP/ARP table entries showing

unexpected client connections through the device. For CWE-798 hardcoded credential exploitation specifically, look for

Telnet or SSH session logs (if the firmware version exposes these services) from IPs outside your known admin range

— this is the primary indicator that a threat actor leveraged the hardcoded credential against a Volt Typhoon-style

persistent access objective.

Eradication — Apply all available vendor patches for affected components immediately upon release; for

TP-Link devices, check the TP-Link Security Advisories page for current firmware versions and upgrade

paths; for Gemini CLI, confirm the version in use incorporates the prompt injection fix referenced in the

SecurityWeek report and enforce input sanitization on any plugin interfaces.
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NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST SI-7 (Software, Firmware, and Information Integrity), CIS 7.3 (Perform

Automated Operating System Patch Management), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: For Gemini CLI: run `gemini --version` to confirm installed version, then compare against the fix

version cited in the SecurityWeek report; upgrade via `npm install -g @google/gemini-cli@` and verify with `gemini

--version` post-install. For TP-Link: download firmware images directly from

`https://www.tp-link.com/en/support/download/` for your specific model, verify the SHA-256 hash published in the

advisory against the downloaded file (`sha256sum `), then flash via the device's firmware upgrade interface. Add input

validation wrappers on Gemini CLI plugin interfaces using a simple allowlist schema validated with `ajv` (JSON

Schema validator) before any plugin receives user-controlled input.

Evidence: Before patching, image TP-Link device flash memory if possible (using UART/JTAG for high-value network

devices) or at minimum export all current configuration files. For Gemini CLI, preserve the currently installed version's

binary hash (`sha256sum $(which gemini)`) and the plugin configuration state. Document the exact pre-patch version

strings for all components as chain-of-custody evidence. This is specifically important because the AI-generated

zero-day may have left a backdoor or modified configuration that survives firmware upgrade if not explicitly reset to

factory defaults followed by clean reconfiguration.

Eradication — Rotate all credentials associated with affected web administration tools and OFTP

implementations; audit for any accounts created post-initial access window (T1136) and remove unauthorized

accounts; revoke and reissue API keys and service account tokens for AI/ML pipeline environments.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IA-5 (Authenticator Management), NIST AC-2 (Account Management), NIST IR-4 (Incident Handling),

CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 6.2 (Establish an Access Revoking Process)

Compensating: For Webmin account audit: `cat /etc/webmin/miniserv.users` and compare against your known-good

baseline; check `/etc/webmin/webmin.acl` for privilege escalations on existing accounts. For Linux system accounts

potentially created via T1136: `awk -F: '$3 >= 1000 {print $1,$3,$5}' /etc/passwd | sort -k2 -n` filtered against your

baseline, and `lastlog | grep -v 'Never'` for recently active accounts. For OFTP, audit user accounts in the OFTP server

configuration (e.g., Odette OFTP2 server config files at `/etc/oftp2/` or equivalent) for accounts added after the

exposure window timestamp. Revoke all CI/CD pipeline secrets via your platform's secrets manager (GitHub Actions:

Settings > Secrets, Jenkins: Credentials Manager) and rotate immediately.

Evidence: Preserve `/etc/passwd`, `/etc/shadow`, `/etc/group`, and `/var/log/auth.log` (or `/var/log/secure`) before any

account removal to document the T1136 artifact. For OFTP implementations, capture the server's transaction log

showing any file transfers initiated during the exposure window — OFTP exploitation would leave transfer records with

unexpected sender IDs or SSID/PSID combinations. For AI/ML pipeline environments, export the full audit log from

your secrets manager before rotation to document which service accounts accessed which resources during the

compromise window.

Recovery — After patching, monitor authentication logs on previously affected systems for 30 days for

indicators of persistent access (T1078, T1133); validate that 2FA enforcement is functioning correctly by

testing authentication flows end-to-end.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST IA-5

(Authenticator Management), CIS 6.3 (Require MFA for Externally-Exposed Applications)

Compensating: Create a cron job running every 15 minutes that tails `/var/webmin/miniserv.log` and

`/var/log/auth.log`, alerting on any successful login not preceded by a 2FA validation event within 60 seconds: `grep -P

'logged in' /var/webmin/miniserv.log | while read line; do echo "$line" >> /var/log/webmin_logins_monitor.log; done`.

For T1078 (valid account abuse) detection, run weekly diffs of `lastlog` output against your post-eradication baseline.

Test 2FA enforcement by attempting authentication with a valid credential but invalid/absent OTP token and confirming
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rejection is logged — this directly validates the AI-generated 2FA bypass is no longer functional.

Evidence: Establish a clean post-patch baseline by capturing a full authentication log snapshot at the moment of

recovery declaration. For the 30-day monitoring window, preserve daily snapshots of Webmin session databases, SSH

`authorized_keys` files for all accounts (T1098 persistence artifact), and cron tables (`crontab -l` for all users,

`/etc/cron.d/`, `/var/spool/cron/`). For T1133 (external remote services), maintain weekly exports of active VPN/remote

access sessions from your VPN concentrator logs to detect valid credentials being reused from attacker-controlled

infrastructure.

Recovery — Verify software supply chain integrity controls: confirm package hash validation is enforced in all

CI/CD pipelines, review SBOM (software bill of materials) for AI/ML dependencies against known-good

baselines, and validate that no unauthorized packages were introduced during the exposure window.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST SI-7 (Software, Firmware, and Information Integrity), NIST SA-12 (Supply Chain Protection), NIST

CM-3 (Configuration Change Control), CIS 2.1 (Establish and Maintain a Software Inventory), CIS 2.2 (Ensure

Authorized Software is Currently Supported)

Compensating: Generate a current SBOM using `syft -o spdx-json > current_sbom.json` and diff against your

pre-incident SBOM with `grype sbom:current_sbom.json` to identify newly introduced or version-changed packages.

For Python AI/ML dependencies specifically: `pip-audit --requirement requirements.txt --output json >

pip_audit_results.json` to flag packages with known CVEs or unexpected provenance. Enforce hash pinning in

`requirements.txt` using `pip-compile --generate-hashes` and add a pre-commit hook that runs `pip install

--require-hashes -r requirements.txt` to reject any install without a matching hash. For npm: enforce `npm ci` (which

validates `package-lock.json` hashes) instead of `npm install` in all pipeline stages.

Evidence: The primary forensic artifact for a CWE-494 supply chain attack against AI/ML dependencies is a package

in the pip/npm cache (`~/.cache/pip/http/` or `~/.npm/_cacache/`) whose URL origin is not `pypi.org` or

`registry.npmjs.org`. Preserve pip's HTTP cache directory, the `dist-info` directories under `site-packages/` for all

installed packages (containing `METADATA` and `RECORD` files with install timestamps), and CI/CD job artifact logs

showing the exact `pip install` or `npm install` commands and their stdout/stderr output during the exposure window.

Compare installed package checksums against PyPI's published SHA-256 digests via `pip download --no-deps ==`

and `sha256sum`.

Post-Incident — Document control gaps exposed: absence of integrity verification on dependency

downloads, insufficient 2FA enforcement controls on admin interfaces, and lack of behavioral monitoring on

AI/ML infrastructure; map gaps to NIST SP 800-53 controls SI-7 (Software, Firmware, and Information

Integrity), IA-5 (Authenticator Management), and SA-12 (Supply Chain Protection) for remediation planning.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-7 (Software, Firmware, and

Information Integrity), NIST IA-5 (Authenticator Management), NIST SA-12 (Supply Chain Protection), CIS 7.1

(Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation

Process)

Compensating: Structure the lessons-learned document around three specific failure modes from this incident: (1) the

AI-generated zero-day bypassed 2FA on web admin tools — remediation owner: identity team, control target: NIST

IA-5 enhancement for phishing-resistant MFA (FIDO2/WebAuthn); (2) unsigned dependency downloads enabled

potential CWE-494 exploitation in AI/ML pipelines — remediation owner: DevSecOps, control target: NIST SI-7(6) for

cryptographic hash verification; (3) absence of behavioral baselines on build/ML hosts delayed detection —

remediation owner: SOC, control target: NIST SI-4(2) for automated anomaly detection. Use a free threat modeling tool

(OWASP Threat Dragon) to diagram the AI-augmented attack lifecycle (automated vuln discovery → zero-day

generation → 2FA bypass → lateral movement) and identify chokepoints for future detection rule development.

Evidence: The post-incident record must include: the timeline correlating the first anomalous authentication event

(2FA bypass IOC) to the detection timestamp, documenting dwell time; the diff between pre- and post-incident account
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inventories (T1136 evidence); all preserved log files with cryptographic hashes documenting chain of custody (per

NIST AU-9 Protection of Audit Information); and the SBOM comparison output showing whether any unauthorized

AI/ML packages were successfully installed. This documentation directly supports regulatory notification decisions and

demonstrates due diligence if the incident involved PII/PHI processed by any of the affected web administration or

OFTP systems.

Detection Guidance

Detection priorities by incident component:

**Web Admin Tool Authentication Bypass (Primary Campaign):** Query for successful login events on web

administration interfaces where the second authentication factor was not validated or where the authentication

sequence was compressed (single-step completions on systems requiring two-step flows). Look for session

creation events without corresponding OTP or push-notification approval events in identity provider logs. Flag

authentications from IPs with no prior session history against the same account.

**Gemini CLI Prompt Injection (Supply Chain Risk):** Review audit logs for CLI invocations with untrusted

external input passed to plugin interfaces; monitor for unexpected shell command execution initiated from CLI

processes.

**Supply Chain and Dependency Integrity:** Monitor package manager logs (pip, npm, cargo, or equivalent) for

downloads from non-standard registries, packages pulled without hash verification, or dependency resolution

events that diverge from locked manifest files. Alert on any post-build binary that does not match the expected

hash. CI/CD and AI/ML pipeline behavior: Detect unexpected outbound connections from build hosts,

model-training servers, or inference environments; flag new processes spawned by pipeline agents that are not

in an approved baseline.

**TP-Link Devices:** Cross-reference device authentication logs against the list of known hardcoded credential

strings referenced in TP-Link advisories; alert on successful authentications using default or factory credential

patterns.

**Polymorphic Malware Indicators:** Signature-based detection will have limited effectiveness against

AI-generated polymorphic payloads; prioritize behavioral rules detecting process injection, unusual parent-child

process relationships, and encoded or obfuscated command execution (T1027, T1059) over static signatures.

**MITRE ATT&CK Technique Coverage Gaps:** Verify detection coverage for T1195.001 (Compromise

Software Supply Chain), T1587.001 (Develop Capabilities: Malware), and T1556 (Modify Authentication

Process) in your SIEM rule set.

Indicators of Compromise

Type Value Context Confidence

URL Not available — GTIG has

not publicly disclosed

specific IOCs for this

campaign in available open

sources

No specific IP addresses, domains,
hashes, or URLs have been confirmed
as IOCs in the public reporting reviewed
for this item. Monitor GTIG and CISA
advisories for IOC releases.

LOW
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Framework Mappings

MITRE-ATTACK

• T1556 — Modify Authentication Process

• T1190 — Exploit Public-Facing Application

• T1059 — Command and Scripting Interpreter

• T1195.001 — Compromise Software Dependencies and Development Tools

• T1195 — Supply Chain Compromise

• T1078 — Valid Accounts

• T1587.001 — Malware

• T1588.006 — Vulnerabilities

• T1566 — Phishing

• T1027 — Obfuscated Files or Information

• T1136 — Create Account

• T1072 — Software Deployment Tools

• T1027.005 — Indicator Removal from Tools

• T1133 — External Remote Services

• T1203 — Exploitation for Client Execution

NIST-800-53R5

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• SI-4 — System Monitoring

• SI-7 — Software, Firmware, and Information Integrity

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• CM-7 — Least Functionality

• SI-3 — Malicious Code Protection

• SA-9 — External System Services

• SR-2 — Supply Chain Risk Management Plan

• SR-3 — Supply Chain Controls and Processes

• AC-2 — Account Management

• AT-2 — Literacy Training and Awareness

• CA-7 — Continuous Monitoring

• SI-8 — Spam Protection

• AC-17 — Remote Access



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-CAM-2026-0303
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-05-12 06:36 UTC Page 10SCC-CAM-2026-0303

• AC-20 — Use of External Systems

• CM-3 — Configuration Change Control

• IA-8 — Identification and Authentication (Non-Organizational Users)

• IR-5 — Incident Monitoring

OWASP-TOP10-2021

• A08:2021 — Software and Data Integrity Failures

• A07:2021 — Identification and Authentication Failures

CIS-V8

• 2.5 — Allowlist Authorized Software

• 2.6 — Allowlist Authorized Libraries

• 16.10 — Apply Secure Design Principles in Application Architectures

• 6.3 — Require MFA for Externally-Exposed Applications

• 6.4 — Require MFA for Remote Network Access

• 6.5 — Require MFA for Administrative Access

• 15.1 — Establish and Maintain an Inventory of Service Providers

ISO-27001-2022

• A.8.28 — Secure coding

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

• A.5.21 — Managing information security in the ICT supply chain

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC9.2 — Manages risks associated with vendors and business partners

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

NIST-CSF-2

• GV.SC-01 — Cybersecurity supply chain risk management program

• DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1556 Modify Authentication Process Credential-Access

T1190 Exploit Public-Facing Application Initial-Access
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Technique ID Technique Name Tactic

T1059 Command and Scripting Interpreter Execution

T1195.001 Compromise Software Dependencies and
Development Tools

Initial-Access

T1195 Supply Chain Compromise Initial-Access

T1078 Valid Accounts Defense-Evasion

T1587.001 Malware Resource-Development

T1588.006 Vulnerabilities Resource-Development

T1566 Phishing Initial-Access

T1027 Obfuscated Files or Information Defense-Evasion

T1136 Create Account Persistence

T1072 Software Deployment Tools Execution

T1027.005 Indicator Removal from Tools Defense-Evasion

T1133 External Remote Services Persistence

T1203 Exploitation for Client Execution Execution

Sources

Source URL Tier

Threat Intelligence https://cloud.google.com/blog/topics/threat-intelligence/ai-vulnera... T3

https://www.pymnts.com/cybersecurity/2026/google-thwarts-first-ai-g... T3

https://x.com/search?src=video&q=Google+proxy+traffic+diversion... T3

https://gbhackers.com/google-warns-hackers-are-using-ai-to-build-wo... T3

Gemini CLI Vulnerability
Could Have Led to Code
Execution, Supply ...

https://www.securityweek.com/gemini-cli-vulnerability-could-have-le... T3
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