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I Executive Summary

A weaponized exploit tool called cPanel Sniper is actively compromising servers running cPanel, a widely
deployed web hosting control panel, by exploiting a critical unauthenticated vulnerability that grants
attackers full root-level server control. Reports indicate approximately 40,000 servers have been
compromised globally, though this figure is based on secondary threat intelligence sources and should be
verified against official cPanel advisory data. Patches are available but remain unapplied across a large
portion of the exposed population. Organizations running cPanel-based shared hosting or managed hosting
infrastructure face immediate risk of total server takeover, data exfiltration, and downstream compromise
of all hosted customers and websites.

I Technical Analysis

The campaign leverages cPanelSniper, a purpose-built exploitation tool targeting a critical unauthenticated
remote code execution vulnerability in cPanel/WHM. The vulnerability permits unauthenticated attackers to
achieve root-level access without valid credentials, consistent with CWE-306 (Missing Authentication for Critical
Function) and CWE-269 (Improper Privilege Management). No CVE identifier was present in the source data;
verification against NVD (https://nvd.nist.gov) and CISA KEV
(https://lwww.cisa.gov/known-exploited-vulnerabilities-catalog) is required before using any CVE reference
operationally. CVSS base score of 9.8 is reported by secondary sources but has not been verified against an
official cPanel advisory or NVD entry. MITRE ATT&CK techniques associated with this campaign based on
described behavior: T1190 (Exploit Public-Facing Application), T1068 (Exploitation for Privilege Escalation),
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T1078.001 (Valid Accounts: Local Accounts, applicable where cPanel/hosting accounts are abused
post-compromise). Affected versions are unspecified in available source data; patched versions are confirmed
available from cPanel. Attack surface is broad: cPanel/WHM is deployed across shared hosting providers,
managed service providers, and self-managed VPS environments globally. Over 40,000 servers are reported
compromised as of available reporting. This assessment relies on secondary and tertiary threat intelligence
sources; official cPanel advisory and CISA guidance, if published, should be consulted to validate CVE
assignment, affected versions, and patch guidance. CWE and MITRE mappings are inferred from described
behavior and require confirmation once an authoritative advisory is published.

I Action Checklist

1. Step 1: Containment, Immediately audit all cPanel/WHM installations in your environment. Restrict
WHM and cPanel port access (typically TCP 2082, 2083, 2086, 2087) to known management IPs via
firewall ACL. If patching cannot begin within 24 hours, take affected servers offline or isolate them from the
internet until patching is complete.

2. Step 2: Detection, Review cPanel and WHM access logs for unauthenticated access attempts or
anomalous root-level activity. Check /var/log/cpanel-install, /usr/local/cpanel/logs/access_log, and
Ivar/log/secure (or /var/log/auth.log on Debian-based systems) for unexpected authentication events, new
user creation, or privilege changes. Search for the string ‘cPanelSniper' or associated tooling artifacts in
web server and application logs. Look for new cron jobs, SSH authorized_keys entries, or unfamiliar
root-owned processes added recently.

3. Step 3: Eradication, Apply the available cPanel patch immediately. For production servers, schedule
downtime and follow cPanel's official patch procedure at https://news.cpanel.com/category/security/ (do
not use --force flag without testing in a non-production environment first, as forced updates can cause
service interruptions). Verify the installed cPanel version reflects the patched release. If compromise is
suspected, treat the server as fully untrusted: rebuild from a known-good image and restore data from a
pre-compromise backup after confirming the backup's integrity.

4. Step 4: Recovery, After patching, confirm cPanel version reflects the security update. Rotate all
credentials associated with the server: root password, WHM admin accounts, all hosted cPanel accounts,
and any API tokens or SSH keys present. Re-audit cron jobs, SSH authorized_keys files, and installed
scripts for persistence mechanisms. Monitor authentication logs and process activity for 72 hours
minimum post-remediation.

5. Step 5: Post-Incident, Conduct a gap assessment on patch cadence for cPanel and other hosting
control panel software. Evaluate whether management interfaces (WHM/cPanel) are exposed to the public
internet and implement network-level access controls to restrict access to named management IPs.
Document whether your asset inventory accurately reflected cPanel deployments prior to this campaign; if
not, this is a discovery and inventory gap to address.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate to senior IR leadership, legal, and executive stakeholders if any of the following are
confirmed: forensic evidence of cPanelSniper compromise (unauthorized SSH keys,
unfamiliar root cron jobs, unrecognized WHM sessions from external IPs), hosted customer
data (PIl, PHI, PCI-DSS scope) present on affected servers triggering breach naotification
obligations, more than one server confirmed compromised indicating active lateral movement,
or if the team lacks capacity to complete containment and eradication within a 4-hour window
given the active exploitation of this campaign at scale.

Recovery Notes After patching and credential rotation, verify cPanel version on every affected server using
'fusr/local/cpanel/cpanel -V' and cross-reference against the patched version listed in the
official cPanel security advisory before returning servers to production. Monitor
lusr/local/cpanel/logs/access_log, /var/log/secure, and root crontab for a minimum of 72 hours
post-remediation for re-exploitation attempts or persistence mechanisms that survived the
patch cycle, particularly watching for child process spawning from cPanel daemons (cpaneld,
whostmgrd) that may indicate a surviving webshell. Any server where pre-patch compromise
cannot be ruled out should be treated as fully untrusted and rebuilt from a known-good image
rather than returned to production from a patched state.

Forensic Artifacts lusr/local/cpanel/logs/access_log — Primary exploit delivery record: cPanelSniper sends
unauthenticated HTTP requests to WHM endpoints (ports 2086/2087); this log will contain the
specific request URIs, source IPs, and HTTP response codes that identify exploit attempts
and successful authentication bypasses. | /root/.ssh/authorized_keys and
/home/*/.ssh/authorized_keys — Post-exploitation persistence: cPanelSniper root access
enables immediate SSH key implantation; any key present that does not match your
pre-incident baseline is attacker-controlled and is high-confidence evidence of compromise. |
/var/spool/cron/root and /etc/cron.d/* — Scheduled persistence artifacts: root-level cron job
installation is a standard post-exploitation step following unauthenticated root access; newly
created or modified entries (check with ‘'find /etc/cron* /var/spool/cron -newer /etc/passwd’)
are threat-specific indicators for this campaign. | /tmp and /var/tmp directory contents —
Staging artifacts: cPanelSniper and associated post-exploitation tooling commonly drops
secondary payloads, privilege escalation scripts, or reverse shell binaries into world-writable
temp directories; capture full directory listings with timestamps ('Is -laRt /tmp /var/tmp’) before
any cleanup. | SUID binary set captured via 'find / -perm /6000 -type f' — Rootkit/backdoor
indicator: with unauthenticated root access, attackers can plant SUID backdoors (e.g., a copy
of /bin/bash with SUID set) anywhere on the filesystem; any SUID binary not present in a
known-good baseline for the OS and cPanel version is a high-fidelity compromise artifact
specific to post-exploitation activity following this class of vulnerability.

Per-Action IR Details

Step 1: Containment — Immediately audit all cPanel/WHM installations in your environment. Restrict WHM
and cPanel port access (typically TCP 2082, 2083, 2086, 2087) to known management IPs via firewall ACL. If
patching cannot begin within hours, take affected servers offline or isolate them from the internet until
patching is complete.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 4.4 (Implement and Manage a
Firewall on Servers), CIS 12.2 (Establish and Maintain a Secure Network Architecture)

Compensating: Run 'ss -tinp | grep -E "2082|2083|2086|2087" on each server to confirm which processes are

listening on cPanel/WHM ports. Apply firewall ACL immediately using iptables: ‘'iptables -I INPUT -p tcp --dport 2086 -j
DROP' followed by 'iptables -I INPUT -s -p tcp --dport 2086 -j ACCEPT'. Repeat for ports 2082, 2083, 2087. For hosts
running CSF (ConfigServer Security & Firewall, common in cPanel environments), edit /etc/csf/csf.allow to add trusted
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IPs and run ‘csf -r' to reload. Enumerate all cPanel installations across your estate with: find / -name "cpanel" -type f
2>/dev/null' or query your asset inventory for hosts with these ports open using nmap: 'nmap -p 2082,2083,2086,2087
--open'.

Evidence: Before restricting firewall rules, capture a snapshot of current active connections to cPanel/WHM ports: 'ss
-tnp sport = :2086 or sport = :2087' and save output with timestamp. Dump current iptables/CSF rules to file for
baseline: 'iptables-save > /root/iptables_pre_containment_$(date +%Y%m%d%H%M).txt'. Record all currently
authenticated WHM sessions from /usr/local/cpanel/logs/access_log and note any source IPs that do not match known
management addresses — these are high-priority forensic leads specific to cPanelSniper exploitation activity. Preserve
the live process list ('ps auxf > /root/proc_snapshot_$(date +%Y%m%d%H%M).txt") before any isolation to capture
exploit tooling that may be resident in memory.

Step 2: Detection — Review cPanel and WHM access logs for unauthenticated access attempts or anomalous
root-level activity. Check /var/log/cpanel-install, /usr/local/cpanel/logs/access_log, and /var/log/secure (or
/var/log/auth.log on Debian-based systems) for unexpected authentication events, new user creation, or
privilege changes. Search for the string ‘cPanelSniper' or associated tooling artifacts in web server and
application logs. Look for new cron jobs, SSH authorized_keys entries, or unfamiliar root-owned processes
added recently.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST SI-4 (System Monitoring), NIST IR-5
(Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Execute the following targeted log queries without a SIEM. (1) Search WHM access log for
unauthenticated exploit attempts: 'grep -E "(401]|403|200)" /usr/local/cpanel/logs/access_log | grep -v " — flag any 200
responses from unknown IPs against WHM endpoints. (2) Search for cPanelSniper tooling strings: 'grep -rli
"cPanelSniper" /usr/local/cpanel/logs/ /var/log/apache2/ lvar/log/httpd/ /tmp/ /var/tmp/'. (3) Detect newly created
root-owned cron jobs since campaign disclosure date: ‘find /var/spool/cron/ /etc/cron* -newer /etc/passwd -Is'. (4)
Check for unauthorized SSH keys added to root: 'cat /root/.ssh/authorized_keys' and compare against your baseline.
(5) Identify unfamiliar root-owned processes: 'ps -eo pid,user,cmd --sort=user | grep root | grep -vVE
"(sshd|cron|cpanel|lapache|mysqgl)". Deploy auditd rule to catch privilege escalation going forward: 'auditctl -a
always,exit -F arch=b64 -S execve -F euid=0 -k root_exec'".

Evidence: Preserve unmodified copies of these log files before any remediation: /usr/local/cpanel/logs/access_log
(WHM/cPanel HTTP access — will contain exploit request URI patterns from cPanelSniper), /var/log/secure or
/var/log/auth.log (SSH logins and su/sudo activity that would follow successful unauthenticated root access),
Ivar/log/cpanel-install (cPanel component changes that may indicate attacker-initiated reinstallation of backdoored
components), and /usr/local/cpanel/logs/error_log (application errors generated during exploit attempt). Use 'cp -p' to
preserve original timestamps. Hash all copied files: 'sha256sum /path/to/copied/log > /root/evidence_hashes.txt'".
Check /tmp and /var/tmp for cPanelSniper dropper artifacts: 'Is -lat /tmp /var/tmp' — attacker tooling commonly stages
here post-exploitation.

Step 3: Eradication — Apply the available cPanel patch immediately by running '/usr/local/cpanel/scripts/upcp
--force' on affected servers, or follow the official cPanel security advisory update instructions. Verify the
installed cPanel version reflects the patched release. If compromise is suspected, treat the server as fully
untrusted: rebuild from a known-good image and restore data from a pre-compromise backup after
confirming the backup's integrity.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST SI-3 (Malicious Code Protection), NIST IR-4 (Incident Handling), CIS
7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform Automated Application Patch
Management)

Compensating: If the server is suspected compromised, do NOT patch in place — cPanelSniper exploitation grants
root access, meaning the attacker could have replaced cPanel binaries, modified upcp itself, or installed rootkits that
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survive a patch. Instead: (1) Snapshot the compromised disk image for forensics before any changes (‘'dd if=/dev/sda
of=/mnt/external/compromised_image.dd bs=4M status=progress"). (2) Provision a clean replacement server from a
known-good baseline OS image. (3) Run 'upcp --force' only on servers where no indicators of compromise were found
in Step 2. (4) After patching, verify cPanel version: '/usr/local/cpanel/cpanel -V' and confirm it matches the patched
release listed in the official cPanel security advisory. (5) For compromised servers, scan restored data with ClamAV
before reintroduction: ‘clamscan -r /restored/data --infected --remove=no --log=/root/clamscan_results.txt'.

Evidence: Before running upcp or rebuilding, capture a full forensic disk image of any server where compromise is
suspected. Collect: current crontab for all users (‘for user in $(cut -f1 -d: /etc/passwd); do crontab -u $user -1 2>/dev/null
&& echo "--- $user ---"; done > /root/crontabs_snapshot.txt'), all SUID/SGID binaries (‘find / -perm /6000 -type f -Is
2>/dev/null > /root/suid_snapshot.txt' — cPanelSniper root access enables attackers to plant SUID backdoors), and
currently loaded kernel modules ('Ismod > /root/lsmod_snapshot.txt') to detect rootkit-loaded modules. Verify integrity
of cPanel binaries before patching: 'rpom -Va 2>/dev/null | grep -E "*..5" (flags MD5 mismatches on installed packages,
indicating binary tampering post-exploitation).

Step 4: Recovery — After patching, confirm cPanel version reflects the security update. Rotate all credentials
associated with the server: root password, WHM admin accounts, all hosted cPanel accounts, and any API
tokens or SSH keys present. Re-audit cron jobs, SSH authorized_keys files, and installed scripts for
persistence mechanisms. Monitor authentication logs and process activity for 72 hours minimum
post-remediation.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST IA-5 (Authenticator Management), NIST AU-6 (Audit Record Review,
Analysis, and Reporting), CIS 5.2 (Use Unique Passwords), CIS 6.2 (Establish an Access Revoking Process)
Compensating: Execute credential rotation systematically: (1) Change root password: 'passwd root'. (2) Rotate all
WHM reseller and admin account passwords via WHM > Account Functions > Change Password, or via CLI: '‘whmapil
passwd user= password=". (3) Audit and remove all unrecognized SSH authorized_keys: for dir in /root /home/*; do
echo "=== $dir ==="; cat $dir/.ssh/authorized_keys 2>/dev/null; done'. Remove any key not in your pre-incident
baseline. (4) Revoke and regenerate all cPanel API tokens: WHM > Development > Manage API Tokens. (5) For the
72-hour monitoring window without a SIEM, configure a cron job to dump authentication events every 15 minutes:
‘echo "*/15 * * * * root grep -E \"(Accepted|Failed|session opened)\" /var/log/secure >> [root/auth_monitor.log" >>
/etc/cron.d/auth_monitor'. Alert on any root login from an unexpected IP.

Evidence: Before rotating credentials, document the full current state of all authorized_keys files, WHM account list,
and API tokens as the post-compromise baseline. This establishes what the attacker may have provisioned. Run 'last
-F | head -50 > /root/last_logins_post_patch.txt' to record the most recent login history against the rotated credential
set. After rotation, monitor /usr/local/cpanel/logs/access_log for continued WHM API calls using old API tokens (would
indicate external attacker systems still attempting access with compromised credentials). Flag any process spawned
by cpaneld, whostmgrd, or apache that executes /bin/bash, /bin/sh, or curl/wget as a child process — this pattern is
consistent with webshell or backdoor activity persisting after patch.

Step 5: Post-Incident — Conduct a gap assessment on patch cadence for cPanel and other hosting control
panel software. Evaluate whether management interfaces (WHM/cPanel) are exposed to the public internet
and implement network-level access controls to restrict access to named management IPs. Document
whether your asset inventory accurately reflected cPanel deployments prior to this campaign — if not, this is
a discovery and inventory gap to address.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-2 (Flaw Remediation), NIST
RA-3 (Risk Assessment), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and
Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process)
Compensating: Use free tooling for the gap assessment: (1) Re-scan your full network for cPanel/WHM ports to
validate inventory completeness: 'nmap -p 2082,2083,2086,2087 -oN /root/cpanel_asset_scan_$(date +%Y%m%d).txt'
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— any host appearing here that was not in your pre-incident inventory is an inventory gap. (2) For patch cadence,
query current cPanel versions across all servers: 'for host in ; do ssh root@$host "/usr/local/cpanel/cpanel -V"; done'.
(3) Write a Sigma rule to detect future cPanelSniper-style exploitation attempts against WHM (HTTP 200 responses to
/cgi-sys/ or /scripts/ endpoints from non-management IPs) and load it into your log analysis workflow. (4) Document
findings in a lessons-learned report per NIST IR-8 requirements, specifically addressing the mean time to patch
(MTTP) for this campaign and the exposure window between cPanel advisory publication and patch deployment.

Evidence: Compile the post-incident evidence package: (1) Timeline of cPanel advisory publication vs. patch
deployment date per server — this quantifies exposure window. (2) Full list of cPanel/WHM servers discovered during
Step 1 audit vs. pre-incident asset inventory — gap count is the key metric. (3) Any confirmed I0Cs (IPs, SSH keys,
cron entries, file hashes) attributed to cPanelSniper activity on your infrastructure. (4) Aggregate authentication
anomaly data from the 72-hour monitoring window. This package supports regulatory notification assessment and
feeds directly into the IR-8 plan update and the CIS 7.1 vulnerability management process review.

I Detection Guidance

Check the following on all cPanel/WHM servers: (1) /usr/local/cpanel/logs/access_log and
lusr/local/cpanel/logs/error_log for unauthenticated requests to administrative endpoints or unexpected
200-series responses to WHM API calls without valid session tokens; (2) /var/log/secure or /var/log/auth.log for
su or sudo activity under unexpected users or at unusual hours; (3) /root/.ssh/authorized_keys and all hosted
user ~/.ssh/authorized_keys for unrecognized public keys added recently; (4) cron entries via ‘crontab -I' for root
and all hosted accounts for unfamiliar entries; (5) running processes via 'ps auxf' for unexpected daemons or
miners; (6) network connections via 'ss -tulnp' or 'netstat -tulnp’ for unexpected listening services or outbound
connections. At the network perimeter, alert on unexpected outbound connections from hosting infrastructure to
unknown external IPs, particularly over non-standard ports. No confirmed IOC hashes, IPs, or domains were
available in the source data at the time of this item's creation; monitor threat intelligence feeds and the official
cPanel security advisory for published indicators.

I Indicators of Compromise

Context Confidence
URL cPanel Sni per (tool nane Weaponized exploit tool name reported LOW
only —no confirned hash, in active campaign targeting cPanel
domain, or IP available in servers; no technical IOC value

source data) confirmed at time of writing

I Framework Mappings

MITRE-ATTACK

e T1190 — Exploit Public-Facing Application
e T1068 — Exploitation for Privilege Escalation
e T1078.004 — Cloud Accounts

NIST-800-53R5

¢ CA-8 — Penetration Testing
¢ RA-5— Vulnerability Monitoring and Scanning
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e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)

OWASP-TOP10-2021

e A01:2021 — Broken Access Control
¢ A07:2021 — Identification and Authentication Failures

CIS-Vv8

e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts
* 6.8 — Define and Maintain Role-Based Access Control

¢ 6.3 — Require MFA for Externally-Exposed Applications

e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

* A.8.8 — Management of technical vulnerabilities

I MITRE ATT&CK Mapping

Technique ID Techniqgue Name Tactic
T1190 Exploit Public-Facing Application Initial-Access
T1068 Exploitation for Privilege Escalation Privilege-Escalation
T1078. 004 Cloud Accounts Defense-Evasion

I Sources
Source URL Tier
Critical vulnerability in https://www.cybersecuritydive.com/news/critical-vulnerability-cpane... T3
cPanel leads to
widespread ...
Critical cPanel https://thehackernews.com/2026/05/critical-cpanel-vulnerability.html T3
Vulnerability

Weaponized to Target ...

CRITICAL SECURITY https://www.reddit.com/r/cybersecurity/comments/1sypdwol/critical_se... T3
VULNERABILITY WITH
CPANEL ...
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Source URL Tier
70 Million Domains at https://www.youtube.com/shorts/sefrh-yWecU T3
Risk (cPanel

Vulnerability Explained)

Over 40000 Servers https://www.securityweek.com/over-40000-servers-compromised-in-ongo... T3
Compromised in
Ongoing cPanel ...

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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